MICROCHIP SAMA5D27C AUTO

Ultra-low power ARM Cortex-A5 core-based MPU, 500 MHz,
GraphicsInterface, Ethernet 10/100, CAN, USB, Security,
Automotive

Introduction

The SAMA5D27C-CNVAO is a high-performance, ultra-low-power ARM® Cortex®-A5 processor-based MPU running
up to 500 MHz. It offers support for multiple memories such as DDR2, DDR3, DDR3L, LPDDR1, LPDDR2, LPDDR3,
and QSPI Flash and integrates powerful peripherals for connectivity and user interface applications. In addition, it offers
advanced security functions (ARM TrustZone®, tamper detection, secure data storage, etc.), as well as high-perfor-
mance crypto-processors AES, SHA and TRNG.

Compliant with the international standard ISO-TS-16949, the device is suitable for automotive applications.
The SAMA5D27C-CNVAO is delivered with a free Linux distribution and bare metal C examples.

Features

¢ ARM Cortex-A5 core
- ARMv7-A architecture
- ARM TrustZone
- NEON™ Media Processing Engine
- Up to 500 MHz
- ETM/ETB 8 Kbytes
* Memory Architecture
- Memory Management Unit
- 32-Kbyte L1 data cache, 32-Kbyte L1 instruction cache
- 128-Kbyte L2 cache configurable to be used as an internal SRAM
- One 128-Kbyte scrambled internal SRAM
- One 160-Kbyte internal ROM
e 64-Kbyte scrambled and maskable ROM embedding boot loader/ Secure boot loader
e 96-Kbyte unscrambled, unmaskable ROM for NAND Flash BCH ECC table
- High-bandwidth scramblable 16-bit or 32-bit Double Data Rate (DDR) multiport dynamic RAM controller sup-

porting up to 512 Mbyte 8-bank DDR2/DDR3 (DLL off only) / DDR3L (DLL off only) / LPDDR1/LPDDR2/
LPDDR3, including “on-the-fly” encryption/decryption path

- 8-bit SLC/MLC NAND controller, with up to 32-bit Error Correcting Code (PMECC)
« System running up to 166 MHz in typical conditions

- Reset controller, shutdown controller, periodic interval timer, independent watchdog timer and secure Real-Time
Clock (RTC) with clock calibration

- One 600 to 1200 MHz PLL for the system and one 480 MHz PLL optimized for USB high speed
- Digital fractional PLL for audio (11.2896 MHz and 12.288 MHz)
- Internal low-power 12 MHz RC and 32 KHz typical RC
- Selectable 32.768-Hz low-power oscillator and 8 to 24 MHz oscillator
- 51 DMA Channels including two 16-channel 64-bit Central DMA Controllers
- 64-bit Advanced Interrupt Controller (AIC)
- 64-bit Secure Advanced Interrupt Controller (SAIC)
- Three programmable external clock signals
* Low-Power Modes
- Ultra Low-power mode with fast wakeup capability
- Low-power Backup mode with 5-Kbyte SRAM and SleepWalking™ features
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e Wakeup from up to nine wakeup pins, UART reception, analog comparison
e Fast wakeup capability
e Extended Backup mode with DDR in Self-Refresh mode
« Peripherals
- LCD TFT controller up to 1024x768, with four overlays, rotation, post-processing and alpha blending, 24-bit parallel RGB

- ITU-R BT. 601/656/1120 Image Sensor Controller (ISC) supporting up to 5 M-pixel sensors with a parallel 12-bit interface for Raw
Bayer, YCbCr, Monochrome and JPEG-compressed sensor interface

- Two Synchronous Serial Controllers (SSC), two Inter-IC Sound Controllers (IZSC), and one Stereo Class D amplifier
- One Peripheral Touch Controller (PTC) with up to 8 X-lines and 8 Y-lines (64-channel capacitive touch)
- One Pulse Density Modulation Interface Controller (PDMIC)
- One USB high-speed device port (UDPHS) and one USB high-speed host port or two USB high-speed host ports (UHPHS)
- One USB high-speed host port with a High-Speed Inter-Chip (HSIC) interface
- One 10/100 Ethernet MAC (GMAC)
e Energy efficiency support (IEEE 802.3az standard)
e Ethernet AVB support with IEEE802.1AS time stamping
IEEE802.1Qav credit-based traffic-shaping hardware support
e |EEE1588 Precision Time Protocol (PTP)
- Two high-speed memory card hosts:
e SDMMCO: SD 3.0, eMMC 4.51, 8 bits
e SDMMC1: SD 2.0, eMMC 4.41, 4 bits only

- Two master/slave Serial Peripheral Interfaces (SPI)

- Two Quad Serial Peripheral Interfaces (QSPI)

- Five FLEXCOMSs (USART, SPI and TWI)

- Five UARTs

- Two master CAN-FD (MCAN) controllers with SRAM-based mailboxes, and time- and event-triggered transmission

- One Rx only UART in backup area (RXLP)

- One analog comparator (ACC) in backup area

- Two 2-wire interfaces (TWIHS) up to 400 Kbits/s supporting the 12C protocol and SMBUS (TWIHS)

- Two 3-channel 32-bit Timer/Counters (TC), supporting basic PWM modes

- One full-featured 4-channel 16-bit Pulse Width Modulation (PWM) controller

- One 12-channel, 12-bit, Analog-to-Digital Converter (ADC) with Resistive TouchScreen capability
* Safety

- Zero-power Power-On Reset (POR) cells

- Main crystal clock failure detector

- Write-protected registers

- Integrity Check Monitor (ICM) based on SHA256

- Memory Management Unit

- Independent watchdog
* Security

- 5 Kbytes of internal scrambled SRAM:

e 1 Kbyte non-erasable on tamper detection
e 4 Kbytes erasable on tamper detection

- 256 bits of scrambled and erasable registers

- Up to eight tamper pins for static or dynamic intrusion detections

- Secure Boot Loader")

- On-the-fly AES encryption/decryption on DDR and QSPI memories (AESB)

- RTC including time-stamping on security intrusions

- Programmable fuse box with 544 fuse bits (including JTAG protection and BMS)

Note 1: For secure boot strategies, refer to the document “SAMA5D2 Series Secure Boot Strategy” (document no. 44040), available

under Non-Disclosure Agreement (NDA). Contact a Microchip Sales Representative for details.

* Hardware cryptography

- SHA (SHA1, SHA224, SHA256, SHA384, SHA512): compliant with FIPS PUB 180-2

- AES: 256-, 192-, 128-bit key algorithm, compliant with FIPS PUB 197

- TDES: two-key or three-key algorithms, compliant with FIPS PUB 46-3
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- True Random Number Generator (TRNG) compliant with NIST Special Publication 800-22 Test Suite and FIPS PUBs 140-2 and
140-3

* Upto 128 1/0s

- Fully programmable through set/clear registers

- Multiplexing of up to eight peripheral functions per I/O line

- Each I/O line can be assigned to a peripheral or used as a general purpose /0

- The PIO controller features a synchronous output providing up to 32 bits of data output in one write operation
¢ Automotive

- Qualification AEC-Q100 grade 2 ([-40°C : +105°C] ambient temperature)
¢ Packages

- 289-ball LFBGA, 14 x 14 mm body, 0.8 mm pitch
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1. Description

The SAMA5D27C-CNVAO is a high-performance, power-efficient embedded MPU based on the ARM Cortex-A5 processor. It integrates
the ARM NEON SIMD engine for accelerated multimedia and signal processing, a configurable 128-Kbyte L2 cache, a floating point unit
for high-precision computing and reliable performance, as well as high data bandwidth architecture. The device features an advanced user
interface and connectivity peripherals. Advanced security is provided by powerful cryptographic accelerators, by the ARM TrustZone tech-
nology securing access to memories and sensitive peripherals, and by several hardware features that safeguard memory content, authen-
ticate software reliability, detect physical attacks and prevent information leakage during code execution.

The SAMA5D27C-CNVAO features an internal multilayer bus architecture associated with 2 x 16 DMA channels and dedicated DMAs for
the communication and interface peripherals required to ensure uninterrupted data transfers with minimal processor overhead. The device
supports DDR2, DDR3, DDR3L, LPDDR1, LPDDR2, LPDDR3, and SLC/MLC NAND Flash memory up to 32-bit ECC.

The comprehensive peripheral set includes an LCD TFT controller with overlays for hardware-accelerated image composition, an image
sensor controller, audio support through 12S, SSC, a stereo Class D amplifier and a digital microphone. Connectivity peripherals include
a 10/100 EMAC, USBs, CAN-FDs, FLEXCOMSs, UARTs, SPIs and two QSPIs, SDIO/SD/e.MMCs, and TWIs/IC.

Protection of code and data is provided by automatic scrambling of memories and an Integrity Check Monitor (ICM) to detect any modifi-
cation of the memory contents. The SAMA5D27C-CNVAO also supports execution of encrypted code (QSPI or one portion of the DDR)
with an “on-the-fly” encryption-decryption process.

With its secure design architecture, cryptographic acceleration engines, and secure boot loader, the SAMA5D27C-CNVAO is the ideal
solution for point-of-sale (POS), 10T and industrial applications requiring anti-cloning, data protection and secure communication transfer.

The SAMA5D27C-CNVAO features three software-selectable low-power modes: Idle, Ultra-low-power and Backup.
In Idle mode, the processor is stopped while all other functions can be kept running.

In Ultra-low-power-mode 0, the processor is stopped while all other functions are clocked at 512 Hz and interrupts or peripherals can be
configured to wake up the system based on events, including partial asynchronous wakeup (SleepWalking).

In Ultra-low-power mode 1, all clocks and functions are stopped but some peripherals can be configured to wake up the system based on
events, including partial asynchronous wakeup (SleepWalking).

In Backup mode, RTC and wakeup logic are active. The Backup mode can be extended to feature DDR in Self-refresh mode.

The SAMA5D27C-CNVAO also includes an Event System that allows peripherals to receive, react to and send events in Active and Idle
modes without processor intervention.
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2. Configuration Summary
Table 2-1: Configuration Summary
Feature SAMASD27C-CNVAO
Package LFBGA289
P10s 128
DDR Bus 16/32-bit
SMC Up to 16-bit
SRAM 128 Kbytes
QSPI 2
LCD 24-bit RGB
Camera Interface 1
(1ISC)
EMAC 1
PTC 8 X-lines x 8 Y-lines
CAN 2
3
USB 2 Hostzf’l HSIC
1 Host/1 Device/1 HSIC)
UART/SPI/I2C 10/717
SDIO/SD/MMC 2
2
Clase DIPDW 2121111
ADC Inputs 12
Timers 6
PWM 4 (PWM) + 6 (TC)
Tamper Pins 8
AESB Yes

For information on device pin compatibility, see Section 7.2 “Pinouts”.
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3. Block Diagram

Figure 3-1: Block Diagram
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Note:  Refer to Section 39. “DMA Controller (XDMAC)” for peripheral connections to DMA.
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4. Signal Description

Table 4-1 gives details on signal names classified by peripheral.

Table 4-1: Signal Description List
Active

Signal Name Function Type Comments Level
Clocks, Oscillators and PLLs
XIN Main Oscillator Input Input - -
XOuUT Main Oscillator Output Output | — -
XIN32 Slow Clock Oscillator Input Input - -
XOuUT32 Slow Clock Oscillator Output Output | — -
CLK_AUDIO Audio Clock Output | — -
VBG Bias Voltage Reference for USB Analog | — -

Reset State:
PCK 0-2 Programmable Clock Output Output - PIO Input -

- Internal Pull-up enabled

- Schmitt Trigger enabled
Shutdown, Wakeup Logic
SHDN Shutdown Control Qutput | — -
PIOBU 0-7 Tamper or Wakeup Inputs Input - -
WKUP Wakeup Input Input - -
ICE and JTAG
TCK/SWCLK Test Clock/Serial Wire Clock Input - -
TDI Test Data In Input - -
TDO Test Data Out Output | — -
TMS/SWDIO Test Mode Select/Serial Wire Input/Output 110 - -
JTAGSEL JTAG Selection Input - -
Reset/Test
NRST Microprocessor Reset Input - Low
TST Test Mode Select Input - -
NTRST Test Reset Signal Input - -
Advanced Interrupt Controller - AIC
IRQ ‘ External Interrupt Input Input - ‘ -
Secured Advanced Interrupt Controller - SAIC
FIQ ‘ Fast Interrupt Input Input - ‘ -
PIO Controller
PAO—PAXX Parallel 10 Controller /0 - -
PBO-PBxx Parallel 10 Controller /0 - -
PCO-PCxx Parallel IO Controller /0 - -
PDO-PDxx Parallel IO Controller /0 - -

© 2018 Microchip Technology Inc.
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Table 4-1: Signal Description List (Continued)
Active
Signal Name Function Type Comments Level
External Bus Interface - EBI
D[15:0] Data Bus 110 - -
A[25:0] Address Bus Output | — -
NWAIT External Wait Signal Input - Low
Static Memory Controller - HSMC
NCS0-NCS3 Chip Select Lines Output | — Low
NWRO-NWR1 Write Signal Output | — Low
NRD Read Signal Output | — Low
NWE Write Enable Output | — Low
NBSO-NBS1 Byte Mask Signal Output | — Low
NANDOE NAND Flash Output Enable Output | — Low
NANDWE NAND Flash Write Enable Output | — Low
DDR2/DDR3/LPDDR1/LPDDR2/LPDDR3 Controller
DDR_CK, DDR_CLKN | DDR Differential Clock OQutput | — -
When Backup Self-refresh mode is
DDR_CKE DDR Clock Enable Output | used, should be tied to GND using High
100 KQ pull-down
DDR_CS DDR Controller Chip Select Output | — Low
DDR_BA[2:0] Bank Select Output | — Low
DDR_WE DDR Write Enable Output | — Low
DDR_RAS, DDR_CAS | Row and Column Signal Output | — Low
DDR_A[13:0] DDR Address Bus Output | — -
DDR_D[31:0] DDR Data Bus I/OI-PD | — -
DDR_DQSI[3:0], _ _
DDR_DQSN[3:0] Differential Data Strobe I/O-PD | — -
DDR_DQM[3:0] Write Data Mask Output | — -
DDR_CAL DDR/LPDDR Calibration Input - -
DDR_VREF DDR/LPDDR Reference Input - -
When Backup Self-refresh mode is
DDR_RESETN DDR3 Active Low Asynchronous Reset Output | used, should be tied to VDDIODDR -
using 100 KQ pull-up
Secure Data Memory Card - SDMMCx [1:0]
SDMMCx_CD SDcard / e.MMC Card Detect Input | — -
SDMMCx_CMD SDcard / e MMC Command line I/0 - -
SDMMCx_WP SDcard Connector Write Protect Signal Input - -
SDMMCx_RSTN e.MMC Reset Signal Output | — -
SDMMCx_1V8SEL SDcard Signal Voltage Selection Output | — -

DS60001532A-page 8

© 2018 Microchip Technology Inc.




SAMASD27C AUTO

Table 4-1: Signal Description List (Continued)
Active
Signal Name Function Type Comments Level
SDMMCx_CK SDcard / e.MMC Clock Signal Qutput | — -
SDMMCx_DAT[7:0] SDcard / e.MMC Data Lines I/10 - -
Flexible Serial Communication Controller - FLEXCOMx [4:0]
FLEXCOMx_IO0 FLEXCOMXx Transmit Data 110 - -
FLEXCOMx_IO1 FLEXCOMXx Receive Data 1/0 - -
FLEXCOMx_I02 FLEXCOMXx Serial Clock 110 - -
FLexcom o3| TLEACOM: Ce Tosnd! o |- :
FLEXCOMx_104 E;ﬁg&?ﬁéﬁgq;:@go Send/ Output | — -
Universal Asynchronous Receiver Transmitter - UARTX [4..0]
UTXDx UARTX Transmit Data Output | — -
URXDx UARTX Receive Data Input - -
Inter-IC Sound Controller - 12SCx [1..0]
[2SCx_MCK Master Clock Output | — -
12SCx_CK Serial Clock /0 - -
|2SCx_WS 12S Word Select o | - -
[2SCx_DIO Serial Data Input Input | — -
12SCx_DOO0 Serial Data Output Output | — -
Synchronous Serial Controller - SSCx [1..0]
TDx SSC Transmit Data Output | — -
RDx SSC Receive Data Input - -
TKx SSC Transmit Clock I/O - -
RKx SSC Receive Clock 110 - -
TFx SSC Transmit Frame Sync 110 - -
RFx SSC Receive Frame Sync 110 - -
Timer/Counter - TCx [1..0]
TCLK[5..0] TC Channel y External Clock Input Input - -
TIOA[5..0] TC Channel y I/O Line A 1/0 - -
TIOB[5..0] TC Channel y I/O Line B 110 - -
Quad 10 SPI - QSPIx [1..0]
QSPIx_SCK QSPI Serial Clock Output | — -
QSPIx_CS QSPI Chip Select Qutput | — -
QSPI I/O
QSPIx_10J0..3] QIOO0 is QMOSI Master Out - Slave In 1/0 - -

QIO1 is QMISO Master In - Slave Out

© 2018 Microchip Technology Inc. Datasheet
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Table 4-1: Signal Description List (Continued)
Active

Signal Name Function Type Comments Level
Serial Peripheral Interface - SPIx [1..0]
SPIx_MISO Master In Slave Out 110 - -
SPIx_MOSI Master Out Slave In 110 - -
SPIx_SPCK SPI Serial Clock /0 - -
SPIx_NPCSO0 SPI Peripheral Chip Select 0 1/0 - Low
SPIx_NPCSJ3..1] SPI Peripheral Chip Select Output | — Low
Two-wire Interface - TWIx [1..0]
TWDXx Two-wire Serial Data I/0 - -
TWCKX Two-wire Serial Clock /0 - -
Pulse Width Modulation Controller - PWM
PWMHO0-3 PWM Waveform Output High Output | — -
PWMLO-3 PWM Waveform Output Low Output | — -
PWMFIO-1 PWM Fault Inputs Input - -
PWMEXTRG1-2 PWM External Trigger Input - -
USB Host High Speed Port - UHPHS
HHSDPA USB Host Port A High Speed Data + Analog | — -
HHSDMA USB Host Port A High Speed Data - Analog | — -
HHSDPB USB Host Port B High Speed Data + Analog | — -
HHSDMB USB Host Port B High Speed Data - Analog | — -
USB Device High Speed Port - UDPHS
DHSDP USB Device High Speed Data + Analog | — -
DHSDM USB Device High Speed Data - Analog | — -
USB High-Speed Inter-Chip Port - HSIC
HHSTROBE USB High-Speed Inter-Chip Strobe I/O - -
HHDATA USB High-Speed Inter-Chip Data I/O - -
Ethernet 10/100 - GMAC
GREFCK Reference Clock Input - -
GTXCK Transmit Clock Input — -
GRXCK Receive Clock Input - -
GTXEN Transmit Enable Output | — -
GTX0-GTX3 Transmit Data Output | — -
GTXER Transmit Coding Error Output | — -
GRXDV Receive Data Valid Input - -
GRX0-GRX3 Receive Data Input - -
GRXER Receive Error Input - -
GCRS Carrier Sense Input | — -
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Table 4-1: Signal Description List (Continued)
Active

Signal Name Function Type Comments Level
GCOL Collision Detected Input - -
GMDC Management Data Clock OQutput | — -
GMDIO Management Data Input/Output 1/0 - -
GTSUCOMP TSU timer comparison valid Output | — -
LCD Controller - LCDC
LCDDAT[23:0] LCD Data Bus Output | — -
LCDVSYNC LCD Vertical Synchronization Output | — -
LCDHSYNC LCD Horizontal Synchronization OQutput | — -
LCDPCK LCD Pixel Clock Output | — -
LCDDEN LCD Data Enable Output | — -
LCDPWM LCDPWM for Contrast Control Output | — -
LCDDISP LCD Display ON/OFF Output | — -
Touchscreen Analog-to-Digital Converter - ADC
ADO-11 12 Analog Inputs Analog | — -
ADTRG ADC Trigger Input - -
ADVREF ADC Reference Analog | — -
Secure Box Module - SBM
PIOBUO-7 Tamper 1/0Os I/0 - -
Image Sensor Controller - ISC
ISC_DO0-ISC_D11 Image Sensor Data Input - -
ISC_HSYNC Image Sensor Horizontal Synchro Input - -
ISC_VSYNC Image Sensor Vertical Synchro Input | — -
ISC_PCK Image Sensor Pixel clock Input - -
ISC_MCK Image Sensor Main clock Output | — -
ISC_FIELD Field identification signal Input - -
Audio Class Amplifier - CLASSD
CLASSD_LO CLASSD Left Output LO Output | — -
CLASSD_L1 CLASSD Left Output L1 Output | — -
CLASSD_L2 CLASSD Left Output L2 Output | — -
CLASSD_L3 CLASSD Left Output L3 Output | — -
CLASSD_RO CLASSD Right Output RO Output | — -
CLASSD_R1 CLASSD Right Output R1 Output | — -
CLASSD_R2 CLASSD Right Output R2 Output | — -
CLASSD_R3 CLASSD Right Output R3 Output | — -

© 2018 Microchip Technology Inc.
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Table 4-1: Signal Description List (Continued)
Active

Signal Name Function Type Comments Level
Control Area Network - CAN
CANRXx CAN Receive Input - -
CANTXx CAN Transmit Output | — -
Peripheral Touch Controller (PTC)
PTC_X[7..0] X-lines o | - -
PTC_Y[7..0] Y-lines [ - -
Pulse Density Modulation Interface Controller - PDMIC
PDMIC_DAT PDM Data Input | — -
PDMIC_CLK PDM Clock Output | — -

DS60001532A-page 12
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5. Automotive Quality Grade

The SAMA5D27C-CNVAO is compliant with the international standard 1ISO-TS-16949.
This datasheet contains limit values extracted from the results of extensive characterization (temperature and voltage).

The quality and reliability of the SAMA5D27C-CNVAO has been verified during regular product qualification as per AEC-Q100 grade 2
(~40°C to +105°C).

Table 5-1: Temperature Grade Identification for Automotive Products
Temperature (°C) Temperature Identifier Comments
—40°C to +105°C B AEC-Q100 Grade 2
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6. Safety and Security Features

6.1 Design for Safety and IEC60730 Class B Certification

6.1.1 Background Information

The IEC 60730 standard encompasses all aspects of appliance design. Annex H of the standard covers the aspects most relevant to
microcontrollers. It details the tests and diagnostics which are intended to ensure safe operation of embedded control hardware and soft-
ware. IEC 60730 defines three classifications for electronic control functions:

« Class A - Control functions which are not intended to be relied upon for safety of the equipment

« Class B - Control functions intended to prevent unsafe operation of the controlled equipment

» Class C - Control functions intended to prevent special hazards such as explosions

Specific design techniques have been used in the SAMA5D27C-CNVAO to ease compliance with the IEC 60730 Class B Certification and
to resolve general-purpose safety concerns. This allows reduced software development and code size as well as savings on external hard-
ware circuitry, since built-in self-tests are already embedded in the MPU. Table 6-1 gives the list of peripherals which incorporate these
techniques, and details whether these features are applicable for the IEC 60730 Class B Certification or for general-purpose safety con-
siderations.

6.2 Design for Security
The SAMA5D27C-CNVAO embeds peripherals with security features to prevent counterfeiting, to secure external communication, and to
authenticate the system.

Table 6-2 provides the list of peripherals and an overview of their security function. For more information, see the sections on each periph-
eral.

DS60001532A-page 14 © 2018 Microchip Technology Inc.
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6.3 Safety and IEC 60730 Features

Table 6-1: Safety and IEC 60730 Features List
Requirements
for Class B General
Peripheral Component Fault/Error/Feature IEC 60730Y) Safety
CPU clock monitoring N
- Overclocking detection
32.768 kHz crystal oscillator frequency monitoring
PMC Clock o X X
- Abnormal frequency deviation
Main crystal oscillator X X
- Crystal failure detection
Programmable configuration lock (active until next
Vppcore reset) to protect against further software - X
PIOC modifications (intentional or unintentional)
1/0 Periphery Digital 1/0 X _
- Plausibility check
Analog I/0 and ADC converter
ADCC - X -
- Plausibility check
All internal and external memories such as QSPI,
ICM (SHA) Memory and DDR, and all memories on SMC X a
Internal Data -
NAND Flash Controller Path Non-volatile memory ~ X
ECC - Mutiple error detection (2 to 32)
Power supplies
System Controller Supply Monitor | . vDDCORE, VDDIO, VDDANA, VDDBU abnormal - X
levels
Watchdog can be fed by an internal always ON clock X N
- Program counter stuck at faults.
WDT. Watchdog configuration can be locked (write-
' Watchdog protected)
RSTC . ) . - X
- Errant writes (Programming errors, errors introduced
by system or hardware failures)
Watchdog overflow generates a system reset X X
Memory
Cortex MMU Management Cortex-A5 Memory Management Unit - X
Unit
MATRIX, AIC, RTC,
SYSC, RXLP, ACC, Configuration, Interrupt Enable/Disable, Control
PMC, PIO, MPDDRC, ) registers can be independently write-protected
SMC, CLASSD, SSC, Peripherals - X

TWI, UART, SPI,
FLEXCOM, QSPI, TC,
PDMIC, ADC

- Errant writes (Programming errors, errors introduced
by system or hardware failures)

© 2018 Microchip Technology Inc.
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Table 6-1: Safety and IEC 60730 Features List (Continued)
Requirements
for Class B General
Peripheral Component Fault/Error/Feature IEC 60730 Safety
Fault inputs can be configured to put the PWM outputs
in Safe mode N

- Programming errors, errors introduced by system or
hardware failures

P10 controller can lock the PWM 1/O

PWM - Programming errors, errors introduced by system or - X
hardware failures

PWM,
PIO

Fault inputs can be external (I0) or internal (ADC,
TIMER, ACC, etc.)

- Programming errors, errors introduced by system or
hardware failures

Note 1: Class B IEC 60730 Requirements. Annex H - Table H.1 (H.11.12.7 of edition 3).
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6.4 Security Features

Table 6-2: Security Features
Peripheral Function Description Comments
TrustZone Security Partition secure/non-secure world ARM technology
Enclave
Memory
Cortex MMU Management Cortex-A5 Memory Management Unit -
Unit
Vo C_:ontrol/ When a peripheral is not selected (PIO-controlled), I/
Peripheral . . -
O lines have no access to the peripheral.
Access
PIO Once the freeze command is issued,
Capability to freeze either the functional part or the no rr_lodlflc_atlons to the_ current
Freeze : : . configuration are possible. Only a
physical part of the configuration.
hardware reset allows a change to
the configuration.
Classical Atmel Software ECC (Asymmetric key algorithm, elliptic
Software Crypto curves) Software library®)
Library (CASCL) Software RSA (Asymmetric key algorithm)
Hardware-accelerated Triple DES
TDES, TRNG Cryptography
True Random Number Generator
FIPS-compliant®
Hardware-accelerated AES up to 256 bits
AES, SHA SHA up to 512 and HMAC-SHA
Secure Boot Code encrypted/decrypted, Trusted Code Hardware SHA (HMAC) + Software
Authentication RSA or AES Hardware (CMAC)
AESB AES on-the-fly On-the?ﬂy encryption/decryption for DDR and QSPI AES128
memories
All internal and external memories
Memories Scrambling On-the-fly scrambling/unscrambling for memories such as QSPI, DDR, and all
memories on SMC
More robust than CRC.
Memory . . .
. Uses a hardWare Secure HaSh Algonthm All internal and external memories
ICM Integrity Check
Monitoring (up to SHA256) such as QSPI, DDR, and all
memories on SMC can be monitored
JTAG JTAG entry monitor These tamper pins (JTAG, test,
. PIOBUs, monitors, etc.) can be
Test Test entry monitor . . .
configured to immediately erase
. . . . Backup memories (BUSRAM4KB
IO Tamper Pin Stamoprteéddetectlon pins. Active and Dynamic modes and BUREG256b), or generate an
SECUMOD upp ' interrupt or a wakeup signal.

Secure Backup
SRAM

5 Kbytes scrambled and non-imprinting avoiding
data persistance

4 Kbytes erasable on tamper
detection

Secure Backup
Registers

256-bit register bank, scrambled

Erasable on tamper detection

© 2018 Microchip Technology Inc.
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Table 6-2: Security Features (Continued)

Peripheral

Function

Description

Comments

RTC

RTC

Timestamping of tamper events. Protection against
bad configuration (invalid entry for date and time are
impossible)

All events are logged in the RTC.
Timestamping gives the source of
the reset/erase memory/interruption

RTC robustness against glitch attack on 32 kHz
crystal oscillator

Secure Fuse

JTAG Access
Control

Disable JTAG access by fuse bit

Secure Debug
Disable

JTAG debug allowed in Normal mode only, not in
Secure mode

TrustZone

Note 1: A PCl-certified Atmel Software Crypto Library (ASCL) is available under NDA.
2: Refer to the sections on each peripheral for details on FIPS compliancy.

DS60001532A-page 18
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7. Package and Pinout

7.1
The SAMA5D27C-CNVAO is available in the package listed in Table 7-1.

Packages

Table 7-1: Packages
Package Name Pin Count Ball Pitch
LFBGA289 289 0.8 mm

The package mechanical characteristics are described in Section 68. “Mechanical Characteristics”.

7.2 Pinouts
Note:  1/Os for each peripheral are grouped into IO sets, listed in the column ‘10 Set’ in the pinout tables below. For all peripherals, it
is mandatory to use 1/Os that belong to the same IO set. The timings are not guaranteed when [Os from different 10 sets are
mixed.
Table 7-2: Pin Description
289- Primary Alternate PIO peripheral Reset State
pin 10 |(Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir |Func Signal Dir | Set Hiz, sT)M@)
A SDMMCO_CK /0| 1
U1l VDDSDMMC GPIO_EMMC PAO 110 - - B QSPIO_SCK (0] PIO, I, PU, ST
F DO /O| 2
A SDMMCO_CMD /o 1
P10 VDDSDMMC GPIO_EMMC PA1 1/0 — - B QSPIO_CS o1 PIO, I, PU, ST
F D1 /O| 2
A SDMMCO_DATO /o 1
T11 VDDSDMMC GPIO_EMMC PA2 110 — - B QSPIO_IO0 /0| 1 PIO, I, PU, ST
F D2 /0| 2
A SDMMCO_DAT1 /o 1
R10 VDDSDMMC GPIO_EMMC PA3 I/0 — — B QSPIO_IO1 /0| 1 PIO, I, PU, ST
F D3 /O | 2
A SDMMCO_DAT2 /o 1
U1z VDDSDMMC GPIO_EMMC PA4 I/0 - - B QSPIO0_IO02 /ol 1 PIO, I, PU, ST
F D4 /O| 2
A SDMMCO_DAT3 /0| 1
T12 VDDSDMMC GGPIO_EMMC PAS5 110 - - B QSPIO_IO3 /o 1 PIO, I, PU, ST
F D5 /0| 2
A SDMMCO_DAT4 /0| 1
B QSPI1_SCK o1
R12 VDDSDMMC GPIO_EMMC PAG6 I/0 — — D TIOAS /0| 1 PIO, I, PU, ST
E FLEXCOM2_100 /0| 1
F D6 /o | 2
© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 19
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A SDMMCO_DAT5 /o 1
B QSPI1_IO0 o| 1
T13 VDDSDMMC GPIO_EMMC PA7 110 — — D TIOB5 /o| 1 PIO, I, PU, ST
E FLEXCOM2_I01 /o 1
F D7 /0| 2
A SDMMCO_DAT6 /o 1
B QSPI1_IO1 Io| 1
N10 VDDSDMMC GPIO_EMMC PA8 110 - - D TCLK5 | 1 PIO, I, PU, ST
E FLEXCOM2_102 /o 1
F NWE/NANDWE O 2
A SDMMCO_DAT7 /0| 1
B QSPI1_l02 ol 1
N11 VDDSDMMC GPIO_EMMC PA9 110 - - D TIOA4 /o 1 PIO, I, PU, ST
E FLEXCOM2_103 1
F NCS3 2
A SDMMCO_RSTN 1
B QSPI1_IO3 /0| 1
u13 VDDSDMMC GPIO_EMMC PA10 110 — — D TIOB4 /o 1 PIO, I, PU, ST
E FLEXCOM2_104 o1
F A21/NANDALE O | 2
A SDMMCO_1V8SEL o1
B QSPI1_CS o1
P15 VDDIOP1 GPIO PA11 110 — — PIO, I, PU, ST
D TCLK4 | 1
F A22/NANDCLE ol 2
A SDMMCO_WP | 1
N15 VDDIOP1 GPIO PA12 110 - - B IRQ | 1 PIO, I, PU, ST
F NRD/NANDOE ol 2
A SDMMCO_CD | 1
P16 VDDIOP1 GPIO PA13 110 - - E FLEXCOM3_IO1 /0| 1 PIO, I, PU, ST
F D8 o\ 2
A SPI0O_SPCK /0| 1
B TK1 /O| 1
c QSPIO_SCK o2
M14 VDDIOP1 GPIO_QSPI PA14 110 - - PIO, I, PU, ST
D 12SC1_MCK ol 2
E FLEXCOM3_102 /o 1
F D9 /o 2
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A SPI0O_MOSI /0| 1
B TF1 /0| 1
C QSPIO_CS o2
N16 VDDIOP1 GPIO PA15 110 — - PIO, I, PU, ST
D 12SC1_CK /0| 2
E FLEXCOM3_I00 /0| 1
F D10 /o| 2
A SPI0O_MISO /0| 1
B TD1 o1
C QSPI0_IO0 o\ 2
M10 VDDIOP1 GPIO_IO PA16 110 - - PIO, I, PU, ST
D 12SC1_WS /0| 2
E FLEXCOM3_I03 o1
F D11 /o| 2
A SPI0O_NPCSO0 /o 1
B RD1 | 1
C QSPIO0_IO1 /o 2
N17 VDDIOP1 GPIO_IO PA17 110 — — PIO, I, PU, ST
D 12SC1_DIO0 I 2
E FLEXCOM3_104 o1
F D12 /o | 2
A SPI0O_NPCS1 o1
B RK1 /0| 1
C QSPI0_lO2 o\ 2
ul4 VDDIOP1 GPIO_IO PA18 1/0 — — PIO, I, PU, ST
D 12SC1_DOO0 ol 2
E SDMMC1_DATO /0| 1
F D13 /O 2
A SPI0O_NPCS2 o1
B RF1 /0| 1
Cc QSPI0_IO3 o\ 2
T14 VDDIOP1 GPIO_IO PA19 I/0 - - PIO, I, PU, ST
D TIOAO /0| 1
E SDMMC1_DAT1 /0| 1
F D14 /o 2
A SPI0O_NPCS3 o1
D TIOBO /0| 1
P12 VDDIOP1 GPIO_IO PA20 I/0 — — PIO, |, PU, ST
E SDMMC1_DAT2 /0| 1
F D15 /0| 2
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A IRQ 1|2
B PCK2 (¢}
R13 VDDIOP1 GPIO_IO PA21 110 — — D TCLKO | 1 PIO, I, PU, ST
E SDMMC1_DAT3 /o 1
F NANDRDY 1| 2
A FLEXCOM1_102 /o 1
B DO ol 1
C TCK 1| 4
uUi15 VDDIOP1 GPIO_QSPI PA22 110 - - PIO, I, PU, ST
D SPI1_SPCK /o | 2
E SDMMC1_CK /o 1
F QSPIO_SCK o|3
A FLEXCOM1_l0O1 /O 1
B D1 /o 1
Ul6 VDDIOP1 GPIO PA23 110 — - C TDI 1| 4 PIO, I, PU, ST
D SPI1_MOSI /o | 2
F QSPIO_CS O3
A FLEXCOM1_I100 /0| 1
B D2 /o 1
T15 VDDIOP1 GPIO_IO PA24 110 - - C TDO Ol 4 PIO, I, PU, ST
D SPI1_MISO /0| 2
F QSPI0_IO0 o 3
A FLEXCOM1_103 o1
B D3 /0| 1
u1l7 VDDIOP1 GPIO_IO PA25 110 — — C T™MS I |4 PIO, I, PU, ST
D SPI1_NPCSO /o | 2
F QSPIO_IO1 /0| 3
A FLEXCOM1_104 o1
B D4 /o 1
P13 VDDIOP1 GPIO_IO PA26 I/0 - - C NTRST I | 4 PIO, I, PU, ST
D SPI1_NPCS1 ol 2
F QSPI0_IO2 o| 3
A TIOA1 /0| 2
B D5 /o 1
c SPI0_NPCS2 2
T16 VDDIOP1 GPIO_IO PA27 110 - — PIO, I, PU, ST
D SPI1_NPCS2 2
E SDMMC1_RSTN o1
F QSPI0_IO3 o 3
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Table 7-2: Pin Description (Continued)

289- Primary Alternate PIO peripheral Reset State

pin 10 | (Signal, Dir, PU, PD,

BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A TIOB1 /0| 2
B D6 /O] 1
C SPIO_NPCS3 O 2

R16 VDDIOP1 GPIO PA28 110 — - PIO, I, PU, ST
D SPI1_NPCS3 O] 2
E SDMMC1_CMD /O] 1
F CLASSD_LO o1
A TCLK1 | 2
B D7 /O] 1

T17 VDDIOP1 GPIO PA29 110 — — C SPIO_NPCS1 O 2 PIO, I, PU, ST
E SDMMC1_WP | 1
F CLASSD_L1 o1
B NWE/NANDWE o1
C SPI0_NPCSO o\ 2

R15 VDDIOP1 GPIO PA30 110 - - D PWMHO o1 PIO, I, PU, ST
E SDMMC1_CD | 1
F CLASSD_L2 o1
B NCS3 o1
C SPI0_MISO /0| 2

R17 VDDIOP1 GPIO PA31 110 - - PIO, I, PU, ST
D PWMLO o1
F CLASSD_L3 o1
B A21/NANDALE o1

J8 VDDIOPO GPIO PBO 110 - - C SPI0O_MOSI /0| 2 PIO, I, PU, ST
D PWMH1 o1
B A22/NANDCLE o1
C SPI0_SPCK /0| 2

A8 VDDIOPO GPIO PB1 110 - - PIO, I, PU, ST
D PWML1 o1
F CLASSD_RO o1
B NRD/NANDOE o1

A7 VDDIOPO GPIO PB2 110 - - D PWMFIO | 1 PIO, I, PU, ST
F CLASSD_R1 o1
A URXD4 | 1
B D8 /o 1

A6 VDDIOPO GPIO PB3 110 - - C IRQ | 3 PIO, I, PU, ST
D PWMEXTRG1 | 1
F CLASSD_R2 o1
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A UTXD4 o1
B D9 110
B6 VDDIOPO GPIO PB4 110 - - PIO, I, PU, ST
c FIQ I |4
F CLASSD_R3 o1
A TCLK2 | 1
B D10 /o 1
B7 VDDIOPO GPIO_QSPI PB5 110 - - C PWMH2 1 PIO, I, PU, ST
D QSPI1_SCK 2
F GTSUCOMP O3
A TIOA2 /o 1
B D11 /0| 1
c7 VDDIOPO GPIO PB6 110 — — C PWML2 1 PIO, I, PU, ST
D QSPI1_CS 2
F GTXER 3
A TIOB2 /o 1
B D12 /o 1
C6 VDDIOPO GPIO_IO PB7 110 — — C PWMH3 o1 PIO, I, PU, ST
D QSPI1_IO0 o\ 2
F GRXCK I |3
A TCLK3 | 1
B D13 /o 1
A5 VDDIOPO GPIO_IO PB8 110 - - C PWML3 o1 PIO, I, PU, ST
D QSPI1_|O1 /0| 2
F GCRS I |3
A TIOA3 /o| 1
B D14 /0| 1
A4 VDDIOPO GPIO_IO PB9 110 — — C PWMFI1 | 1 PIO, I, PU, ST
D QSPI1_I102 Io| 2
F GCOL I |3
A TIOB3 /0| 1
B D15 /o 1
H8 VDDIOPO GPIO_IO PB10 I/0 - - C PWMEXTRG2 | 1 PIO, I, PU, ST
D QSPI1_IO3 o\ 2
F GRX2 I3
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A LCDDATO o1
B AO/NBSO o1
B5 VDDIOPO GPIO PB11 110 — — C URXD3 | 3 PIO, I, PU, ST
D PDMIC_DAT 2
F GRX3 | 3
A LCDDAT1 o1
B Al O|1
D6 VDDIOPO GPIO PB12 110 - - C UTXD3 O| 3 PIO, I, PU, ST
D PDMIC_CLK 2
F GTX2 O3
A LCDDAT2 o1
B A2 o1
B4 VDDIOPO GPIO PB13 110 - — PIO, I, PU, ST
C PCK1 O3
F GTX3 O3
A LCDDAT3 o1
B A3 o1
C TK1 /0| 2
C5 VDDIOPO GPIO_QSPI PB14 110 - - PIO, I, PU, ST
D [2SC1_MCK o1
E QSPI1_SCK o3
F GTXCK /0| 3
A LCDDAT4 o1
B A4 o1
C TF1 /0| 2
H7 VDDIOPO GPIO PB15 110 - - PIO, I, PU, ST
D [2SC1_CK Io| 1
E QSPI1_CS o3
F GTXEN o3
A LCDDAT5 o1
B A5 o1
C TD1 O 2
D5 VDDIOPO GPIO_IO PB16 1/0 - - PIO, I, PU, ST
D [2SC1_WS Io| 1
E QSPI1_I0O0 o| 3
F GRXDV | 3
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A LCDDAT6 o1
B A6 )
C RD1 | 2
C4 VDDIOPO GPIO_IO PB17 110 - - PIO, I, PU, ST
D 12SC1_DIO0 | 1
E QSPI1_lO1 o| 3
F GRXER | 3
A LCDDAT7 1
B A7 o1
C RK1 /o | 2
A3 VDDIOPO GPIO_IO PB18 110 - - PIO, I, PU, ST
D 12SC1_DOO0 o1
E QSPI1_l02 o| 3
F GRXO0 | 3
A LCDDATS8 1
B A8 o1
C RF1 /o| 2
D4 VDDIOPO GPIO_IO PB19 110 - — PIO, I, PU, ST
D TIOA3 /0| 2
E QSPI1_IO3 /0| 3
F GRX1 | 3
A LCDDAT9 o1
B A9 1
C TKO /o 1
B3 VDDIOPO GPIO PB20 110 — - PIO, I, PU, ST
D TIOB3 /0| 2
E PCK1 4
F GTX0 3
A LCDDAT10 1
B Al0 o1
C TFO /o 1
A2 VDDIOPO GPIO PB21 I/O - - PIO, I, PU, ST
D TCLK3 | 2
E FLEXCOM3_102 /0| 3
F GTX1 3
A LCDDAT11 1
B All 1
C TDO 1
C3 VDDIOPO GPIO PB22 110 - - PIO, I, PU, ST
D TIOA2 /10| 2
E FLEXCOM3_IO1 /0| 3
F GMDC O3
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A LCDDAT12 o1
B Al12 1
C RDO | 1
Al VDDIOPO GPIO PB23 110 — — PIO, I, PU, ST
D TIOB2 /o | 2
E FLEXCOM3_I00 /0| 3
F GMDIO /0| 3
A LCDDAT13 o1
B Al3 o1
C RKO /o 1
E5 VDDIOPO GPIO PB24 110 - - PIO, I, PU, ST
D TCLK2 |2
E FLEXCOM3_I03 O3
F ISC_D10 1|3
A LCDDAT14 1
B Al4 1
B2 VDDIOPO GPIO PB25 110 — — C RFO /o 1 PIO, I, PU, ST
E FLEXCOM3_104 O3
F ISC_D11 I |3
A LCDDAT15 o1
B Al5 o1
E4 VDDIOPO GPIO PB26 I/O — — C URXDO | 1 PIO, |, PU, ST
D PDMIC_DAT 1
F ISC_DO I |3
A LCDDAT16 o1
B Al6 o1
B1 VDDIOPO GPIO PB27 I/0 — - C UTXDO o1 PIO, I, PU, ST
D PDMIC_CLK 1
F ISC_D1 1|3
A LCDDAT17 o1
B Al7 1
c2 VDDIOPO GPIO PB28 110 — — C FLEXCOMO_IOO0 /o| 1 PIO, I, PU, ST
D TIOAS /0| 2
F ISC_D2 1|3
A LCDDAT18 o1
B Al8 1
D3 VDDIOPO GPIO PB29 110 - - C FLEXCOMO_IO1 /o| 1 PIO, I, PU, ST
D TIOB5 /0| 2
F ISC_D3 I |3
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A LCDDAT19 o1
B A19 o1
D2 VDDIOPO GPIO PB30 110 — — C FLEXCOMO_I02 /o 1 PIO, I, PU, ST
D TCLK5 1|2
F ISC_D4 1|3
A LCDDAT20 o1
B A20 o1
C1l VDDIOPO GPIO PB31 110 - - C FLEXCOMO_IO3 o1 PIO, I, PU, ST
D TWDO /0| 1
F ISC_D5 ]
A LCDDAT21 o1
B A23 o1
P17 VDDIOP1 GPIO PCO 110 - - C FLEXCOMO_I04 o1 PIO, I, PU, ST
D TWCKO /0| 1
F ISC_D6 I |3
A LCDDAT22 o1
B A24 o1
C CANTXO o1
N12 VDDIOP1 GPIO PC1 110 - - PIO, I, PU, ST
D SPI1_SPCK /o 1
E 12SC0_CK /0| 1
F ISC_D7 ]
A LCDDAT23 o1
B A25 o1
C CANRXO | 1
N14 VDDIOP1 GPIO PC2 110 — — PIO, I, PU, ST
D SPI1_MOSI /o 1
E 12SC0_MCK o1
F ISC_D8 I |3
A LCDPWM o1
B NWAIT | 1
C TIOA1 /o 1
M15 VDDIOP1 GPIO PC3 110 - - PIO, I, PU, ST
D SPI1_MISO /o 1
E 12SCO_WS /ol 1
F ISC_D9 I |3
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A LCDDISP o1
B NWR1/NBS1 O
C TIOB1 /o 1
M11 VDDIOP1 GPIO PC4 110 — - PIO, I, PU, ST
D SPI1_NPCSO0 /o| 1
E 12SC0_DIO | 1
F ISC_PCK 1|3
A LCDVSYNC o1
B NCSO0 o1
C TCLK1 | 1
L10 VDDIOP1 GPIO PC5 110 - - PIO, I, PU, ST
D SPI1_NPCS1 o1
E 12SC0_DOO0 o1
F ISC_VSYNC ]
A LCDHSYNC 1
B NCS1 1
K10 VDDIOP1 GPIO PC6 110 — — C TWD1 /o 1 PIO, I, PU, ST
D SPI1_NPCS2 o1
F ISC_HSYNC | 3
A LCDPCK 1
B NCS2 1
C TWCK1 /0| 1
M16 VDDIOP1 GPIO_CLK PC7 110 - - PIO, I, PU, ST
D SPI1_NPCS3 o1
E URXD1 | 2
F ISC_MCK O3
A LCDDEN o1
B NANDRDY | 1
C FIQ I |1
J10 VDDIOP1 GPIO PC8 110 - - PIO, I, PU, ST
D PCKO O3
E UTXD1 O 2
F ISC_FIELD I 3
A FIQ 1|3
B GTSUCOMP o1
D1 VDDISC GPIO PC9 110 — — PIO, I, PU, ST
c ISC_DO 1|1
D TIOA4 /O| 2
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Table 7-2: Pin Description (Continued)

sgo. Primary Alternate PIO peripheral Reset State

pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@

>

LCDDAT2 O |2

GTXCK 110

E3 VDDISC GPIO PC10 lfe} - - ISC_D1 |

TIOB4 lfe}

PIO, I, PU, ST

CANTXO

(0]
LCDDAT3 (0]
GTXEN O

ISC_D2 |

E2 VDDISC GPIO PC11 110 - - PIO, I, PU, ST

TCLK4 |

CANRXO |

AO/NBSO

(0]
LCDDAT4 O

GRXDV |

ISC_D3 |

El VDDISC GPIO PC12 lfe} - - PIO, I, PU, ST

URXD3 |

TKO 110

Al

LCDDAT5 O

GRXER |

ISC_DA4 |

F3 VDDISC GPIO PC13 lfe} - - PIO, I, PU, ST

UTXD3 O

TFO 110

A2

LCDDAT6

GRXO0 |

F5 VDDISC GPIO PC14 110 - - ISC_D5 | PIO, I, PU, ST

TDO

O
A3 O
LCDDAT7 (0]

GRX1 |

F2 VDDISC GPIO PC15 lfe} - - ISC_D6 | PIO, I, PU, ST

RDO |

mTimO|@|(>»> M M| O|®|(>» M/mMm O O0|w|>» M/ mMm|(OCO|m®|>» | mM|mMm|OO|®|>» M|0| 0| @
N[N [(RP|FPININMNINDMP[FPINIDMNINMN|[P[RPIPINDNINMNINMNPIRPIPINMNIMNIMNIND[P [P INMNIND[N PR

A4 O
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Table 7-2: Pin Description (Continued)

289- Primary Alternate PIO peripheral Reset State

pin 10 | (Signal, Dir, PU, PD,

BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A LCDDAT10 O] 2
B GTX0 1

G6 VDDISC GPIO PC16 110 — — C ISC_D7 | 1 PIO, I, PU, ST
E RKO o\ 2
F A5 O 2
A LCDDAT11 O] 2
B GTX1 o1

F1 VDDISC GPIO PC17 110 - - Cc ISC_D8 | 1 PIO, I, PU, ST
E RFO /0| 2
F A6 o2
A LCDDAT12 O] 2
B GMDC o1

H6 VDDISC GPIO PC18 110 - - C ISC_D9 | 1 PIO, I, PU, ST
E FLEXCOM3_102 /O| 2
F A7 ol 2
A LCDDAT13 o2
B GMDIO /0| 1

G2 VDDISC GPIO PC19 110 — — C ISC_D10 | 1 PIO, I, PU, ST
E FLEXCOM3_IO1 /o 2
F A8 O | 2
A LCDDAT14 2
B GRXCK | 1

G3 VDDISC GPIO PC20 110 — — C ISC_D11 | 1 PIO, I, PU, ST
E FLEXCOM3_I00 /o | 2
F A9 ol 2
A LCDDAT15 O | 2
B GTXER o1

Gl VDDISC GPIO PC21 I/10 - - C ISC_PCK | 1 PIO, I, PU, ST
E FLEXCOM3_I03 O 2
F Al10 O |2
A LCDDAT18 ol 2
B GCRS | 1

H2 VDDISC GPIO PC22 110 — — C ISC_VSYNC | 1 PIO, I, PU, ST
E FLEXCOM3_104 2
F All ol 2
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A LCDDAT19 O] 2
B GCOL | 1
G5 VDDISC GPIO PC23 110 — - PIO, I, PU, ST
c ISC_HSYNC 11
F Al2 O | 2
A LCDDAT20 O] 2
B GRX2 | 1
H1 VDDISC GPIO_CLK PC24 110 — - PIO, I, PU, ST
C ISC_MCK o1
F Al3 O 2
A LCDDAT21 O 2
B GRX3 | 1
H5 VDDISC GPIO PC25 110 — — PIO, I, PU, ST
C ISC_FIELD | 1
F Al4 ol 2
A LCDDAT22 O 2
B GTX2 o1
J9 VDDIOP2 GPIO PC26 110 - - PIO, I, PU, ST
D CANTX1 o1
F Al5 O 2
A LCDDAT23 O 2
B GTX3 o1
C PCK1 O 2
H9 VDDIOP2 GPIO pPC27 110 — — PIO, I, PU, ST
D CANRX1 I 1
E TWDO /0| 2
F Al6 O 2
A LCDPWM O 2
B FLEXCOM4_100 /o 1
E8 VDDIOP2 GPIO PC28 110 - - C PCK2 o1 PIO, I, PU, ST
E TWCKO /0| 2
F Al7 ol 2
A LCDDISP O 2
G8 VDDIOP2 GPIO PC29 I/0 - - B FLEXCOM4_101 /0| 1 PIO, I, PU, ST
F Al8 o2
A LCDVSYNC O 2
F8 VDDIOP2 GPIO PC30 I/0 - - B FLEXCOM4_102 /0| 1 PIO, I, PU, ST
F Al19 o2
A LCDHSYNC O 2
B FLEXCOM4_103 O|1
D8 VDDIOP2 GPIO PC31 I/0 — - PIO, I, PU, ST
C URXD3 | 2
F A20 O 2
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Table 7-2: Pin Description (Continued)

sgo. Primary Alternate PIO peripheral Reset State

pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@

LCDPCK

>

FLEXCOM4_104

G10 VDDIOP2 GPIO_CLK PDO 110 - - UTXD3 PIO, I, PU, ST

GTSUCOMP

A23

O|l0O|O0O|O0O|O|O

LCDDEN

E10 VDDIOP2 GPIO PD1 lfe} - - GRXCK I PIO, I, PU, ST

A24 (0]

URXD1 |

GTXER

G9 VDDIOP2 GPIO_CLK PD2 110 - - PIO, I, PU, ST

ISC_MCK

o)
o)
A25 o)
UTXD1 o)
FIQ |
GCRS |

K1 VDDANA GPIO_AD PD3 lfe} PTC_XO - PIO, I, PU, ST

ISC_D11 |

NWAIT I

TWD1 110

URXD2 |

J6 VDDANA GPIO_AD PD4 110 PTC_X1 - GCOL I PIO, I, PU, ST

ISC_D10 |
NCS0 o)

TWCK1 110

UTXD2 O

Ja VDDANA GPIO_AD PD5 110 PTC_X2 - GRX2 | PIO, I, PU, ST

ISC_D9 |

NCS1 0]

TCK |

PCK1 (0]

J2 VDDANA GPIO_AD PD6 110 PTC_X3 - GRX3 | PIO, I, PU, ST

ISC_D8 |

NCS2 (0]

TDI |

UTMI_RXVAL (0]
(0]

J7 VDDANA GPIO_AD PD7 110 PTC_X4 - GTX2 PIO, I, PU, ST

ISC_DO |
NWR1/NBS1 o)

mT mo|/OoO|» mmMm0O|®w|(» "M 0|®w|>» M/mMm O0O|w » M m 0O|® >» M| m|0|>» | M |0 |>» M 0O 0O @
NN IN[(RPININININ|RPINDININDNIN RPN RP[ININININDNIN[(RPININ(NPINININ[(NNN P
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Table 7-2: Pin Description (Continued)

sgo. Primary Alternate PIO peripheral Reset State

pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@

>

TDO

(0]
UTMI_RXERR (0]
O

J1 VDDANA GPIO_AD PD8 lfe} PTC_X5 - GTX3 PIO, I, PU, ST

ISC_D1 [

NANDRDY |

T™MS |

UTMI_RXACT O

K9 VDDANA GPIO_AD PD9 lfe} PTC_X6 - PIO, I, PU, ST

GTXCK 110

ISC_D2 |

NTRST |

UTMI_HDIS

J3 VDDANA GPIO_AD PD10 lfe} PTC_X7 - PIO, I, PU, ST

(0]
GTXEN O

ISC_D3 |

TIOA1 110

PCK2

UTMI_LSO

M1 VDDANA GPIO_AD PD11 lfe} PTC_YO - PIO, I, PU, ST

GRXDV |

ISC_D4 |

ISC_MCK o)

TIOB1 110

FLEXCOM4_100 110

UTMI_LS1 O

K8 VDDANA GPIO_AD PD12 lfe} PTC_Y1 - PIO, I, PU, ST

GRXER |

ISC_D5 |

ISC_D4 |

TCLK1 I

FLEXCOM4_|0O1 lfe}

UTMI_CDRCPSELO |

L2 VDDANA GPIO_AD PD13 lfe} PTC_Y2 - PIO, I, PU, ST

GRXO0 |

ISC_D6 |

ISC_D5 |

TCK |

FLEXCOM4_|02 lfe}

UTMI_CDRCPSEL1 |

K4 VDDANA GPIO_AD PD14 lfe} PTC_Y3 - A, PU, ST

GRX1 |

ISC_D7 |

MmO |@|>» MM OO/O0O|w|>» MmO |>»> M M|O|O0|wW|>» M OO|>» MO |>» | M m|Q0|O
AININ|IP|IN|P MNP O[R[NV IP[IM O[NP [INMW®WINMNID[P[NMINMNIND[P[NMINMINN P

ISC_D6 |
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Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A TDI | 1
B FLEXCOM4_103 ol 2
C UTMI_CDRCPDIVEN | 1
K7 VDDANA GPIO_AD PD15 1/0 PTC_Y4 - PIO, I, PU, ST
D GTX0 o2
E ISC_PCK |2
F ISC_D7 1|4
A TDO o1
B FLEXCOM4_104 O 2
C UTMI_CDRBISTEN | 1
L1 VDDANA GPIO_AD PD16 1/0 PTC_Y5 - PIO, I, PU, ST
D GTX1 ol 2
E ISC_VSYNC ]2
F ISC_D8 1|4
A TMS I 1
C | UTMI_CDRCPSELDIV | O | 1
K2 VDDANA GPIO_AD PD17 110 PTC_Y6 — D GMDC ol 2 A, PU, ST
E ISC_HSYNC |2
F ISC_D9 I | 4
A NTRST | 1
D GMDIO /1o| 2
J5 VDDANA GPIO_AD PD18 110 PTC_Y7 — PIO, I, PU, ST
E ISC_FIELD |2
F ISC_D10 1|4
A PCKO o1
B TWD1 /0| 3
K6 VDDANA GPIO_AD PD19 110 ADO — C URXD2 I3 PIO, I, PU, ST
E 12SCO_CK /0| 2
F ISC_D11 I | 4
A TIOA2 /o 3
B TWCK1 /0| 3
M2 VDDANA GPIO_AD PD20 1/0 AD1 - C UTXD2 O3 PIO, I, PU, ST
E 12SC0_MCK O |2
F ISC_PCK I | 4
A TIOB2 /0| 3
B TWDO /0| 4
N1 VDDANA GPIO_AD PD21 110 AD2 - C FLEXCOM4_100 /0| 3 PIO, I, PU, ST
E 12SCO_WS /o| 2
F ISC_VSYNC I | 4

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 35



SAMA5SD27C AUTO

Table 7-2: Pin Description (Continued)
289- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir [Func Signal Dir | Set Hiz, sTYM@
A TCLK2 113
B TWCKO /O| 4
L4 VDDANA GPIO_AD PD22 110 AD3 — C FLEXCOM4_I01 /0| 3 PIO, I, PU, ST
E 12SC0_DIO 1|2
F ISC_HSYNC 1| 4
A URXD2 1|2
C FLEXCOM4_102 /0| 3
M3 VDDANA GPIO_AD PD23 110 AD4 — PIO, I, PU, ST
E 12SC0_DOO0 O 2
F ISC_FIELD 1| 4
A UTXD2 ol 2
L7 VDDANA GPIO_AD PD24 110 AD5 - PIO, I, PU, ST
C FLEXCOM4_103 3
A SPI1_SPCK /o 3
L6 VDDANA GPIO_AD PD25 1/0 ADG6 - PIO, I, PU, ST
C FLEXCOM4_104 O |3
A SPI1_MOSI /0| 3
N2 VDDANA GPIO_AD PD26 110 AD7 - PIO, I, PU, ST
C FLEXCOM2_I00 o\ 2
A SPI1_MISO /o 3
L8 VDDANA GPIO_AD PD27 1/0 AD8 - B TCK 1|3 PIO, I, PU, ST
C FLEXCOM2_I01 /o 2
A SPI1_NPCSO /o 3
M4 VDDANA GPIO_AD PD28 110 AD9 - B TDI I |3 PIO, I, PU, ST
C FLEXCOM2_102 o\ 2
A SPI1_NPCS1 3
B TDO 3
N3 VDDANA GPIO_AD PD29 110 AD10 - C FLEXCOM2_103 2 PIO, I, PU, ST
D TIOA3 /0| 3
E TWDO /0| 3
A SPI1_NPCS2 o3
B TMS 113
L9 VDDANA GPIO_AD PD30 1/0 AD11 - C FLEXCOM2_104 O] 2 PIO, I, PU, ST
D TIOB3 /0| 3
E TWCKO /o 3
A ADTRG | 1
B NTRST 113
M7 VDDANA GPIO PD31 110 - - C IRQ 1|4 PIO, I, PU, ST
D TCLK3 113
E PCKO o2
L5 VDDANA power VDDANA | - - - - - | - -
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Table 7-2: Pin Description (Continued)
280- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir |Func Signal Dir | Set Hiz, sT)(V@
K5 GNDANA ground GNDANA | - — - — - | = -
M6 VDDANA - ADVREF | - — - - - | = —
K3 VDDANA power VDDANA | - - — — - | = _
L3 GNDANA ground GNDANA | — — - — — | - —
l;]i% VDDIODDR DDR DDR_VREF - - - - — - | - —
B12 VDDIODDR DDR DDR_DO - - — - — — | - —
Al2 VDDIODDR DDR DDR_D1 - - - - - - | - —
C12 VDDIODDR DDR DDR_D2 — - - — — — | = _
A13 VDDIODDR DDR DDR_D3 - - - — - — | = —
Al4 VDDIODDR DDR DDR_D4 - - - - - - | - —
C13 VDDIODDR DDR DDR_D5 - - - — - — | = _
A15 VDDIODDR DDR DDR_D6 — - - — - — | = —
B15 VDDIODDR DDR DDR_D7 - - - - - - | - —
G17 VDDIODDR DDR DDR_D8 - - - — - — | = —
G16 VDDIODDR DDR DDR_D9 — - - — - — | = —
H17 VDDIODDR DDR DDR_D10 - - - - - - | - —
K17 VDDIODDR DDR DDR_D11 - - - — - — | = _
K16 VDDIODDR DDR DDR_D12 — - - — - — | = —
J13 VDDIODDR DDR DDR_D13 - - - — - - | - —
K14 VDDIODDR DDR DDR_D14 - - - — - — | = —
K15 VDDIODDR DDR DDR_D15 - - - — - — | = —
B8 VDDIODDR DDR DDR_D16 - - - — - - | - —
B9 VDDIODDR DDR DDR_D17 - - - — - — | = —
C9 VDDIODDR DDR DDR_D18 - - - — - — | = —
A9 VDDIODDR DDR DDR_D19 - - - — - — | - —
Al0 VDDIODDR DDR DDR_D20 - - - - - — | - -
D10 VDDIODDR DDR DDR_D21 - — — - - — | = —
B11 VDDIODDR DDR DDR_D22 - - - - - — | - —
All VDDIODDR DDR DDR_D23 - - - - - — | - —
J12 VDDIODDR DDR DDR_D24 - - - — — — | = —
H10 VDDIODDR DDR DDR_D25 - — — - - — | - —
J11 VDDIODDR DDR DDR_D26 - - - - - - | - —
K11 VDDIODDR DDR DDR_D27 - - - — - — | = _
L13 VDDIODDR DDR DDR_D28 - - - — - — | = —
L11 VDDIODDR DDR DDR_D29 - - - - - — | - —
L12 VDDIODDR DDR DDR_D30 - - - — - — | = _
M17 VDDIODDR DDR DDR_D31 - - - — - — | = —
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Table 7-2: Pin Description (Continued)

280- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir |Func Signal Dir | Set Hiz, sT)(V@
F12 VDDIODDR DDR DDR_AO — — — - — - | = -
C17 VDDIODDR DDR DDR_A1 — - - - - - | = —
B17 VDDIODDR DDR DDR_A2 — — — - — - | = —
B16 VDDIODDR DDR DDR_A3 — — — - — - | = -
Cl6 VDDIODDR DDR DDR_A4 - - - - - N -
G14 VDDIODDR DDR DDR_A5 — - — - — — | = —
F14 VDDIODDR DDR DDR_AG6 - — — - — - | = -
F11 VDDIODDR DDR DDR_A7 — - - - - - | = —
Cl4 VDDIODDR DDR DDR_AS8 — — — - — - | = —
D13 VDDIODDR DDR DDR_A9 — — — - — - | = -
C15 VDDIODDR DDR DDR_A10 - - - - - - | = —
Al16 VDDIODDR DDR DDR_A11 — — — - — - | = —
Al7 VDDIODDR DDR DDR_A12 — — — - — - | = —
Gl1 VDDIODDR DDR DDR_A13 - - - — — - | - -
E17 VDDIODDR DDR DDR_CLK — - — - — - | = —
D17 VDDIODDR DDR DDR_CLKN - — — - — — | = _
F16 VDDIODDR DDR DDR_CKE - - - - — S -
El16 VDDIODDR DDR DDR_RESETN | — - - - - - | = —
G13 VDDIODDR DDR DDR_CS — — — - — - | = —
F15 VDDIODDR DDR DDR_WE — - - - - N —
F13 VDDIODDR DDR DDR_RAS — - - - - - | = —
G12 VDDIODDR DDR DDR_CAS — — — - — - | = —
cn VDDIODDR DDR DDR_DQMO - - — - — - | - -
G15 VDDIODDR DDR DDR_DQM1 - - - — - — | = _
Cc8 VDDIODDR DDR DDR_DQM2 — — — - — - | = —
H11 VDDIODDR DDR DDR_DQM3 - - — - — - | = -
B13 VDDIODDR DDR DDR_DQSO - - - - - - | = —
J17 VDDIODDR DDR DDR_DQS1 — - — — — — | = _
C10 VDDIODDR DDR DDR_DQS2 - - - - - - | = —
L17 VDDIODDR DDR DDR_DQS3 - - - - - - | = -
B14 VDDIODDR DDR DDR_DQSNO | — — — - — - | = —
J16 VDDIODDR DDR DDR_DQSN1 | — — - - — - | = -
B10 VDDIODDR DDR DDR_DQSN2 | — - - - — N -
L16 VDDIODDR DDR DDR_DQSN3 | — — — - — - | = —
H12 VDDIODDR DDR DDR_BAO - — — - — — | - _
H13 VDDIODDR DDR DDR_BA1 - - - - - - | - —
F17 VDDIODDR DDR DDR_BA2 — — — - — - | = _
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Table 7-2: Pin Description (Continued)
280- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir |Func Signal Dir | Set Hiz, sT)(V@
E13 VDDIODDR DDR DDR_CAL - - - - — - | = -
L15,
J15,
H15,
E15, VDDIODDR power VDDIODDR | - - - - - | = -
D15,
D12,
D11
L14,
J14,
H14,
El4, GNDIODDR power GNDIODDR | - — - — - | = —
D14,
E12,
Ell
H3,
N5,
N9, VDDCORE power VDDCORE | - - - - - | = -
K13,
D9, D7
H4,
M5,
M9, GNDCORE ground GNDCORE | - - - - - | = -
K12,
E9, E7|
E6, F7 VDDIOPO power VDDIOPO | - - - - N -
F6, G7 GNDIOPO ground GNDIOPO | - - - - - | = -
R14,
N13 VDDIOP1 power VDDIOP1 | — — - — N -
M13,
P14 GNDIOP1 ground GNDIOP1 | - - - - - | = -
F10 VDDIOP2 power VDDIOP2 | - - - - N -
F9 GNDIOP2 ground GNDIOP2 | - - - - S -
P11 VDDSDMMC power VDDSDMMC | - — - — — | = -
R11 GNDSDMMC ground GNDSDMMC | — — - — N -
F4 VDDISC power VDDISC | - - - - S —
G4 GNDISC ground GNDISC | - - - - N _
M12 VDDFUSE power VDDFUSE | — — - — - | = —
U4 VDDPLLA power VDDPLLA | - - - - N -
us GNDPLLA ground GNDPLLA | - — - — - | = —
T3 | VDDAUDIOPLL power VDDAUDIOPLL | | — - - - - | = -
T5 GNDDPLL ground GNDDPLL | - - - - - | - -
T4 | GNDAUDIOPLL ground GNDAUDIOPLL | | - — - — - | = —
U3 | VDDAUDIOPLL - CLK_AUDIO — — — - — N —
u7 VDDOSC - XIN - - - - - N -
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Table 7-2: Pin Description (Continued)
280- Primary Alternate PIO peripheral Reset State
pin 10 | (Signal, Dir, PU, PD,
BGA | Power Rail I/0 Type Signal Dir Signal Dir |Func Signal Dir | Set Hiz, sT)(V@
ueé VDDOSC - XOouT - - - - - - | - -
T7 VDDOSC - VDDOSC — - - - - - | = —
T6 GNDOSC power GNDOSC | — — - — N _
P8 VDDUTMII power VDDUTMII | - - - - - | = -
R9 VDDHSIC power VDDHSIC | - - - - - | = -
P9 GNDUTMII power GNDUTMII | - — - — - | = —
T8 VDDUTMII - HHSDPA | - - - — — | - _
R8 VDDUTMII - HHSDMA - - - - - - | - —
us VDDUTMII — HHSDPB — — — - — — | = _
u9 VDDUTMII - HHSDMB — — - - — — | = —
T9 VDDHSIC - HHSDPDATC | — - - - - - | - —
u10 VDDHSIC — HHSDMSTRC - - - - — | = _
P7 VDDUTMIC power VDDUTMIC | — - — — - | = -
R7 GNDUTMIC power GNDUTMIC | - - - - - | - —
T10 VDDSDMMC - SDCAL - - - - - - | = —
R6 VDDUTMIC — VBG — — — - — - | = —
P3 VDDBU - TST — — - - — - | - -
u2 VDDBU - NRST®) - - - - - S _
T2 VDDBU - JTAGSEL — - - - — - | = -
P4 VDDBU — WKUP — - - - — S -
N4 VDDBU — RXD — — — - — - | = —
R1 VDDBU - SHDN - - - - - - | = -
R3 VDDBU - PIOBUO — - - - - S -
N8 VDDBU — PIOBU1 — — — - — - | = —
R2 VDDBU - PIOBU2 - - - - — - | = -
R5 VDDBU - PIOBU3 — - - - - S -
R4 VDDBU — PIOBU4 — — — - — - | = —
P5 VDDBU — PIOBUS - — — - — N _
P6 VDDBU - PIOBUG - — — - — N —
M8 VDDBU — PIOBU7 — — — - — - | = _
N7 VDDBU power VDDBU | — - - — - | = -
N6 GNDBU ground GNDBU | - - - - - | = _
P1 VDDBU - XIN32 — - — - - - | = —
P2 VDDBU - XO0UT32 — - - - — - | = —
T1 VDDBU - COMPP | - - - - S -
Ul VDDBU - COMPN | - - - - - | = —

Note 1: Signal = ‘PIO’ if GPIO; Dir = Direction; PU = Pull-up; PD = Pull-down; HiZ = High impedance; ST = Schmitt Trigger
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2: The reset state of GPIOs is not guaranteed during the powerup phase. During this phase, the GPIOs are in input pullup mode
and they take their reset value only after VDDCORE POR reset has been released. If a GPIO must be at level zero at powerup,
it is recommended to connect an external pulldown to guarantee this state.

3: For NRST usage, refer to Section 69.5 “Reset and Test”.
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8. Power Considerations

8.1 Power Supplies

Table 8-1: Power Supplies
Voltage Range, Associated
Name Nominal Ground Powers
VDDCORE 110V — 1.32V, 1.20V GNDCORE FC)Zeorriz,hienr(;:lL;ding the processor, the embedded memories and the
VDDPLLA 1.10V - 1.32V, 1.20V GNDPLLA PLLA Cell
VDDUTMIC 1.10V - 1.32V, 1.20V GNDUTMII USB device and host UTMI+ core
VDDHSIC 1.10V - 1.30V, 1.20V GNDUTMII USB High-Speed Inter-Chip
1.70V - 1.90V, 1.80V LPDDR1 / DDR?2 Interface I/O lines
VDDIODDR 1.14V - 1.30V, 1.20V GNDIODDR LPDDR2 / LPDDRS Interface I/O lines
1.29V - 1.45V, 1.35V DDR3L Interface I/O lines
1.43V - 1.57V, 1.50V DDR3 Interface I/O lines
VDDIOPO 1.65V — 3.60V GNDIOPO Peripheral 1/O lines
VDDIOP1 1.65V - 3.60V GNDIOP1 Peripheral 1/O lines
VDDIOP2 1.65V - 3.60V GNDIOP2 Peripheral I/O lines
VDDISC 1.65V — 3.60V GNDISC Image Sensor I/O lines
VDDSDMMC 1.65V - 3.60V GNDSDMMC SDMMC /O lines
VDDUTMII 3.00V - 3.60V, 3.30V GNDUTMII USB device and host UTMI+ interface
VDDOSC 1.65V — 3.60V GNDOSC Main Oscillator Cell and PLL UTMI. If PLL UTMI or USB is used, the

range is restricted to 3.00V-3.60V

GNDAUDIOPLL

VDDAUDIOPLL | 3.00V - 3.60V, 3.30V Audio PLL
GNDDPLL
VDDANA 1.65V — 3.60V, 3.30V GNDANA VDD Analog
Fuse box for programming. It can be tied to ground with a 100 Q
VDDFUSE 2.25V - 2.75V, 2.50V GNDFUSE resistor for fuse reading only. It must be powered for fuse
programming and to switch to Secure Mode.
VDDBU 1.65V — 3.60V GNDBU Slow Clock Oscillator, the internal 64-kHz RC Oscillator and a part

of the System Controller

8.2 Powerup Considerations

At powerup, from a supply sequencing perspective, the power supply inputs are categorized into two groups:

e Group 1 (core group) contains VDDCORE, VDDUTMIC, VDDHSIC and VDDPLLA.
« Group 2 (periphery group) contains all other power supply inputs except VDDFUSE.

Figure 8-1 shows the recommended powerup sequence. Note that:

« VDDBU, when supplied from a battery, is an always-on supply input and is therefore not part of the power supply sequencing. When
no backup battery is present in the application, VDDBU is part of Group 2.

» VDDFUSE is the only power supply that may be left unpowered during operation. This is possible if and only if the application does
not access the Customer Fuse Matrix in Write mode. It is good practice to turn on VDDFUSE only when the Customer Fuse Matrix is
accessed in Write mode, and to turn off VDDFUSE otherwise.

« VDDIODDR may be nominally supplied at 1.2V when the device is equipped with an LPDDR2 or LPDDR3 memory. In this case,
VDDIODDR can be considered as part of Group 1.
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Figure 8-1:

Group 2
No specific order and no
specific timing required
among these channels

Recommended Powerup Sequence

VDDBU ./ /«p—
] f
VDDANA W/ /\
VDDOSC :/ /I
| T
VDDUTMII / \
| T
VDDAUDIOPLL / /I
VDDIOPO '/ /)
t |
VDDIOP1 '/ /1
VDDIOP2 :/ /:
VDDISC :/ /:
VDDSDMMC :/ /;
VDDIODDR :/ /1 R "
_______ —t,—>
VDDFUSE 3 /_ ______ __Group 1
| 4 T
VDDCORE — >/ /.
| / 71
VDDPLLA . / / I
VDDHSIC b ya
+ 1
VDDUTMIC w4 /]
L — 1
—>—t,—
NRST |
< trsteu >
time
Table 8-2: Powerup Timing Specification
Symbol | Parameter Conditions Min Max | Unit
i @
ty Group 2 to Group 1 delay Delay from the last Group 2 established'"’ supply to the 0 _
first Groupl supply turn-on
@) Delay from the first group 1 established supply to the B
2 Group 1 delay last Group 1 established supply 1 ms
t3 VDDFUSE to VDDBU delay | Delay from VDDBU established to VDDFUSE turn-on 1 —
trsTpy | Reset delay at powerup From the last established supply to NRST high 1 -

Note 1. An “established” supply refers to a power supply established at 90% of its final value.

2: Also applies to VDDIODDR when considered as part of Group 1.
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8.3 Powerdown Considerations

Figure 8-2 shows the powerdown sequence that starts by asserting the NRST line to 0. Once NRST is asserted, the supply inputs can be
immediately shutdown without any specific timing or order. VDDBU may not be shutdown if the application uses a backup battery on this
supply input. In applications where VDDFUSE is powered, it is mandatory to shutdown VDDFUSE prior to removing any other supply.
VDDFUSE can be removed before or after asserting the NRST signal.

Figure 8-2: Recommended Powerdown Sequence
A
trsTPD No specific order and no
—— specific timing required
NRST | among the channels
VDDBU :_\_ NN _\_': """"""""""
VDDANA :\ A\
VDDOSC DN \'
VDDUTMII TN N\ !
VDDAUDIOPLL | \ \:
|
VDDIOPO : N\ |
VDDIOP1 :\ \:
VDDIOP2 :\ \:
VDDISC TN N\
VDDSDMMC :\ \'
VDDIODDR I\ \I
vooruse [ \(¢ t .:5 :
VDDCORE I\ \:
VDDPLLA : \:
VDDHSIC '\ \:
VDDUTMIC :\ \:
g
time j
Table 8-3: Powerdown Timing Specification
Symbol | Parameter Conditions Min Max Unit
trRsTPD Reset delay at powerdown From NRST low to the first supply turn-off 0 -
ty VDDFUSE delay at shutdown From VDDFUSE < 1V to the first supply turn-off 0 - me

8.4 Power Supply Sequencing at Backup Mode Entry and Exit

8.4.1 VDDBU Power Architecture

The backup power switch aims at optimizing the power consumption on VDDBU source by switching the supply of the backup digital part
(BUREG memories + 64-kHz RC oscillator) to VDDANA.

When enabled, the backup power source can be automatically switched to VDDANA, which reduces power consumption on VDDBU.
Then, VDDBU powers the pads, VDDBU POR and 32-kHz crystal.

The power source (VDDANA or VDDBU) can be selected manually or can be set to work automatically by programming an SFRBU register
(refer to SFRBU_PSWBUCTRL in Section 21. “Special Function Registers Backup (SFRBU)").
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8.4.2 Backup Mode Entry

Figure 8-3 shows the recommended power down sequence to place the device either in Backup mode or in Backup mode with its DDR in
self-refresh. The SHDN signal, output of Shutdown Controller (SHDWC), signals the shutdown request to the power supply. This output
is supplied by VDDBU that is present in Backup mode. Placing the external DDR memory in self-refresh while in Backup mode, requires
to maintain also VDDIODDR. One possible way to signal this additional need to the power supply is to position one of the general purpose
1/0s supplied by VDDBU (PIOBUX) in a predefined state.

Figure 8-3: Recommended Backup Mode Entry
A
Shutdown Request tRSTPD
in SHDWC N
SHDN v
PIOBUX |
NRST |
VDDBU
PIOBUxssignalsto ~  ————— 1 _—
VDDANA [~ maintain or shutdown ] \ M~ No specific order and no
VDDIODDR | L specific timing required  —
VDDOSC | | among the channels
N N
VDDUTMII | \ \I
. I
VDDAUDIOPLL | \ \.
T
VDDIOPO : N\ N\
|
VDDIOP1 : \ \|
|
VDDIOP2 : \ \I
VDDISC N \!
1
VDDSDMMC TN N\
0 -
VDDFUSE N N\
! L
VDDIODDR | \ :
VDDCORE | N\ \:
VDDPLLA : N\ N\
VDDHSIC ' N\ \:
VDDUTMIC ! \ \:
o
time
Table 8-4: Powerdown Timing Specification
Symbol Parameter Conditions Min Max Unit
tRsTPD Reset delay at powerdown From NRST low to the first supply turn-off 0 - ms
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8.4.3 Backup Mode Exit (Wakeup)

Figure 8-4 shows the recommended powerup sequence to wake up the device from Backup mode. Upon a wakeup event, the Shutdown
Controller toggles its SHDN output back to VDDBU to request the power supply to restart. Except VDDIODDR which may already be pres-
ent if the external DDR memory was placed in Self-refresh mode, this powerup sequence is the same as the one of Figure 8-1. In particular,
the definitions of Group 1 and Group 2 are the same.

Figure 8-4: Recommended Power Supply Sequencing at Wakeup
A
SHDN |
VDDBU
:}—————/l Group 2
VDDANA | No specific order and no
| |\ specific timing required
VDDOSC / /) among these channels
| +
VDDUTMII / / |
| T
VDDAUDIOPLL / /I
VDDIOPO | !
/ 7
VDDIOP1 W/ /)
T i
VDDIOP2 | / / |
|

VDDISC W/ /1
VDDSDMMC :/ "/
/

VDDFUSE i '/
VDDIODDR | 777777 "/ /1 DT
______ 3 e ettt i — Group 1
< o '
VDDCORE t1 : / // |
L
VDDPLLA b o
VDDHSIC " ST
VDDUTMIC "/ S |
NRST > [
tRSTPU
time
Table 8-5: Powerup Timing Specification
Symbol | Parameter Conditions Min Max Unit
i @
ty Group 2 to Group 1 delay I?elay from the last Group 2 established'*’ supply to the 1 B
first Groupl supply turn-on
@) Delay from the first group 1 established supply to the B ms
t2 Group 1 delay last Group 1 established supply !
trsTPU Reset delay at powerup From the last established supply to NRST high. 1 -

Note 1. An “established” supply refers to a power supply established at 90% of its final value.
2: Also applies to VDDIODDR when considered as part of Group 1.
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Figure 9-1: Memory Mapping
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9.1 Embedded Memories

9.1.1 Internal SRAM

The SAMA5D27C-CNVAO embeds a total of 128 Kbytes of high-speed SRAM. After reset, and until the Remap command is performed,
the SRAM is accessible at address 0x0020 0000. When the AXI Bus Matrix is remapped, the SRAM is also available at address 0x0.

The device features a second 128-Kbyte SRAM that can be allocated either to the L2 cache controller or used as an internal SRAM. After
reset, this block is connected to the system SRAM, making the two 128-Kbyte RAMs contiguous. The SRAM_SEL bit, located in the
SFR_L2CC_HRAMC register, is used to reassign this memory as a L2 cache memory.

9.1.2 Internal ROM

The product embeds one 160-Kbyte secured internal ROM mapped at address 0 after reset. The ROM contains a standard and secure
bootloader as well as the BCH (Bose, Chaudhuri and Hocquenghem) code tables for NAND Flash ECC correction. The memory area con-
taining the secure boot is automatically hidden after the execution of the secure boot while the one containing the code tables for ECC
remains visible.

9.1.3 Boot Strategies
For standard boot strategies, refer to Section 17. “Standard Boot Strategies” of this datasheet.

For secure boot strategies, refer to the document “SAMA5D2x Secure Boot Strategy”, document no. 44040 (Non-Disclosure Agreement
required).

9.2 External Memory

The SAMA5D27C-CNVAO offers connections to a wide range of external memories or to parallel peripherals.

9.21 External Bus Interface
The External Bus Interface (EBI) is a 16-bit wide interface working at MCK/2.
The EBI supports:

¢ Static memories
* 8-bit NAND Flash with 32-bit BCH ECC
¢ 16-bit NAND Flash

EBI I/Os accept three drive levels (Low, Medium, High) to avoid overshoots and provide the best performances according to the bus load
and external memories voltage.

The drive levels are configured with the DRVSTR field in the PIO Configuration Register (PIO_CFGRYX) if the corresponding line is non-
secure or the Secure PIO Configuration Register (S_PIO_CFGRX) if the 1/O line is secure.

At reset, the selected drive is low. The user must make sure to program the correct drive according to the device load. The I/O embeds
serial resistors for impedance matching.

9.2.2 Supported Memories on DDR2/DDR3/LPDDR1/LPDDR2/LPDDR3 Interface

¢ 16-bit or 32-bit external interface

« 512 Mbytes of address space on DDR CS and DDR/AES CS in 32-bit mode

« 256 Mbytes of address space on DDR CS and DDR/AES CS in 16-bit mode

« Supports 16-bit or 32-bit 8-bank DDR2, DDR3, LPDDR1, LPDDR2 and LPDDR3 memories
« Automatic drive level control

e Multiport

e Scramblable data path

« Port 0 of this interface has an embedded automatic AES encryption and decryption mechanism (refer to Section 60. “Advanced
Encryption Standard Bridge (AESB)”). Writing to or reading from the address 0x40000000 may trigger the encryption and decryption
mechanism depending on the AESB on External Memories configuration.

» TrustZone: The multiport feature of this interface implies TrustZone configuration constraints. Refer to Section 19.12 “TrustZone
Extension to AHB and APB” for more details.

9.2.3 Supported Memories on Static Memories and NAND Flash Interfaces
The Static Memory Controller is dedicated to interfacing external memory devices:
¢ Asynchronous SRAM-like memories and parallel peripherals
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¢ NAND Flash (MLC and SLC) 8-bit datapath
The Static Memory Controller is able to drive up to four chip select. NCS3 is dedicated to the NAND Flash control.

The HSMC embeds a NAND Flash Controller (NFC). The NFC can handle automatic transfers, sending the commands and address cycles
to the NAND Flash and transferring the contents of the page (for read and write) to the NFC SRAM. It minimizes the processor overhead.

In order to improve overall system performance, the DATA phase of the transfer can be DMA-assisted. The static memory embeds the
NAND Flash Error Correcting Code controller with the following features:

¢ Algorithm based on BCH codes
¢ Supports also SLC 1-bit (BCH 2-bit), SLC 4-bit (BCH 4-bit)
« Programmable Error Correcting Capability
- 2-hit, 4-bit, 8-bit and 16-bit errors for 512 bytes/sector (4-Kbyte page)
- 24-bit error for 1024 bytes/sector (8-Kbyte page)
« Programmable sector size: 512 bytes or 1024 bytes
« Programmable number of sectors per page: 1, 2, 4 or 8 blocks of data per page
« Programmable spare area size
« Supports spare area ECC protection
« Supports 8-Kbyte page size using 1024 bytes/sector and 4-Kbyte page size using 512 bytes/sector
« Error detection is interrupt-driven
« Provides hardware acceleration for error location
¢ Finds roots of error-locator polynomial
¢ Programmable number of roots

9.2.4 DDR and SDMMC I/Os Calibration

9.24.1 DDR I/O Calibration

The DDR2/DDR3/LPDDR1/LPDDR2/LPDDR3/DDR3L I/0Os embed an automatic impedance matching control to avoid overshoots and
reach the best performance levels depending on the bus load and external memories. A serial termination connection scheme, where the
driver has an output impedance matched to the characteristic impedance of the line, is used to improve signal quality and reduce EMI.

One specific analog input, DDR_CAL, is used to calibrate all DDR / IOs.

The MPDDRC supports the ZQ calibration procedure used to calibrate the DDR I/O drive strength and the commands to setup the external
DDR device drive strength (refer to Section 37. “Multiport DDR-SDRAM Controller (MPDDRC)"). The calibration cell supports all the mem-
ory types listed above.

Figure 9-2: DDR Calibration Cell

CAL_CTRL

DDR:!CAL — AAA j
CALCODEN/CALCODEP Calibration Cell RZQ

e

\ 4

MPDDRC [*

cza
cal_nmos ]_:
cal_pmos -
drive . > DDR I/O —0 PCB Trace )—
DDR
: Memory

\—> DDR 1/0 4) PCB Trace }

The calibration cell provides an input pin, DDR_CAL, loaded with one of the following resistor RZQ values:

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 49



SAMA5SD27C AUTO

- 24 KQ for LPDDR2/LPDDR3
- 23 KQ for DDR3L

- 22 KQ for DDR3

- 21 KQ for DDR2/LPDDR1

The typical value for CZQ is 22 pF.
« LPDDR2 Power Fail Management
The DDR controller (MPDDRC) is used to manage the LPDDR memory when an uncontrolled power off occurs.

The DDR power rail must be monitored externally and generate an interrupt when a power fail condition is triggered. The interrupt handler
must apply the sequence defined in the MPDDRC Low-power register (MPDDRC_LPR) by setting bit LPDDR2_PWOFF (LPDDR2 Power
Off bit).

9.24.2 SDMMC I/O Calibration

The device also embeds an SDMMC 1/O calibration cell. The purpose of this block is to provide to e. MMC/SD I/Os an output impedance
reference to limit the impact of process, voltage and temperature on the drivers output impedance. The impedance control is required at
high frequency in order to improve signal quality.

The control and procedure to setup the SDMMC calibration cell is described in Section 52. “Secure Digital MultiMedia Card Controller
(SDMMC)".

Figure 9-3: SDMMC 1/O Calibration Cell

SDCAL %
CAL_CTRL »| Calibration Cell RZQ

 ae L

SDMMC

cza
cal_nmos ]_:
cal_pmos
drive . > SDMMC 1/O —O PCB Trace )—
i i SD/MMC
: : Memory

‘—> SDMMC 1/O PCB Trace

j

The calibration cell provides an input pin SDCAL loaded with a 20 KQ resistor for 1.8V memories and a 16.9 KQ resistor for 3.3V memories.

According to the e. MMC specification, the outputimpedance calibration is mandatory for HS200 mode (1.8V) when it is not for other modes
(3.3V).

In addition, according to the SD specification, the output impedance calibration is mandatory for 1.8V signaling when it is not for 3.3V
signaling.

Thus, the calibration cell design is oriented to get the highest accuracy under 1.8V.

In case of interfacing which would need to operate under both 1.8V and 3.3V, external devices RZQ and CZQ must get values related to
the 1.8V mode. The typical value for CZQ is 22 pF.
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10. Event System

The events generated by peripherals are designed to be directly routed to peripherals managing/using these events without processor
intervention. Peripherals receiving events contain logic by which to select the one required.

10.1 Real-time Event List

Timers, PWM, IO peripherals generate event triggers which are directly routed to event managers such as ADC, for example, to start
measurement/conversion without processor intervention.

ADC is connected to nine trigger inputs defined as two groups:
- One group of eight elements for Timer Counter (TCO to TC4), ADTRIG and PMWO event0, PWMO eventl
- One group of one element for low-rate trigger, RTC

UART, USART, SPI, TWI, PWM, CLASSD, AES, SHA, ADC, PIO, TIMER (Capture mode) generate event triggers directly connected
to DMA controllers (XDMAC) for data transfer without processor intervention.

PWM safety events (faults) are in combinational form and directly routed from event generators (ADC, ACC, PMC, TIMER) to the
PWM module.

PWM receives external triggers to provide PFC, DC/DC functions.
PWM output comparators generate events directly connected to TIMER.

PMC safety event (clock failure detection) can be programmed to switch the MCK on a reliable main RC internal clock without pro-
cessor intervention.
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Refer to Section 57.5.4 “Fault Inputs” and Section 57.6.2.7 “Fault Protection”.
Refer to Section 65.5.5 “Fault Output”.

Refer to Section 55.6.18 “Fault Mode”.

Refer to Section 65.7.25 “ADC Trigger Register”.
Refer to Section 27.5.8 “Waveform Generation”.
Refer to Section 57.6.3 “PWM Comparison Units” and Section 57.6.4 “PWM Event Lines”.
Refer to Section 55.6.14 “Synchronization with PWM”.
Refer to Section 57.6.2.2 “Comparator”.

10.2 Real-time Event Mapping
Table 10-1: Real-time Event Mapping List
Function Application Description Event Source Event Destination
Automatic switch to reliable main RC
General-purpose oscillator in case of main crystal clock PMC
failure®)
Power Management
General-purpose, | o, o e pwM outputs in Safe mode Controller (PMC)
motor control, . )
(main crystal clock failure
power factor detection)(l)(z)
correction (PFC)
Puts the PWM outputs in Safe mode
Safety Motor control, PFC | (overspeed, overcurrent detection, ADC
etc_)(z)(3)
PWM
Timer Counter Block
Puts the PWM outputs in Safe mode (TCO,1,2)
Motor control (overspeed detection through TIMER :
quadrature decoder)(z)(4) Timer Counter Block
(TC3,4,5)
General-purpose Puts the PWM outputs in SafeEzr)node 2 10s (PWM_FIx)
(general-purpose fault inputs)
PWM Event Line 0
General-purpose | Programmable delay in PWM(")
PWM Event Line 1
10 (ADC_ADTRG)
TC Output O ADC
Meas_urement TC Output 1
trigger General-purpose | Trigger source selection in ADC®)
TC Output 2
TC Output 3
TC Output 4 RTCOUTO
General-purpose Low-speed measurement(®) RTC RTCOUT1
GTSUCOMP
synchronous
clock Audio Trigger source selection in TC GMAC CI;_iTnSeUCOMP TC5
generation
trigger
Delay measurement between PWM PWM Compare Line 0 TC Input (A/B) O
Delay Motor control outputs and TC inputs ext.ernally. PWM Compare Line 1 TC Input (A/B) 1
measurement connected to power transistor bridge
driver.®©) PWM Compare Line 2 TC Input (A/B) 2
Note 1. Refer to Section 34.17 “Main Crystal Oscillator Failure Detection”.
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11.  System Controller
The system controller is a set of peripherals handling key elements of the system, such as power, resets, clocks, time, interrupts, watch-

dog, etc.
The system controller’s peripherals are all mapped between addresses 0xF8049000 and 0xF8048000.

Figure 11-1 shows the system controller block diagram.
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Figure 11-1: System Controller Block Diagram
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11.1 Power-On Reset

The device embeds several Power-On Resets (PORS) to ensure the power supply is established when the reset is released. These PORs
are dedicated to monitoring VDDBU, VDDIOP and VDDCORE respectively.
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12.  Peripherals

12.1

Peripheral Mapping

As shown in Figure 9-1. Memory Mapping, the peripherals are mapped in the upper 256 Mbytes of the address space, between addresses
0xF000 0000 and OxFFFC 0000.

12.2 Peripheral Identifiers
Table 12-1: Peripheral Identifiers
PMC

Instance Instance Internal | Clock In
ID Name Interrupt | Control | Instance Description Clock Type Security(z) Matrix
0 SAIC FIQ - FIQ Interrupt ID SYS_CLK_LS AS -
1 — — — — — — —
2 ARM PMU X Performance Monitor Unit (PMU) PROC_CLK PS H64MX
3 PIT X - Periodic Interval Timer Interrupt SYS CLK LS PS H32MX
4 WDT X - Watchdog Timer Interrupt SYS_CLK_LS PS H32MX
5 GMAC X X Ethernet MAC ';g::ggi::zg PS H32MX
6 XDMACO X X DMA Controller O HCLOCK_HS PS H64MX
7 XDMAC1 X X DMA Controller 1 HCLOCK_HS PS H64MX
8 ICM X X Integrity Check Monitor HCLOCK_LS PS H32MX
9 AES X X Advanced Encryption Standard PCLK_HS PS H64MX
10 AESB X X AES Bridge HCLOCK_HS PS H64MX
11 TDES X X Triple Data Encryption Standard PCLOCK_LS PS H32MX
12 SHA X X SHA Signature PCLK_HS PS H64MX
13 MPDDRC X X MPDDR Controller HCLOCK_HS PS H64MX
14 H32MX X X 32-bit AHB Matrix SYS_CLK_LS AS -
15 H64MX X X 64-bit AHB Matrix SYS_CLOCK AS -
16 SECUMOD X X Security Module SLOW_CLOCK AS H32MX
17 HSMC X X Multibit ECC Interrupt HCLOCK_LS PS H32MX
18 PIOA X X Parallel I/O Controller PCLOCK_LS AS H32MX
19 FLEXCOMO X X FLEXCOM 0 PCLOCK_LS PS H32MX
20 FLEXCOML1 X X FLEXCOM 1 PCLOCK_LS PS H32MX
21 FLEXCOM2 X X FLEXCOM 2 PCLOCK_LS PS H32MX
22 FLEXCOM3 X X FLEXCOM 3 PCLOCK_LS PS H32MX
23 FLEXCOM4 X X FLEXCOM 4 PCLOCK_LS PS H32MX
24 UARTO X X $gx§;fﬁ‘:e/?%y”°hr°”°”s Receiver PCLOCK_LS PS H32MX
25 UART1 X N ;nggfrs‘ﬁt'eﬁymhmnous Receiver PCLOCK_LS PS H32MX
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Table 12-1: Peripheral Identifiers (Continued)
PMC

Instance Instance Internal | Clock In
ID Name Interrupt | Control | Instance Description Clock Type Security(z) Matrix
26 UART2 X X ;ngg;fﬁtleﬁy”cmo“o”s Receiver PCLOCK_LS PS H32MX
27 UART3 X X ;’gxg;ﬁi"’t‘:eﬁymhm”o”s Receiver PCLOCK_LS PS H32MX
28 UART4 X X ;ngzﬁﬁ‘tleﬁymhro”ous Receiver PCLOCK_LS PS H32MX
29 TWIHSO X X Two-Wire Interface O PCLOCK_LS PS H32MX
30 TWIHS1 X X Two-Wire Interface 1 PCLOCK_LS PS H32MX
31 SDMMCO X X Secure Digital MultiMedia Card Controller 0| HCLOCK_HS PS H64MX
32 SDMMC1 X X Secure Digital MultiMedia Card Controller 1| HCLOCK_HS PS H64MX
33 SPIO X X Serial Peripheral Interface O PCLOCK_LS PS H32MX
34 SPI1 X X Serial Peripheral Interface 1 PCLOCK_LS PS H32MX
35 TCO X X Timer Counter 0 (ch. 0, 1, 2) PCLOCK_LS PS H32MX
36 TC1 X X Timer Counter 1 (ch. 3, 4, 5) PCLOCK_LS PS H32MX
37 - - - - - - -
38 PWM X X '(Dcﬂfsgivi’,idzt,hs")”()d“'atio” Controller 0 PCLOCK_LS PS H32MX
39 - - - - - - -
40 ADC X X Touchscreen ADC Controller PCLOCK_LS PS H32MX
41 UHPHS X X USB Host High-Speed HCLOCK_LS PS H32MX
42 UDPHS X X USB Device High-Speed HCLOCK_LS PS H32MX
43 SSCO X X Synchronous Serial Controller 0 PCLOCK_LS PS H32MX
44 SSC1 X X Synchronous Serial Controller 1 PCLOCK_LS PS H32MX
45 LCDC X X LCD Controller HCLOCK_HS PS H64MX
46 ISC X X Image Sensor Controller HCLOCK_HS PS H64MX
47 TRNG X X True Random Number Generator PCLOCK_LS PS H32MX
48 PDMIC X X E‘;':tfo'ﬁgr”s“y Modulation Interface PCLOCK_LS PS H32MX
49 AIC IRQ - IRQ Interrupt ID SYS_CLK_LS NS H32MX
50 SFC X X Secure Fuse Controller PCLOCK_LS PS H32MX
51 SECURAM X X Secured RAM PCLOCK_LS AS H32MX
52 QSPIO X X Quad SPI Interface 0 HCLOCK_HS PS H64MX
53 QSPI1 X X Quad SPI Interface 1 HCLOCK_HS PS H64MX
54 12SCO X X Inter-IC Sound Controller 0 PCLOCK_LS PS H32MX
55 12SC1 X X Inter-IC Sound Controller 1 PCLOCK_LS PS H32MX
56 MCANO INTO X MCAN O InterruptO HCLOCK_LS PS H32MX
57 MCAN1 INTO X MCAN 1 InterruptO HCLOCK_LS PS H32MX
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Table 12-1: Peripheral Identifiers (Continued)
PMC
Instance Instance Internal | Clock In

ID Name Interrupt | Control | Instance Description Clock Type Security(z) Matrix
58 PTC X X Peripheral Touch Controller PCLOCK_LS PS H32MX
59 CLASSD X X Audio Class D Amplifier PCLOCK_LS PS H32MX
60 SFR - — | Special Function Register(? SYS_CLK_LS PS H32MX
61 SAIC - — | Secured Advanced Interrupt Controller” | SYS_CLK_LS AS H32MX
62 AlC - — | Advanced Interrupt Controller®) SYS CLK_LS NS H32MX
63 L2CC X - L2 Cache Controller - PS H64MX
64 MCANO INT1 - MCAN O Interruptl - PS H32MX
65 MCAN1 INT1 - MCAN 1 Interruptl - PS H32MX
66 GMAC Q1 - GMAC Queue 1 Interrupt - PS H32MX
67 GMAC Q2 - GMAC Queue 2 Interrupt - PS H32MX
68 P1OB X - - - AS H32MX
69 PIOC X - - - AS H32MX
70 PIOD X - - - AS H32MX
71 SDMMCO TIMER - - - PS H32MX
72 SDMMC1 TIMER - - - PS H32MX
73 - - - - - - -

74 PMC, RTC, RSTC X - System Controller Interrupt SYS CLK LS PS H32MX
75 ACC X - Analog Comparator SYS_CLK_LS PS H32MX
76 RXLP X - UART Low-Power SYS_CLK_LS PS H32MX
77 SFRBU - — | Special Function Register Backup® - PS H32MX
78 CHIPID - - Chip ID - PS H32MX

Note 1: AS = Always Secure; PS = Programmable Secure; NS = Never Secure

2: For security purposes, there is no matching clock but a peripheral ID only.

12.3

Peripheral Signal Multiplexing on 1/O Lines

The device features several PIO Controllers that multiplex the 1/O lines of the peripheral set.

Table 7-2 “Pin Description” defines how the I/O lines are multiplexed on the different PIO Controllers. Several 1/O sets are available for

each peripheral. However, selecting I/Os from different 1/O sets for one peripheral is prohibited.

The column “Reset State” shows whether the PIO line resets in I/O mode or in Peripheral mode. If I/O is shown, the PIO line resets in input
with the pull-up enabled, so that the device is maintained in a static state as soon as the reset is released. As a result, the bit corresponding
to the PIO line in register PIO_CFGR (PIO Configuration Register) resets low.

If a signal name is shown in the “Reset State” column, the PIO line is assigned to this function and the corresponding bit in PIO_CFGR
resets high. That is the case for pins controlling memories, in particular address lines, which require the pin to be driven as soon as the

reset is released.

The PIO state can be retained when the system enters in Backup mode.
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12.4 Peripheral Clock Types

Table 12-2 lists the clock types available on embedded peripherals. Clock type suffixes HS and LS refer to Matrix (H64MX) and Matrix
(H32MX), respectively.

See Table 12-1 “Peripheral Identifiers” for details on embedded peripherals.

Table 12-2: Peripheral Clock Types

Clock Type Description

AHB Clock.
Managed with the PMC_PCER, PMC_PCDR, PMC_PCSR and PMC_PCR registers of

HCLOCK_HS

HCLOCK_LS Peripheral Clock.")

PCLOCK_HS APB Clock.. |

PCLOCK LS Mal_waged with the(lP)MC_PCER, PMC_PCDR, PMC_PCSR and PMC_PCR registers of
- Peripheral Clock.

SYS_CLK_LS This clock cannot be disabled. ?)

SYS_CLOCK This clock cannot be disabled. )

PROC_CLK The clock related to Processor Clock (PCK) and managed with the PMC_SCDR and

PMC_SCSR registers of PMC System Clock

The clock related to the backup area and the RTC and managed with the SCKC_CR. This
SLOW_CLOCK clock can be generated either by an external 32.768 kHz crystal oscillator or by the on-chip
64 kHz RC oscillator.

Note 1. Refer to Figure 34-1. General Clock Block Diagram in Section 34. “Power Management Controller (PMC)".
2: Refer to the MC2 clock in Figure 34-1. General Clock Block Diagram.
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13.  Chip Identifier (CHIPID)

13.1 Description

Chip Identifier (CHIPID) registers are used to recognize the device and its revision. These registers provide the sizes and types of the on-
chip memories, as well as the set of embedded peripherals.

Two CHIPID registers are embedded: Chip ID Register (CHIPID_CIDR) and Chip ID Extension Register (CHIPID_EXID). Both registers

contain a hard-wired value that is read-only.

The CHIPID_CIDR register contains the following fields:

* VERSION: Identifies the revision of the silicon
« EPROC: Indicates the embedded ARM processor
« NVPTYP and NVPSIZ: Identify the type of embedded non-volatile memory and the size
* SRAMSIZ: Indicates the size of the embedded SRAM
* ARCH: Identifies the set of embedded peripherals
« EXT: Shows the use of the extension identifier register

The CHIPID_EXID register is device-dependent and reads 0 if CHIPID_CIDR.EXT = 0.

13.2 Embedded Characteristics
« Chip ID Registers

- Identification of the Device Revision, Sizes of the Embedded Memories, Set of Peripherals, Embedded Processor

Table 13-1: Chip ID Registers

Chip Name CHIPID_CIDR CHIPID_EXID
ATSAMAS5D27C-CN 0x8A5C08C2 0x00000021
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13.3 Chip Identifier (CHIPID) User Interface

Table 13-2: Register Mapping
Offset Register Name Access Reset
0x0 Chip ID Register CHIPID_CIDR Read-only -
Ox4 Chip ID Extension Register CHIPID_EXID Read-only -

© 2018 Microchip Technology Inc.
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13.3.1 Chip ID Register
Name: CHIPID_CIDR
Address: 0xFC069000

Access: Read-only
31 30 29 28 27 26 25 24
| EXT NVPTYP ARCH |
23 22 21 20 19 18 17 16
| ARCH SRAMSIZ |
15 14 13 12 11 10 9 8
| NVPSIZ2 NVPSIZ |
7 6 5 4 3 2 1 0
| EPROC VERSION |
VERSION: Version of the Device
Current version of the device.
EPROC: Embedded Processor
Value Name Description
0 SAM x7 Cortex-M7
1 ARM946ES ARM946ES
2 ARM7TDMI ARM7TDMI
3 CM3 Cortex-M3
4 ARM920T ARM920T
5 ARM926EJS ARM926EJS
6 CA5 Cortex-A5
7 CM4 Cortex-M4
NVPSIZ: Nonvolatile Program Memory Size
Value Name Description
0 NONE None
1 8K 8 Kbytes
2 16K 16 Kbytes
3 32K 32 Kbytes
4 - Reserved
5 64K 64 Kbytes
6 - Reserved
7 128K 128 Kbytes
8 160K 160 Kbytes
9 256K 256 Kbytes
10 512K 512 Kbytes
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Value Name Description
11 - Reserved
12 1024K 1024 Kbytes
13 - Reserved
14 2048K 2048 Kbytes
15 - Reserved

NVPSIZ2: Second Nonvolatile Program

Memory Size

Value Name Description
0 NONE None
1 8K 8 Kbytes
2 16K 16 Kbytes
3 32K 32 Kbytes
4 - Reserved
5 64K 64 Kbytes
6 - Reserved
7 128K 128 Khytes
8 - Reserved
9 256K 256 Kbytes
10 512K 512 Kbytes
11 - Reserved
12 1024K 1024 Kbytes
13 - Reserved
14 2048K 2048 Kbytes
15 - Reserved

SRAMSIZ: Internal SRAM Size

Value Name Description
0 48K 48 Kbytes
1 192K 192 Kbytes
2 384K 384 Kbytes
3 6K 6 Kbytes
4 24K 24 Kbytes
5 4K 4 Kbytes
6 80K 80 Kbytes
7 160K 160 Kbytes
8 8K 8 Kbytes
9 16K 16 Kbytes
10 32K 32 Kbytes
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Value Name Description
11 64K 64 Kbytes
12 128K 128 Khytes
13 256K 256 Kbytes
14 96K 96 Kbytes
15 512K 512 Kbytes

ARCH: Architecture Identifier
Value Name Description
O0xA5 SAMAS SAMAS

NVPTYP: Nonvolatile Program Memory Type

Value Name Description
0 ROM ROM
1 ROMLESS ROMiless or on-chip Flash
2 FLASH Embedded Flash Memory
ROM and Embedded Flash Memory
3 ROM_FLASH ® NVPSIZ is ROM size
® NVPSIZ2 is Flash size
4 SRAM SRAM emulating ROM

EXT: Extension Flag
0: Chip ID has a single register definition without extension.
1: An extended Chip ID exists.
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13.3.2 Chip ID Extension Register

Name: CHIPID_EXID

Address: 0xFC069004

Access: Read-only
31 30 29 28 27 26 25 24

| EXID |
23 22 21 20 19 18 17 16

| EXID |
15 14 13 12 11 10 9 8

| EXID |
7 6 5 4 3 2 1 0

| EXID |

EXID: Chip ID Extension

This field is cleared if CHIPID_CIDR.EXT = 0.
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14. ARM Cortex-A5

14.1 Description

The ARM Cortex-A5 processor is a high-performance, low-power, ARM macrocell with an L1 cache subsystem that provides full virtual
memory capabilities. The Cortex-A5 processor implements the ARMv7 architecture and runs 32-bit ARM instructions, 16-bit and 32-bit
Thumb instructions, and 8-bit Java™ byte codes in Jazelle® state.

The Cortex-A5 NEON Media Processing Engine (MPE) extends the Cortex-A5 functionality to provide support for the ARM v7 Advanced
SIMD v2 and Vector Floating-Point v4 (VFPv4) instruction sets. The Cortex-A5 NEON MPE provides flexible and powerful acceleration for
signal processing algorithms including multimedia such as image processing, video decode/encode, 2D/3D graphics, and audio. See the
Cortex-A5 NEON Media Processing Engine Technical Reference Manual.

The Cortex-A5 processor includes TrustZone® technology to enhance security by partitioning the SoC’s hardware and software resources
in a Secure world for the security subsystem and a Normal world for the rest, enabling a strong security perimeter to be built between the
two. See Security Extensions overview in the Cortex-A5 Technical Reference Manual. See the ARM Architecture Reference Manual for
details on how TrustZone works in the architecture.

Note:  All ARM publications referenced in this datasheet can be found at www.arm.com.

14.1.1 Power Management

The Cortex-A5 design supports the following main levels of power management:
¢ Run Mode

« Standby Mode

14.1.1.1 Run Mode

Run mode is the normal mode of operation where all of the processor functionality is available. Everything, including core logic and embed-
ded RAM arrays, is clocked and powered up.

141.1.2 Standby Mode
Standby mode disables most of the clocks of the processor, while keeping it powered up. This reduces the power drawn to the static leak-

age current, plus a small clock power overhead required to enable the processor to wake up from Standby mode. The transition from
Standby mode to Run mode is caused by one of the following:

« the arrival of an interrupt, either masked or unmasked

« the arrival of an event, if standby mode was initiated by a Wait for Event (WFE) instruction
« adebug request, when either debug is enabled or disabled

e areset.
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14.2 Embedded Characteristics

« In-order pipeline with dynamic branch prediction

¢ ARM, Thumb, and ThumbEE instruction set support

¢ TrustZone security extensions

« Harvard level 1 memory system with a Memory Management Unit (MMU)
* 32 Kbytes Data Cache

« 32 Kbytes Instruction Cache

e 64-bit AXI master interface

* ARM v7 debug architecture

¢ Trace support through an Embedded Trace Macrocell (ETM) interface
* Media Processing Engine (MPE) with NEON technology

» Jazelle hardware acceleration

14.3 Block Diagram

Figure 14-1: Cortex-A5 Processor Top-level Diagram
Embedded trace macrocell
(ETM) interface APB interface
A A
Cortex-A5
processor
Debug

Data processing unit (DPU) Prefetch unit and branch predictor (PFU)

A

| Data micro-TLB Instruction micro-TLB |
t A 4 A
Y A 4 Y
Data store [« Ei?’?(g%{]? < Main translation » Instruction cache
buffer (STB) |« < lookaside buffer (TLB) unit (ICU)
CP15
7'y | y T T 7'y

Bus interface unit (BIU)

v
AXl interface
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14.4  Programmer Model

14.4.1 Processor Operating Modes

The following operation modes are present in all states:

* User mode (USR) is the usual ARM program execution state. It is used for executing most application programs.

« Fast Interrupt (FIQ) mode is used for handling fast interrupts. It is suitable for high-speed data transfer or channel process.
 Interrupt (IRQ) mode is used for general-purpose interrupt handling.

¢ Supervisor mode (SVC) is a protected mode for the operating system.

< Abort mode (ABT) is entered after a data or instruction prefetch abort.

¢ System mode (SYS) is a privileged user mode for the operating system.

¢ Undefined mode (UND) is entered when an undefined instruction exception occurs.

« Monitor mode (MON) is secure mode that enables change between Secure and Non-secure states, and can also be used to handle
any of FIQs, IRQs and external aborts. Entered on execution of a Secure Monitor Call (SMC) instruction.

Mode changes may be made under software control, or may be brought about by external interrupts or exception processing. Most appli-
cation programs execute in User Mode. The non-user modes, known as privileged modes, are entered in order to service interrupts or
exceptions or to access protected resources.

14.4.2 Processor Operating States
The processor has the following instruction set states controlled by the T bit and J bit in the CPSR.
* ARM state:
The processor executes 32-bit, word-aligned ARM instructions.
e Thumb state:
The processor executes 16-bit and 32-bit, halfword-aligned Thumb instructions.
ThumbEE state:

The processor executes a variant of the Thumb instruction set designed as a target for dynamically generated code. This is code
compiled on the device either shortly before or during execution from a portable bytecode or other intermediate or native represen-
tation.

Jazelle state:
The processor executes variable length, byte-aligned Java bytecodes.
The J bit and the T bit determine the instruction set used by the processor. Table 14-1 shows the encoding of these bits.

Table 14-1: CPSR J and T Bit Encoding

J T Instruction Set State
0 0 ARM

0 1 Thumb

1 0 Jazelle

1 1 ThumbEE

Changing between ARM and Thumb states does not affect the processor mode or the register contents. See the ARM Architecture Ref-
erence Manual, ARMv7-A and ARMv7-R edition for information on entering and exiting ThumbEE state.

144.2.1 Switching State

It is possible to change the instruction set state of the processor between:

* ARM state and Thumb state using the BX and BLX instructions.

e Thumb state and ThumbEE state using the ENTERX and LEAVEX instructions.
ARM and Jazelle state using the BXJ instruction.

« Thumb and Jazelle state using the BXJ instruction.

See the ARM Architecture Reference Manual for more information about changing instruction set state.
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14.4.3 Cortex-A5 Registers

This view provides 16 ARM core registers, RO to R15, that include the Stack Pointer (SP), Link Register (LR), and Program Counter (PC).
These registers are selected from a total set of either 31 or 33 registers, depending on whether or not the Security Extensions are imple-
mented. The current execution mode determines the selected set of registers, as shown in Table 14-2. This shows that the arrangement
of the registers provides duplicate copies of some registers, with the current register selected by the execution mode. This arrangement
is described as banking of the registers, and the duplicated copies of registers are referred to as banked registers.

Table 14-2: Cortex-A5 Modes and Registers Layout
User and
System Monitor Supervisor Abort Undefined Interrupt Fast Interrupt
RO RO RO RO RO RO RO
R1 R1 R1 R1 R1 R1 R1
R2 R2 R2 R2 R2 R2 R2
R3 R3 R3 R3 R3 R3 R3
R4 R4 R4 R4 R4 R4 R4
R5 R5 R5 R5 R5 R5 R5
R6 R6 R6 R6 R6 R6 R6
R7 R7 R7 R7 R7 R7 R7
R8 R8 R8 R8 R8 R8 R8 FIQ
R9 R9 R9 R9 R9 R9 R9_FIQ
R10 R10 R10 R10 R10 R10 R10_FIQ
R11 R11 R11 R11 R11 R11 R11 FIQ
R12 R12 R12 R12 R12 R12 R12_FIQ
R13 R13 _MON R13_SVC R13 ABT R13_UND R13 IRQ R13_FIQ
R14 R14 MON R14 SVC R14 ABT R14 UND R14 IRQ R14 FIQ
PC PC PC PC PC PC PC
CPSR CPSR CPSR CPSR CPSR CPSR CPSR
SPSR_MON SPSR_SVC SPSR_ABT SPSR_UND SPSR_IRQ SPSR_FIQ
Mode-specific banked registers
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The core contains one CPSR, and six SPSRs for exception handlers to use. The program status registers:

< hold information about the most recently performed ALU operation
« control the enabling and disabling of interrupts
« set the processor operating mode

Figure 14-2: Status Register Format
313029 28 27 2423 2019 1615 10987 65 4 0
n|z|clv]o [1'1)] 3| Reserved | GE[3:0] 721 |elali[F]T]  Mode

* N: Negative, Z: Zero, C: Carry, and V: Overflow are the four ALU flags
¢ Q: cumulative saturation flag

IT: If-Then execution state bits for the Thumb IT (If-Then) instruction
J: Jazelle bit, see the description of the T bit

¢ GE: Greater than or Equal flags, for SIMD instructions

¢ E: Endianness execution state bit. Controls the load and store endianness for data accesses. This bit is ignored by instruction
fetches.

- E = 0: Little endian operation

- E = 1: Big endian operation
« A: Asynchronous abort disable bit. Used to mask asynchronous aborts.
« |: Interrupt disable bit. Used to mask IRQ interrupts.
¢ F: Fast interrupt disable bit. Used to mask FIQ interrupts.

« T: Thumb execution state bit. This bit and the J execution state bit, bit [24], determine the instruction set state of the processor, ARM,
Thumb, Jazelle, or ThumbEE.

* Mode: five bits to encode the current processor mode. The effect of setting M[4:0] to a reserved value is UNPREDICTABLE.

Table 14-3: Processor Mode vs. Mode Field

Mode M[4:0]
USR 10000
FIQ 10001
IRQ 10010
SvC 10011
MON 10110
ABT 10111
UND 11011
SYS 11111
Reserved Other
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14431 CP15 Coprocessor

Coprocessor 15, or System Control Coprocessor CP15, is used to configure and control all the items in the list below:
e Cortex A5

¢ Caches (ICache, DCache and write buffer)

¢ MMU

* Security
¢ Other system options

To control these features, CP15 provides 16 additional registers. See Table 14-4.

Table 14-4: CP15 Registers

Register Name Read/Write

0 ID Code(® Read/Unpredictable
0 Cache type(? Read/Unpredictable
1 Control™®) Read/Write

1 Security Read/Write

2 Translation Table Base Read/Write

3 Domain Access Control Read/Write

4 Reserved None

5 Data fault Status® Read/Write

5 Instruction fault status Read/Write

6 Fault Address Read/Write

7 Cache and MMU Operations'?) Read/Write

8 TLB operations Unpredictable/Write
9 Cache lockdown™® Read/Write

10 TLB lockdown Read/Write

11 Reserved None

12 Interrupts management Read/Write

12 Monitor vectors Read-only

13 FCSE PIDW Read/Write

13 Context ID™) Read/Write

14 Reserved None

15 Test configuration Read/Write

Note 1: This register provides access to more than one register. The register accessed depends on the value of the CRm field or
Opcode_2 field.
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14.4.4 CP 15 Register Access
CP15 registers can only be accessed in privileged mode by:
* MCR (Move to Coprocessor from ARM Register) instruction is used to write an ARM register to CP15.
* MRC (Move to ARM Register from Coprocessor) instruction is used to read the value of CP15 to an ARM register.
Other instructions such as CDP, LDC, STC can cause an undefined instruction exception.
The assembler code for these instructions is:
MCR/ MRC{ cond} pl5, opcode_1, Rd, CRn, CRm opcode_2.

The MCR/MRC instructions bit pattern is shown below:

31 30 29 28 27 26 25 24

| cond | 1 1 1 0 |
23 22 21 20 19 18 17 16

| opcode_1 L | CRn |
15 14 13 12 11 10 9 8

| Rd | 1 1 1 1 |
7 6 5 4 3 2 1 0

| opcode_2 1 | CRm |

CRm[3:0]: Specified Coprocessor Action

Determines specific coprocessor action. Its value is dependent on the CP15 register used. For details, see CP15 specific register behavior.

opcode_2[7:5]
Determines specific coprocessor operation code. By default, set to 0.

Rd[15:12]: ARM Register
Defines the ARM register whose value is transferred to the coprocessor. If R15 is chosen, the result is unpredictable.

CRnN[19:16]: Coprocessor Register

Determines the destination coprocessor register.

L: Instruction Bit
0: MCR instruction
1: MRC instruction

opcode_1[23:20]: Coprocessor Code
Defines the coprocessor specific code. Value is c15 for CP15.

cond [31:28]: Condition

14.4.5 Addresses in the Cortex-A5 processor

The Cortex-A5 processor operates using virtual addresses (VAs). The Memory Management Unit (MMU) translates these VAs into the
physical addresses (PAs) used to access the memory system. Translation tables hold the mappings between VAs and PAs.

See the ARM Architecture Reference Manual, ARMv7-A and ARMv7-R edition for more information.

When the Cortex-A5 processor is executing in Non-secure state, the processor performs translation table look-ups using the Non-secure
versions of the Translation Table Base Registers. In this situation, any VA can only translate into a Non-secure PA. When it is in Secure
state, the Cortex-A5 processor performs translation table look-ups using the Secure versions of the Translation Table Base Registers. In
this situation, the security state of any VA is determined by the NS bit of the translation table descriptors for that address.

Following is an example of the address manipulation that occurs when the Cortex-A5 processor requests an instruction:
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1. The Cortex-A5 processor issues the VA of the instruction as Secure or Non-secure VA accesses according to the state the proces-
sorisin.

2. The instruction cache is indexed by the bits of the VA. The MMU performs the translation table look-up in parallel with the cache
access. If the processor is in the Secure state it uses the Secure translation tables, otherwise it uses the Non-secure translation
tables.

3. If the protection check carried out by the MMU on the VA does not abort and the PA tag is in the instruction cache, the instruction
data is returned to the processor.

4. |If there is a cache miss, the MMU passes the PA to the AXI bus interface to perform an external access. The external access is
always Non-secure when the core is in the Non-secure state. In the Secure state, the external access is Secure or Non-secure
according to the NS attribute value in the selected translation table entry. In Secure state, both L1 and L2 translation table walk
accesses are marked as Secure, even if the first level descriptor is marked as NS.

14.4.6 Security Extensions Overview

The purpose of the Security Extensions is to enable the construction of a secure software environment. See the ARM Architecture Refer-
ence Manual, ARMv7-A and ARMv7-R edition for details of the Security Extensions.

14.46.1 System Boot Sequence

CAUTION: The Security Extensions enable the construction of an isolated software environment for more secure execution, depending
on a suitable system design around the processor. The technology does not protect the processor from hardware attacks, and care must
be taken to be sure that the hardware containing the reset handling code is appropriately secure.

The processor always boots in the privileged Supervisor mode in the Secure state, with the NS bit set to 0. This means that code that does
not attempt to use the Security Extensions always runs in the Secure state. If the software uses both Secure and Non-secure states, the
less trusted software, such as a complex operating system and application code running under that operating system, executes in Non-
secure state, and the most trusted software executes in the Secure state.

The following sequence is expected to be typical use of the Security Extensions:

1. Exit from reset in Secure state.

2. Configure the security state of memory and peripherals. Some memory and peripherals are accessible only to the software running
in Secure state.

3. Initialize the secure operating system. The required operations depend on the operating system, and include initialization of caches,
MMU, exception vectors, and stacks.

4. Initialize Secure Monitor software to handle exceptions that switch execution between the Secure and Non-secure operating sys-
tems.

5. Optionally lock aspects of the secure state environment against further configuration.

6. Pass control through the Secure Monitor software to the non-secure OS with an SMC instruction.

7. Enable the Non-secure operating system to initialize. The required operations depend on the operating system, and typically
include initialization of caches, MMU, exception vectors, and stacks.

The overall security of the secure software depends on the system design, and on the secure software itself.
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14.4.7 TrustZone

14.4.7.1 Hardware

TrustZone enables a single physical processor core to execute code safely and efficiently from both the Normal world and the Secure
world. This removes the need for a dedicated security processor core, saving silicon area and power, and allowing high performance secu-
rity software to run alongside the Normal world operating environment.

The two virtual processors context switch via a new processor mode called monitor mode when changing the currently running virtual
processor.

Figure 14-3: TrustZone Hardware Implementation
. NormalWorld ! Secure World )
E NormalWorld | Secure World I
: User Mode & User Mode :
‘| NormalWorld | SecureWorld |,
| Privileged Modes | ! Privileged Modes |,
: ' Y 4
: ' bl Monitor Mode |f—— 1

14.4.7.2 Software

The mechanisms by which the physical processor can enter monitor mode from the Normal world are tightly controlled, and are all viewed
as exceptions to the monitor mode software. Software executing a dedicated instruction can trigger entry to monitor, the Secure Monitor
Call (SMC) instruction, or by a subset of the hardware exception mechanisms. Configuration of the IRQ, FIQ, external Data Abort, and
external Prefetch Abort exceptions can cause the processor to switch into monitor mode.

The software that executes within monitor mode is implementation defined, but it generally saves the state of the current world and restores
the state of the world at the location to which it switches. It then performs a return-from-exception to restart processing in the restored
world.
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Figure 14-4. TrustZone Software Implementation in a Trusted Execution Environment (TEE)
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14.4.7.3 Debug

TrustZone hardware architecture is a security-aware debug infrastructure that can enable control over access to secure world debug, with-
out impairing debug visibility of the Normal world. This is controlled with bits in the Secure Fuse Controller.

Note:  Secure debug modes are described in the document SAMA5D2 External Tamper Protections, document no. 44095. Contact
a Microchip sales representative for further details.

145 Memory Management Unit

145.1 About the MMU

The MMU works with the L1 and L2 memory system to translate virtual addresses to physical addresses. It also controls accesses to and
from external memory.

The ARM v7 Virtual Memory System Architecture (VMSA) features include the following:

« Page table entries that support:
- 16 Mbyte supersections. The processor supports supersections that consist of 16 Mbyte blocks of memory.
- 1 Mbyte sections
- 64 Kbyte large pages
- 4 Kbyte small pages
* 16 access domains
« Global and application-specific identifiers to remove the requirement for context switch TLB flushes.
« Extended permissions checking capability.
TLB maintenance and configuration operations are controlled through a dedicated coprocessor, CP15, integrated with the core. This
coprocessor provides a standard mechanism for configuring the L1 memory system.

See the ARM Architecture Reference Manual, ARMv7-A and ARMv7-R edition for a full architectural description of the ARMv7 VMSA.
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14.5.2 Memory Management System

The Cortex-A5 processor supports the ARM v7 VMSA including the TrustZone security extension. The translation of a Virtual Address
(VA) used by the instruction set architecture to a Physical Address (PA) used in the memory system and the management of the associated
attributes and permissions is carried out using a two-level MMU.

The first level MMU uses a Harvard design with separate micro TLB structures in the PFU for instruction fetches (luTLB) and in the DPU
for data read and write requests (DuUTLB).

A miss in the micro TLB results in a request to the main unified TLB shared between the data and instruction sides of the memory system.
The TLB consists of a 128-entry two-way set-associative RAM based structure. The TLB page-walk mechanism supports page descriptors
held in the L1 data cache. The caching of page descriptors is configured globally for each translation table base register, TTBRX, in the
system coprocessor, CP15.

The TLB contains a hitmap cache of the page types which have already been stored in the TLB.

145.2.1

Although various different memory types can be specified in the page tables, the Cortex-A5 processor does not implement all possible

Memory types

combinations:

» Write-through caches are not supported. Any memory marked as write-through is treated as Non-cacheable.
» The outer shareable attribute is not supported. Anything marked as outer shareable is treated in the same way as inner shareable.
» Write-back no write-allocate is not supported. It is treated as write-back write-allocate.

Table 14-5 shows the treatment of each different memory type in the Cortex-A5 processor in addition to the architectural requirements.

Table 14-5:

Treatment of Memory Attributes

Memory Type Attribute

Shareability

Other Attributes

Notes

Strongly Ordered

Non-shareable

write allocate

Write-back cacheable,
no write allocate

Device
Shareable — —
Non-cacheable Does not access L1 caches
Write-through cacheable | Treated as non-cacheable
Non-shareable | Write-back cacheable, Can dynamically switch to no write allocate, if more than
write allocate three full cache lines are written in succession
Write-back cacheable, Treated as non-shareable write-back cacheable, write
no write allocate allocate
Non-cacheable —
Write-through cacheable | Treated as inner shareable non-cacheable
Inner i .
Normal shareable Write-back cacheable, Treated as inner shareable non-cacheable unless the SMP
write allocate bit in the Auxiliary Control Register is set (ACTLR[6] = b1).
Write-back cacheable If this bit is set the area is treated as write-back cacheable
no write allocate write allocate.
Non-cacheable )
- Treated as inner shareable non-cacheable
Write-through cacheable
Outer i .
shareable Write-back cacheable, Treated as inner shareable non-cacheable unless the SMP

bit in the Auxiliary Control Register is set (ACTLR[6] = b1).
If this bit is set the area is treated as write-back cacheable
write allocate.
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14.5.3 TLB Organization
TLB Organization is described in the sections that follow:

¢ Micro TLB
¢ Main TLB

1453.1 Micro TLB

The first level of caching for the page table information is a micro TLB of 10 entries that is implemented on each of the instruction and data
sides. These blocks provide a lookup of the virtual addresses in a single cycle.

The micro TLB returns the physical address to the cache for the address comparison, and also checks the access permissions to signal
either a Prefetch Abort or a Data Abort.

All main TLB related maintenance operations affect both the instruction and data micro TLBs, causing them to be flushed. In the same
way, any change of the following registers causes the micro TLBs to be flushed:

» Context ID Register (CONTEXTIDR)

» Domain Access Control Register (DACR)

* Primary Region Remap Register (PRRR)

* Normal Memory Remap Register (NMRR)

» Translation Table Base Registers (TTBRO and TTBR1)
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145.3.2 Main TLB

Misses from the instruction and data micro TLBs are handled by a unified main TLB. Accesses to the main TLB take a variable number of
cycles, according to competing requests from each of the micro TLBs and other implementation-dependent factors.

The main TLB is 128-entry two-way set-associative.
TLB match process
Each TLB entry contains a virtual address, a page size, a physical address, and a set of memory properties. Each is marked as being

associated with a particular application space (ASID), or as global for all application spaces. The CONTEXTIDR determines the currently
selected application space.

A TLB entry matches when these conditions are true:

« lIts virtual address matches that of the requested address.
¢ Its Non-secure TLB ID (NSTID) matches the Secure or Non-secure state of the MMU request.
« Its ASID matches the current ASID in the CONTEXTIDR or is global.

The operating system must ensure that, at most, one TLB entry matches at any time. The TLB can store entries based on the following
block sizes:

Supersections Describe 16 Mbyte blocks of memory
Sections Describe 1 Mbyte blocks of memory
Large pages Describe 64 Kbyte blocks of memory
Small pages Describe 4 Kbyte blocks of memory

Supersections, sections and large pages are supported to permit mapping of a large region of memory while using only a single entry in
the TLB. If no mapping for an address is found within the TLB, then the translation table is automatically read by hardware and a mapping
is placed in the TLB.

145.4 Memory Access Sequence

When the processor generates a memory access, the MMU:

1. Performs a lookup for the requested virtual address and current ASID and security state in the relevant instruction or data micro
TLB.

2. If there is a miss in the micro TLB, performs a lookup for the requested virtual address and current ASID and security state in the
main TLB.

3. Ifthere is a miss in main TLB, performs a hardware translation table walk.

The MMU can be configured to perform hardware translation table walks in cacheable regions by setting the IRGN bits in Translation Table
Base Register 0 and Translation Table Base Register 1. If the encoding of the IRGN bits is write-back, an L1 data cache lookup is per-
formed and data is read from the data cache. If the encoding of the IRGN bits is write-through or non-cacheable, an access to external
memory is performed. For more information, see Cortex-A5 Technical Reference Manual.

The MMU might not find a global mapping, or a mapping for the currently selected ASID, with a matching Non-secure TLB ID (NSTID) for
the virtual address in the TLB. In this case, the hardware does a translation table walk if the translation table walk is enabled by the PDO
or PD1 bit in the Translation Table Base Control Register. If translation table walks are disabled, the processor returns a Section Transla-
tion fault. For more information, see Cortex-A5 Technical Reference Manual.

If the TLB finds a matching entry, it uses the information in the entry as follows:

1. The access permission bits and the domain determine if the access is enabled. If the matching entry does not pass the permission
checks, the MMU signals a memory abort. See the ARM Architecture Reference Manual, ARMv7-A and ARMv7-R edition for a
description of access permission bits, abort types and priorities, and for a description of the Instruction Fault Status Register (IFSR)
and Data Fault Status Register (DFSR).

2. The memory region attributes specified in both the TLB entry and the CP15 c10 remap registers determine if the access is

- Secure or Non-secure
- Shared or not
- Normal memory, Device, or Strongly-ordered

For more information, see Cortex-A5 Technical Reference Manual, Memory region remap.
3. The TLB translates the virtual address to a physical address for the memory access.
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14.5.5 Interaction with Memory System
The MMU can be enabled or disabled as described in the ARM Architecture Reference Manual, ARMv7-A and ARMv7-R edition.

14.5.6 External Aborts

External memory errors are defined as those that occur in the memory system rather than those that are detected by the MMU. External
memory errors are expected to be extremely rare. External aborts are caused by errors flagged by the AXI interfaces when the request
goes external to the Cortex-A5 processor. External aborts can be configured to trap to Monitor mode by setting the EA bit in the Secure
Configuration Register. For more information, see Cortex-A5 Technical Reference Manual.

145.6.1 External Aborts on Data Write

Externally generated errors during a data write can be asynchronous. This means that the r14_abt on entry into the abort handler on such
an abort might not hold the address of the instruction that caused the exception.

The DFAR is Unpredictable when an asynchronous abort occurs.

Externally generated errors during data read are always synchronous. The address captured in the DFAR matches the address which
generated the external abort.

14.5.6.2 Synchronous and Asynchronous Aborts

Chapter 4, System Control in the Cortex-A5 Technical Reference Manual describes synchronous and asynchronous aborts, their priorities,
and the IFSR and DFSR. To determine a fault type, read the DFSR for a data abort or the IFSR for an instruction abort.

The processor supports an Auxiliary Fault Status Register for software compatibility reasons only. The processor does not modify this reg-
ister because of any generated abort.

14.5.7 MMU Software Accessible Registers

The system control coprocessor registers, CP15, in conjunction with page table descriptors stored in memory, control the MMU.

Access all the registers with instructions of the form:

MRC p15, 0, <Rd>, <CRn>, <CRm>, <Opcode_2>

MCR p15, 0, <Rd>, <CRn>, <CRm>, <Opcode_2>

CRn is the system control coprocessor register. Unless specified otherwise, CRm and Opcode_2 Should Be Zero.
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15. L2 Cache Controller (L2CC)

15.1 Description

The L2 Cache Controller (L2CC) is based on the L2CC-PL310 ARM multiway cache macrocell, version r3p2. The addition of an on-chip
secondary cache, also referred to as a Level 2 or L2 cache, is a method of improving the system performance when significant memory
traffic is generated by the processor.

15.2 Embedded Characteristics

« 8-way set associative cache architecture

¢ Data banking is not supported

« No parity bit embedded

¢ Lockdown by master is not supported

¢ Lockdown by line is not supported

« TrustZone architecture for enhanced OS security

15.3 Product Dependencies

15.3.1 Power Management

The L2 Cache Controller is continuously clocked by the Processor Clock. The Power Management Controller has no effect on the behavior
of the L2 Cache Controller.

15.4 Functional Description

The addition of an on-chip secondary cache, also referred to as a Level 2 or L2 cache, is a recognized method of improving the perfor-
mance of ARM-based systems when significant memory traffic is generated by the processor. By definition a secondary cache assumes
the presence of a Level 1 or primary cache, closely coupled or internal to the processor. Memory access is fastest to L1 cache, followed
closely by L2 cache. Memory access is typically significantly slower with L3 main memory.

The cache controller is a unified, physically addressed, physically tagged cache with up to 8 ways. The user can lock the replacement
algorithm on a way basis, enabling the associativity to be reduced from 8-way down to 1-way (directly mapped).

The cache controller does not have snooping hardware to maintain coherency between caches, so the user has to maintain coherency by
software.

1541 Double Linefill Issuing
The L2CC cache line length is 32-byte. Therefore, by default, on each L2 cache miss,

L2CC issues 32-byte linefills, 4 x 64-bit read bursts, to the L3 memory system. L2CC can issue 64-byte linefills, 8 x 64-bit read bursts, on
an L2 cache miss. When the L2CC is waiting for the data from L3, it performs a lookup on the second cache line targeted by the 64-byte
linefill. If it misses, data corresponding to the second cache line are allocated to the L2 cache. If it hits, data corresponding to the second
cache line are discarded.

The user can control this feature using the DLEN, DLFWRDIS and DLEN bits of the L2CC Prefetch Control Register. The IDLEN and
DLFWRDIS bits are only used if you set the DLEN bit HIGH. Table 15-1 shows the behavior of the L2CC master ports, depending on the
configuration chosen by the user.

Table 15-1: L2CC Master Port Behavior

Bit 30 Bit 27 Bit 23 Original Read Read AXI Burst Targeted Cache
DLEN DLFWRDIS | IDLEN Address from L1 Address to L3 | AXI Burst Type | Length Lines

0 Oorl Oorl 0x00 0x00 WRAP 0x3, 4x64-bit | 0x00

0 Oorl Oorl 0x20 0x20 WRAP 0x3, 4x64-bit | 0x20

1 Oor1l 0 0x00 0x00 WRAP 0x7, 8x64-bit | 0x00 and 0x20
1 1 0 0x08 or 0x10 or 0x18 | Ox08 WRAP 0x3, 4x64-bit | 0x00

1 0 0 0x08 or 0x10 or 0x18 | 0x00 WRAP 0x7, 8x64-bit | 0x00 and 0x20
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Table 15-1: L2CC Master Port Behavior (Continued)

Bit 30 Bit 27 Bit 23 Original Read Read AXI Burst Targeted Cache
DLEN DLFWRDIS | IDLEN Address from L1 Address to L3 | AXI Burst Type | Length Lines
1 Oorl 0 0x20 0x20 WRAP 0x7, 8x64-bit | 0x00 and 0x20
1 1 0 0x28 or 0x30 or 0x38 | 0x28 WRAP 0x3, 4x64-bit | 0x20
1 0 0 0x28 or 0x30 or 0x38 | 0x20 WRAP 0x7, 8x64-bit | 0x00 and 0x20
1 Oor1l 1 0x00 0x00 INCR or WRAP | 0x7, 8x64-bit | 0x00 and 0x20
1 1 1 0x08 or 0x10 or 0x18 | 0x08 WRAP 0x3, 4x64-bit | 0x00
1 0 1 0x08 or 0x10 or 0x18 | 0x00 INCR or WRAP | 0x7, 8x64-bit | 0x00 and 0x20
1 Oorl 1 0x20 0x20 INCR 0x7, 8x64-bit | 0x20 and 0x40
1 1 1 0x28 or 0x30 or 0x38 | 0x28 WRAP 0x3, 4x64-bit | 0x20
1 0 1 0x28 or 0x30 or 0x38 | 0x20 INCR 0x7, 8x64-bit | 0x20 and 0x40
Note 1: Double linefills are not issued for prefetch reads if you enable exclusive cache configuration.
2. Double linefills are not launched when crossing a 4-Kbyte boundary.
3: Double linefills only occur if a WRAP4 or an INCR4 64-bit transaction is received on the slave ports. This transaction is most

commonly seen as a result of a cache linefill in a master, but can be produced by a master when accessing memory marked
as inner non-cacheable.
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15.5 L2 Cache Controller (L2CC) User Interface

Table 15-2: Register Mapping

Offset Register Name Access Reset
0x000 Cache ID Register L2CC_IDR Read-only 0x4100_00C9
0x004 Cache Type Register L2CC_TYPR Read-only 0x0010_0100
0x100 Control Register L2CC_CR Read/Write, Read-only™) | 0x0000_0000
0x104 Auxiliary Control Register L2CC_ACR Read/Write, Read-only™) | 0x0202_0000
0x108 Tag RAM Control Register L2CC_TRCR Read/Write, Read-only(l) 0x0000_0111
0x10C Data RAM Control Register L2CC_DRCR Read/Write, Read-only(l) 0x0000_0111
0x110-0x1FC | Reserved - - -
0x200 Event Counter Control Register L2CC_ECR Read/Write 0x0000_0000
0x204 Event Counter 1 Configuration Register L2CC_ECFGR1 Read/Write 0x0202_0000
0x208 Event Counter 0 Configuration Register L2CC_ECFGRO Read/Write 0x0000_0000
0x20C Event Counter 1 Value Register L2CC_EVR1 Read/Write 0x0000_0000
0x210 Event Counter 0 Value Register L2CC_EVRO Read/Write 0x0000_0000
0x214 Interrupt Mask Register L2CC_IMR Programmable(z) 0x0000_0000
0x218 Masked Interrupt Status Register L2CC_MISR Read-only 0x0000_0000
0x21C Raw Interrupt Status Register L2CC_RISR Read-only 0x0000_0000
0x220 Interrupt Clear Register L2CC_ICR Programmable(?) 0x0000_0000
0x224-0x72C | Reserved - - -
0x730 Cache Synchronization Register L2CC_CSR Read/Write 0x0000_0000
0x734-0x76C | Reserved - - -
0x770 Invalidate Physical Address Line Register L2CC_IPALR Read/Write 0x0000_0000
0x774-0x778 Reserved - - -
0x77C Invalidate Way Register L2CC_IWR Read/Write 0x0000_0000
0x780-0x7AF | Reserved - - -
0x7B0 Clean Physical Address Line Register L2CC_CPALR Read/Write 0x0000_0000
0x7B4 Reserved - - -
0x7B8 Clean Index Register L2CC_CIR Read/Write 0x0000_0000
0x7BC Clean Way Register L2CC_CWR Read/Write 0x0000_0000
0x7CO-Ox7EC | Reserved - - -
O0x7F0 Clean Invalidate Physical Address Line Register L2CC_CIPALR Read/Write 0x0000_0000
Ox7F4 Reserved - - -
Ox7F8 Clean Invalidate Index Register L2CC_CIIR Read/Write 0x0000_0000
Ox7FC Clean Invalidate Way Register L2CC_CIWR Read/Write 0x0000_0000
0x800-0x8FC | Reserved - - -
0x900 Data Lockdown Register L2CC_DLKR Programmable(?) 0x0000_0000
0x904 Instruction Lockdown Register L2CC_ILKR Programmable?) 0x0000_0000
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Table 15-2: Register Mapping (Continued)

Offset Register Name Access Reset

0x908-0xF3C Reserved - - -
OXF40 Debug Control Register L2CC_DCR Read/Write, Read-only™) | 0x0000_0000

0xF44-0xF5C | Reserved - - -
O0XF60 Prefetch Control Register L2CC_PCR Read/Write, Read-only™ | 0x0000_0000

0xF64-0xF7C | Reserved - - -
0xF80 Power Control Register L2CC_POWCR Read/Write, Read-only(l) 0x0000_0000

Note 1. Read/Write in Secure mode, Read-only in Non-secure mode.
2: Programmable in Auxiliary Control Register.
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155.1 L2CC Cache ID Register

Name: L2CC_IDR

Address: 0x00A00000

Access: Read-only
31 30 29 28 27 26 25 24

I ID |
23 22 21 20 19 18 17 16

I ID |
15 14 13 12 11 10 9 8

I ID |
7 6 5 4 3 2 1 0

I ID |

ID: Cache Controller ID

The cache ID is 0x410000CS9.
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15.5.2 L2CC Type Register
Name: L2CC_TYPR

Address: 0x00A00004

Access: Read-only

31 30 29 28 27 26 25 24
- T - - S R R R R
23 22 21 20 19 18 17 16
| — [ DL2WSIZE [ — [ DL2ASS ] — | — |
15 14 13 12 1 10 9 8
| _ | _ | — | _ | _ | IL2WSIZE |
7 6 5 4 3 2 1 0
I - | lL2Ass | - I - I - I - - - |

IL2ASS: Instruction L2 Cache Associativity

The value is read from the field ASS in Auxiliary Control Register, should be 0.

IL2WSIZE: Instruction L2 Cache Way Size

The value is read from the field WAYSIZE in Auxiliary Control Register, should be 0x1.

DL2ASS: Data L2 Cache Associativity
The value is read from the field ASS in Auxiliary Control Register, should be 0.

DL2WSIZE: Data L2 Cache Way Size

The value is read from the field WAYSIZE in Auxiliary Control Register, should be 0x1.
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15.5.3 L2CC Control Register

Name: L2CC_CR

Address: 0x00A00100

Access: Read/Write in Secure mode

Read-only in Non-secure mode

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - | - - - - - - | L2CEN |
L2CEN: L2 Cache Enable
0: L2 Cache is disabled. This is the default value.
1: L2 Cache is enabled.
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1554 L2CC Auxiliary Control Register
Name: L2CC_ACR

Address: 0x00A00104

Access: Read/Write in Secure mode

Read-only in Non-secure mode

31 30 29 28 27 26 25 24

| - | - | IPEN | DPEN | NSIAC NSLEN CRPOL | FWA |
23 22 21 20 19 18 17 16

| FWA | SACEN | PEN | EMBEN | WAYSIZE | ASS |
15 14 13 12 11 10 9 8

| - | - | SAIE | EXCC | SBDLE | HPSO | - | - |
7 6 5 4 3 2 1 0

Note:  The L2 Cache Controller (L2CC) must be disabled in the L2CC Control Register prior to any write access to this register.

HPSO: High Priority for SO and Dev Reads Enable

0: Strongly Ordered and Device reads have lower priority than cacheable accesses when arbitrated in the L2CC master ports. This is the

default value.
1: Strongly Ordered and Device reads get the highest priority when arbitrated in the L2CC master ports.

SBDLE: Store Buffer Device Limitation Enable

0: Store buffer device limitation is disabled. Device writes can take all slots in the store buffer. This is the default value.

1: Store buffer device limitation is enabled.

EXCC: Exclusive Cache Configuration
0: Disabled. This is the default value.
1: Enabled.

SAIE: Shared Attribute Invalidate Enable
0: Shared invalidate behavior is disabled. This is the default value.
1: Shared invalidate behavior is enabled if the Shared Attribute Override Enable bit is not set.
Shared invalidate behavior is enabled if both:
» Shareable Attribute Invalidate Enable bit is set in the Auxiliary Control Register, bit[13]
» Shared Attribute Override Enable bit is not set in the Auxiliary Control Register, bit[22]

ASS: Associativity
0: 8-way.This is the default value.
1: Reserved.

WAYSIZE: Way Size

Value | Name Description
0x0 RESERVED Reserved
0x1 16KB_WAY 16-Kbyte way set associative
0x2 RESERVED Reserved
0x3 RESERVED Reserved
© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 87



SAMASD27C AUTO

Value | Name Description
0x4 RESERVED Reserved
0x5 RESERVED Reserved
0x6 RESERVED Reserved
0x7 RESERVED Reserved

EMBEN: Event Monitor Bus Enable
0: Disabled. This is the default value.
1: Enabled.

PEN: Parity Enable
0: Disabled. This is the default value.
1: Enabled.

SAOEN: Shared Attribute Override Enable
0: Treats shared accesses. This is the default value.
1: Shared attribute is internally ignored.

FWA: Force Write Allocate

0: The L2 Cache controller uses AWCACHE attributes for WA. This is the default value.

1: User forces no allocate, WA bit must be set to 0.

2: User overrides AWCACHE attributes, WA bit must be set to 1. All cacheable write misses become write allocated.

3: The write allocation is internally mapped to 00.

CRPOL: Cache Replacement Policy
0: Pseudo-random replacement using the LFSR algorithm.

1: Round-robin replacement. This is always the default value.

NSLEN: Non-Secure Lockdown Enable
0: Lockdown registers cannot be modified using non-secure accesses. This is the default value.
1: Non-secure accesses can write to the lockdown registers.

NSIAC: Non-Secure Interrupt Access Control
0: Interrupt Clear Register and Interrupt Mask Register can only be modified or read with secure accesses. This is the default value.

1: Interrupt Clear Register and Interrupt Mask Register can be modified or read with secure or non-secure accesses.

DPEN: Data Prefetch Enable
0: Data prefetching is disabled. This is the default value.
1: Data prefetching is enabled.

IPEN: Instruction Prefetch Enable
0: Instruction prefetching is disabled. This is the default value.

1: Instruction prefetching is enabled.
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TSETLAT: Setup Latency

TRDLAT: Read Access Latency

TWRLAT: Write Access Latency

Latency to Tag RAM is the programmed value + 1.

Default value is 0.

1555 L2CC Tag RAM Latency Control Register
Name: L2CC_TRCR
Address: 0x00A00108
Access: Read/Write in Secure mode
Read-only in Non-secure mode
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
| - | - - - | - | TWRLAT |
7 6 5 4 3 2 1 0
| - | TRDLAT | - | TSETLAT |
Note:  The L2 Cache Controller (L2CC) must be disabled in the L2CC Control Register prior to any write access to this register.
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15.5.6 L2CC Data RAM Latency Control Register
Name: L2CC_DRCR
Address: 0x00A0010C
Access: Read/Write in Secure mode
Read-only in Non-secure mode

31 30 29 28 27 26 25 24

. - r - ¢ - - [ - [ - /| - [ - ]
23 22 21 20 19 18 17 16

L - -+ - [ - [ - 1] - | S
15 14 13 12 1 10 9 8

[ - -+ - [ - [ - ] DWRLAT |
7 6 5 4 3 2 1 0

| = | DRDLAT | = | DSETLAT |

Note:  The L2 Cache Controller (L2CC) must be disabled in the L2CC Control Register prior to any write access to this register.
DSETLAT: Setup Latency
DRDLAT: Read Access Latency

DWRLAT: Write Access Latency
Latency to Data RAM is the programmed value + 1.
Default value is 0.
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15.5.7 L2CC Event Counter Control Register

Name: L2CC_ECR
Address: 0x00A00200
Access: Read/Write

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0

| - | - | - | - - EVCI1RST | EVCORST | EVCEN

EVCEN: Event Counter Enable

0: Disables Event Counter. This is the default value.

1: Enables Event Counter.

EVCORST: Event Counter O Reset

0: No effect, always read as zero.

1: Resets Counter 0.

EVCI1RST: Event Counter 1 Reset

0: No effect, always read as zero.

1: Resets Counter 1.
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15.5.8 L2CC Event Counter 1 Configuration Register
Name: L2CC_ECFGR1
Address: 0x00A00204
Access: Read/Write
31 30 29 28 27 26 25 24
. - r - - [ - [ - - - - ]
23 22 21 20 19 18 17 16
- 1 - T - T =T - - — 1 - ]
15 14 13 12 11 10 9 8
1 - 1 - 1T - T = - — 1T ]
7 6 5 4 3 2 1 0
| - | - | ESRC EIGEN |
EIGEN: Event Counter Interrupt Generation
Value | Name Description
0x0 INT_DIS Disables (default)
Ox1 INT_EN_INCR Enables with Increment condition
0x2 INT_EN_OVER Enables with Overflow condition
0x3 INT_GEN_DIS Disables Interrupt generation
ESRC: Event Counter Sourc
Value | Name Description
0x0 CNT_DIS Counter Disabled
0x1 SRC_CO Source is CO
0x2 SRC_DRHIT Source is DRHIT
0x3 SRC_DRREQ Source is DRREQ
0x4 SRC_DWHIT Source is DWHIT
0x5 SRC_DWREQ Source is DWREQ
0x6 SRC_DWTREQ Source is DWTREQ
Ox7 SRC_IRHIT Source is IRHIT
0x8 SRC_IRREQ Source is IRREQ
0x9 SRC_WA Source is WA
Oxa SRC_IPFALLOC Source is IPFALLOC
0xb SRC_EPFHIT Source is EPFHIT
Oxc SRC_EPFALLOC | Source is EPFALLOC
Oxd SRC_SRRCVD Source is SRRCVD
Oxe SRC_SRCONF Source is SRCONF
Oxf SRC_EPFRCVD Source is EPFRCVD
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15.5.9 L2CC Event Counter 0 Configuration Register
Name: L2CC_ECFGRO
Address: 0x00A00208
Access: Read/Write
31 30 29 28 27 26 25 24
. - r - - [ - [ - - | - - ]
23 22 21 20 19 18 17 16
L - - - [ - [ - - | S
15 14 13 12 11 10 9 8
L - - - [ - [ - - | - [ - ]
7 6 5 4 3 2 1 0
| - | - | ESRC | EIGEN |
EIGEN: Event Counter Interrupt Generation
Value | Name Description
0x0 INT_DIS Disables (default)
Ox1 INT_EN_INCR Enables with Increment condition
0x2 INT_EN_OVER Enables with Overflow condition
0x3 INT_GEN_DIS Disables Interrupt generation
ESRC: Event Counter Sourc
Value | Name Description
0x0 CNT_DIS Counter Disabled
0x1 SRC_CO Source is CO
0x2 SRC_DRHIT Source is DRHIT
0x3 SRC_DRREQ Source is DRREQ
0x4 SRC_DWHIT Source is DWHIT
0x5 SRC_DWREQ Source is DWREQ
0x6 SRC_DWTREQ Source is DWTREQ
Ox7 SRC_IRHIT Source is IRHIT
0x8 SRC_IRREQ Source is IRREQ
0x9 SRC_WA Source is WA
Oxa SRC_IPFALLOC Source is IPFALLOC
0xb SRC_EPFHIT Source is EPFHIT
Oxc SRC_EPFALLOC | Source is EPFALLOC
Oxd SRC_SRRCVD Source is SRRCVD
Oxe SRC_SRCONF Source is SRCONF
Oxf SRC_EPFRCVD Source is EPFRCVD
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15.5.10 L2CC Event Counter 1 Value Register
Name: L2CC_EVR1

Address: 0x00A0020C

Access: Read/Write

31 30 29 28 27 26 25 24

| VALUE |
23 22 21 20 19 18 17 16

| VALUE |
15 14 13 12 11 10 9 8

| VALUE |
7 6 5 4 3 2 1 0

| VALUE |

Note:  Counter 1 must be disabled in the L2CC Event Counter 1 Configuration Register prior to any write access to this register.

VALUE: Event Counter Value
Value returns the number of instance of the selected event.
If a counter reaches its maximum value, it remains saturated at that value until it is reset.
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15.5.11 L2CC Event Counter 0 Value Register

Name: L2CC_EVRO

Address: 0x00A00210

Access: Read/Write
31 30 29 28 27 26 25 24

| VALUE |
23 22 21 20 19 18 17 16

| VALUE |
15 14 13 12 11 10 9 8

| VALUE |
7 6 5 4 3 2 1 0

| VALUE |

Note:  Counter O must be disabled in the L2CC Event Counter 0 Configuration Register prior to any write access to this register.

VALUE: Event Counter Value

Value returns the number of instance of the selected event.

If a counter reaches its maximum value, it remains saturated at that value until it is reset.
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15.5.12 L2CC Interrupt Mask Register

Name: L2CC_IMR

Address: 0x00A00214

Access: Programmable in Auxiliary Control Register

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - 1 - [ - [ - ]| DECERR ]
7 6 5 4 3 2 1 0

| SLVERR | ERRRD | ERRRT | ERRWD | ERRWT | PARRD | PARRT | ECNTR |

ECNTR: Event Counter 1/0 Overflow Increment
PARRT: Parity Error on L2 Tag RAM, Read
PARRD: Parity Error on L2 Data RAM, Read
ERRWT: Error on L2 Tag RAM, Write

ERRWD: Error on L2 Data RAM, Write

ERRRT: Error on L2 Tag RAM, Read

ERRRD: Error on L2 Data RAM, Read

SLVERR: SLVERR from L3 Memory

DECERR: DECERR from L3 Memory

0: Masked. This is the default value.
1: Enabled.
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15.5.13 L2CC Masked Interrupt Status Register
Name: L2CC_MISR

Address: 0x00A00218

Access: Read-only

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - 1 - [ - [ - ]| DECERR ]
7 6 5 4 3 2 1 0

| SLVERR | ERRRD | ERRRT | ERRWD | ERRWT | PARRD | PARRT | ECNTR |

ECNTR: Event Counter 1/0 Overflow Increment
PARRT: Parity Error on L2 Tag RAM, Read
PARRD: Parity Error on L2 Data RAM, Read
ERRWT: Error on L2 Tag RAM, Write

ERRWD: Error on L2 Data RAM, Write

ERRRT: Error on L2 Tag RAM, Read

ERRRD: Error on L2 Data RAM, Read

SLVERR: SLVERR from L3 memory

DECERR: DECERR from L3 memory

0: No interrupt has been generated or the interrupt is masked.
1: The input lines have triggered an interrupt.

© 2018 Microchip Technology Inc. Datasheet

DS60001532A-page 97



SAMASD27C AUTO

15.5.14 L2CC Raw Interrupt Status Register
Name: L2CC_RISR

Address: 0x00A0021C

Access: Read-only

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - 1T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - 1 - [ - [ - ]| DECERR ]
7 6 5 4 3 2 1 0

| SLVERR | ERRRD | ERRRT | ERRWD | ERRWT | PARRD | PARRT | ECNTR |

ECNTR: Event Counter 1/0 Overflow Increment
PARRT: Parity Error on L2 Tag RAM, Read
PARRD: Parity Error on L2 Data RAM, Read
ERRWT: Error on L2 Tag RAM, Write

ERRWD: Error on L2 Data RAM, Write

ERRRT: Error on L2 Tag RAM, Read

ERRRD: Error on L2 Data RAM, Read

SLVERR: SLVERR from L3 memory

DECERR: DECERR from L3 memory

0: No interrupt has been generated.
1: The input lines have triggered an interrupt.
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15.5.15 L2CC Interrupt Clear Register

Name: L2CC_ICR

Address: 0x00A00220

Access: Programmable in Auxiliary Control Register

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - 1 - [ - [ - ]| DECERR ]
7 6 5 4 3 2 1 0

| SLVERR | ERRRD | ERRRT | ERRWD | ERRWT | PARRD | PARRT | ECNTR |

ECNTR: Event Counter 1/0 Overflow Increment
PARRT: Parity Error on L2 Tag RAM, Read
PARRD: Parity Error on L2 Data RAM, Read
ERRWT: Error on L2 Tag RAM, Write

ERRWD: Error on L2 Data RAM, Write

ERRRT: Error on L2 Tag RAM, Read

ERRRD: Error on L2 Data RAM, Read

SLVERR: SLVERR from L3 memory

DECERR: DECERR from L3 memory

0: No effect. Read returns zero.
1: Clears the corresponding bit in the Raw Interrupt Status Register.
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15.5.16 L2CC Cache Synchronization Register
Name: L2CC_CSR

Address: 0x00A00730

Access: Read/Write

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

. - r - r - r - r - 1 - 1T - ] ¢ ]

C: Cache Synchronization Status
0: No background operation is in progress. When written, must be zero.
1: A background operation is in progress.
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15.5.17 L2CC Invalidate Physical Address Line Register
Name: L2CC_IPALR

Address: 0x00A00770

Access: Read/Write

31 30 29 28 27 26 25 24

| TAG |
23 22 21 20 19 18 17 16

| TAG |
15 14 13 12 11 10 9 8

| TAG IDX |
7 6 5 4 3 2 1 0

| IDX - - - - Cc |

C: Cache Synchronization Status
0: No background operation is in progress. When written, must be zero.
1: A background operation is in progress.

IDX: Index Number

TAG: Tag Number
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15.5.18

Address: 0x00A0077C

L2CC Invalidate Way Register
Name: L2CC_IWR

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

| WAY7 | WAY6 | WAY5 | WAY4 | WAY3 | WAY?2 | WAY1 | WAYO0 |

WAYX: Invalidate Way Number x

0: The corresponding way is totally invalidated.

1: Invalidates the way. This bit is read as ‘1’ as long as invalidation of the way is in progress.
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15.5.19 L2CC Clean Physical Address Line Register
Name: L2CC_CPALR

Address: 0x00A007BO

Access: Read/Write

31 30 29 28 27 26 25 24

| TAG |
23 22 21 20 19 18 17 16

| TAG |
15 14 13 12 11 10 9 8

| TAG IDX |
7 6 5 4 3 2 1 0

| IDX - - - - Cc |

C: Cache Synchronization Status
0: No background operation is in progress. When written, must be zero.
1: A background operation is in progress.

IDX: Index number

TAG: Tag number
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15.5.20 L2CC Clean Index Register
Name: L2CC_CIR

Address: 0x00A007B8

Access: Read/Write

31 30 29 28 27 26 25 24

[ - | WAY . - r - 1 - [ - /|
23 22 21 20 19 18 17 16

r - [ - 1 - - - - @ - [ - |
15 14 13 12 11 10 9 8

L - [ - | IDX |
7 6 5 4 3 2 1 0

| IDX = - = - C |

C: Cache Synchronization Status
0: No background operation is in progress. When written, must be zero.
1: A background operation is in progress.

IDX: Index number

WAY: Way number
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15.5.21 L2CC Clean Way Register

Name: L2CC_CWR

Address: 0x00A007BC

Access: Read/Write

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - 1T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - rr - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

| WAY7 | WAY6 | WAY5 | WAY4 | WAY3 | WAY2 | WAY1 | WAYO0 |

WAYx: Clean Way Number x

0: The corresponding way is totally cleaned.

1: Cleans the way. This bit is read as ‘1’ as long as cleaning of the way is in progress.
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15.5.22 L2CC Clean Invalidate Physical Address Line Register
Name: L2CC_CIPALR
Address: 0x00A007F0
Access: Read/Write

31 30 29 28 27 26 25 24
| TAG

23 22 21 20 19 18 17 16
| TAG

15 14 13 12 11 10 9 8
| TAG IDX

7 6 5 4 3 2 1 0
| IDX - - - - C

C: Cache Synchronization Status
0: No background operation is in progress. When written, must be zero.
1: A background operation is in progress.

IDX: Index Number

TAG: Tag Number

DS60001532A-page 106

Datasheet

© 2018 Microchip Technology Inc.



SAMASD27C AUTO

15.5.23 L2CC Clean Invalidate Index Register

Name: L2CC_CIIR

Address: 0x00A007F8

Access: Read/Write
31 30 29 28 27 26 25 24

I - I WAY I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I IDX |
7 6 5 4 3 2 1 0

IDX — — — — C |

C: Cache Synchronization Status

0: No background operation is in progress. When written, must be zero.

1: A background operation is in progress.

IDX: Index Number

WAY: Way Number
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15.5.24 L2CC Clean Invalidate Way Register
Name: L2CC_CIWR

Address: 0x00A007FC

Access: Read/Write

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - 1T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

| WAY7 | WAY6 | WAY5 | WAY4 | WAY3 | WAY2 | WAY1 | WAYO0 |

WAYx: Clean Invalidate Way Number x
0: The corresponding way is totally invalidated and cleaned.
1: Invalidates and cleans the way. This bit is read as ‘1’ as long as invalidation and cleaning of the way is in progress.
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15.5.25

Name: L2CC_DLKR
Address: 0x00A00900

L2CC Data Lockdown Register

Access: Programmable in Auxiliary Control Register
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| DLK7 | DLK6 DLKS DLK4 | DLK3 DLK2 | DLK1 | DLKO |
DLKx: Data Lockdown in Way Number x
0: Allocation can occur in the corresponding way.
1: There is no allocation in the corresponding way.
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15.5.26 L2CC Instruction Lockdown Register
Name: L2CC_ILKR
Address: 0x00A00904
Access: Programmable in Auxiliary Control Register

31 30 29 28 27 26 25 24

. - r - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

| ILK7 | ILK6 | ILK5 | ILK4 | ILK3 | ILK2 | ILK1 | ILKO |

ILKX: Instruction Lockdown in Way Number x
0: Allocation can occur in the corresponding way.
1: There is no allocation in the corresponding way.
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15.5.27 L2CC Debug Control Register
Name: L2CC_DCR
Address: 0x00A00F40
Access: Read/Write in Secure mode
Read-only in Non-secure mode

31 30 29 28 27 26 25 24

23 22 21 20 19 18 17 16

15 14 13 12 11 10 9 8

7 6 5 4 3 2 1 0
| - | - | - - - | SPNIDEN DWB | DCL |
DCL: Disable Cache Linefill
0: Enables cache linefills. This is the default value.
1: Disables cache linéefills.
DWB: Disable Write-back, Force Write-through
0: Enables write-back behavior. This is the default value.
1: Forces write-through behavior.
SPNIDEN: SPNIDEN Value
Reads value of the SPNIDEN input.
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15.5.28 L2CC Prefetch Control Register

Name: L2CC_PCR

Address: 0x00AO00F60

Access: Read/Write in Secure mode
Read-only in Non-secure mode

31 30 29 28 27 26 25 24
| - [ DLEN [ INSPEN | DATPEN [ DLFWRDIS | - [ - | PDEN |
23 22 21 20 19 18 17 16
[ IDLEN ] - [ NSDEN ] - [ - [ - [ - | - |
15 14 13 12 11 10 9 8
I - I - I - I - I - I - I - - |
7 6 5 4 3 2 1 0
| - | - | - | OFFSET |

OFFSET: Prefetch Offset
You must only use the Prefetch offset values of 0-7, 15, 23, and 31 for these bits. The L2CC does not support the other values.

NSIDEN: Not Same ID on Exclusive Sequence Enable
0: Read and write portions of a hon-cacheable exclusive sequence have the same AXI ID when issued to L3. This is the default value.
1: Read and write portions of a non-cacheable exclusive sequence do not have the same AXI ID when issued to L3.

IDLEN: INCR Double Linefill Enable
0: The L2CC does not issue INCR 8x64-bit read bursts to L3 on reads that miss in the L2 cache. This is the default value.
1: The L2CC can issue INCR 8x64-bit read bursts to L3 on reads that miss in the L2 cache.
Note:  This bit can only be used if the DLEN bit is set HIGH. See Section 15.4.1 “Double Linefill Issuing” for details on double linefill
functionality.
PDEN: Prefetch Drop Enable
0: The L2CC does not discard prefetch reads issued to L3. This is the default value.
1: The L2CC discards prefetch reads issued to L3 when there is a resource conflict with explicit reads.

DLFWRDIS: Double Linefill on WRAP Read Disable
0: Double linefill on WRAP read is enabled. This is the default value.
1: Double linefill on WRAP read is disabled.
Note:  This bit can only be used if the DLEN bit is set HIGH. See Section 15.4.1 “Double Linefill Issuing” for details on double linefill
functionality.
DATPEN: Data Prefetch Enable
0: Data prefetching is disabled. This is the default value.

1: Data prefetching is enabled.

INSPEN: Instruction Prefetch Enable
0: Instruction prefetching is disabled. This is the default value.
1: Instruction prefetching is enabled.

DLEN: Double Linefill Enable
0: The L2CC always issues 4x64-bit read bursts to L3 on reads that miss in the L2 cache. This is the default value.
1: The L2CC issues 8x64-bit read bursts to L3 on reads that miss in the L2 cache.
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See Section 15.4.1 “Double Linefill Issuing” for details on double linefill functionality.
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15.5.29 L2CC Power Control Register
Name: L2CC_POWCR

Address: 0x00AO00F80

Access: Read/Write in Secure mode

Read-only in Non-secure mode

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - | - | - - - - | DCKGATEN | STBYEN |
STBYEN: Standby Mode Enable
0: Disabled. This is the default value.
1: Enabled.
DCKGATEN: Dynamic Clock Gating Enable
0: Disabled. This is the default value.
1: Enabled.
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16. Debug and Test Features

16.1 Description

The device features a number of complementary debug and test capabilities.

A common JTAG/ICE (In-Circuit Emulator) port is used for standard debugging functions, such as downloading code and single-stepping
through programs.

A 2-pin debug port Serial Wire Debug (SWD) replaces the 5-pin JTAG port and provides an easy and risk-free alternative to JTAG as the
two signals, SWDIO and SWCLK, are overlaid on the TMS and TCK pins, allowing for bi-modal devices that provide the other JTAG sig-
nals. These extra JTAG pins can be switched to other uses when in SWD mode.

A set of dedicated debug and test input/output pins gives direct access to these capabilities from a PC-based test environment.

16.2 Embedded Characteristics

¢ Cortex-A5 In-circuit Emulator
- Two Real-time Watchpoint Units
- Two Independent Registers: Debug Control Register and Debug Status Register
- Test Access Port Accessible through JTAG Protocol
- Debug Communications Channel
- Serial Wire Debug
- Trace
e Chip ID Register
« |IEEE1149.1 JTAG Boundary-scan on All Digital Pins
« ETM, ETB: 8-Kbyte Embedded Trace Buffer
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16.3 Debug and Test Block Diagrams

Figure 16-1: Debug and Test General Block Diagram
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Figure 16-2: Debug and Test Interface Block Diagram
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16.4 Application Examples

16.4.1 Debug Environment

Figure 16-3 shows a complete debug environment example. The ICE/JTAG interface is used for standard debugging functions, such as
downloading code and single-stepping through the program. A software debugger running on a personal computer provides the user inter-
face for configuring a Trace Port interface utilizing the ICE/JTAG interface.

Figure 16-3: Application Debug and Trace Environment Example

/
/ Host Debugger PC \

ICE/IJTAG
Interface

ICENTAG
Connector

SAM device | RS232 Terminal
Connector

SAM-based Application Board

16.4.2 Test Environment

Figure 16-4 shows a test environment example. Test vectors are sent and interpreted by the tester. In this example, the “board in test” is
designed using a number of JTAG-compliant devices. These devices can be connected to form a single scan chain.

Figure 16-4: Application Test Environment Example
Test Adaptor Tester
JTAG
Interface
ICE/JTAG f—{ Chip nt - = { Chip 2

SAM device Chip 1

SAM-based Application Board In Test
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16.5 Debug and Test Pin Description

Table 16-1: Debug and Test Pin List

Pin Name Function Type Active Level
Reset/Test
NRST Microprocessor Reset Input Low
TST Test Mode Select Input -
NTRST Test Reset Signal Input -
ICE and JTAG

TCK/SWCLK Test Clock/Serial Wire Clock Input -
TDI Test Data In Input -
TDO Test Data Out Output -
TMS/SWDIO Test Mode Select/Serial Wire Input/Output 1/0 -
JTAGSEL JTAG Selection Input -

16.6 Functional Description

16.6.1 Test Pin

One dedicated pin, TST, is used to define the device operating mode. The user must make sure that this pin is tied at low level to ensure
normal operating conditions. Other values associated with this pin are reserved for manufacturing test.

16.6.2 EmbeddedICE

The Cortex-A5 EmbeddedICE-RT is supported via the ICE/JTAG port. It is connected to a host computer via an ICE interface.The internal
state of the Cortex-A5 is examined through an ICE/JTAG port which allows instructions to be serially inserted into the pipeline of the core
without using the external data bus. Therefore, when in debug state, a store-multiple (STM) can be inserted into the instruction pipeline.
This exports the contents of the Cortex-A5 registers. This data can be serially shifted out without affecting the rest of the system.

There are two scan chains inside the Cortex-A5 processor which support testing, debugging, and programming of the EmbeddedICE-RT.
The scan chains are controlled by the ICE/JTAG port.

EmbeddedICE mode is selected when JTAGSEL is low. It is not possible to switch directly between ICE and JTAG operations. A chip reset
must be performed after JTAGSEL is changed.

For further details on the EmbeddedICE-RT, see the ARM document: ARM IHI 0031A_ARM_debug_interface_v5.pdf

16.6.3 JTAG Signal Description

TMS is the Test Mode Select input which controls the transitions of the test interface state machine.

TDI is the Test Data Input line which supplies the data to the JTAG registers (Boundary Scan Register, Instruction Register, or other data
registers).

TDO is the Test Data Output line which is used to serially output the data from the JTAG registers to the equipment controlling the test. It
carries the sampled values from the boundary scan chain (or other JTAG registers) and propagates them to the next chip in the serial test
circuit.

NTRST (optional in IEEE Standard 1149.1) is a Test-ReSeT input which is mandatory in ARM cores and used to reset the debug logic. On
Cortex-A5-based cores, NTRST is a Power On Reset output. It is asserted on power on. If necessary, the user can also reset the debug
logic with the NTRST pin assertion during 2.5 MCK periods.

TCK is the Test ClocK input which enables the test interface. TCK is pulsed by the equipment controlling the test and not by the tested
device. It can be pulsed at any frequency.
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16.6.4 Chip Access Using JTAG Connection
The JTAG connection is not enabled by default on this chip at delivery due to the secure ROM code implementation.

By default, the SAMA5D27C-CNVAO boots in Standard mode and not in Secure mode. When the secure ROM code starts, it disables the
JTAG access for the entire boot sequence.

If the secure ROM code does not find any program in the external memory, it enables the USB connection and the serial port and waits
for a dedicated command to switch the chip into Secure mode.

If any other character is received, the secure ROM code starts the standard SAM-BA® monitor, locks access to the ROM memory, and
enables the JTAG.

The chip can then be accessed using the JTAG connection.

If the secure ROM code finds a bootable program, it automatically disables ROM access and enables the JTAG connection just before
launching the program.

The procedure to enable JTAG access is as follows:
¢ Connect your computer to the board with JTAG and USB (J20 USB-A)

« Power on the chip

« Open a terminal console (TeraTerm or HyperTerminal, etc.) on your computer and connect to the USB CDC Serial COM port related
to the J14 connector on the board

¢ Send the '#' character. You will see then the prompt '>' character sent by the device (indicating that the Standard SAM-BA Monitor is
running)

¢ Use the Standard SAM-BA Monitor to connect to the chip with JTAG
Note that you don't need to follow this sequence in order to connect the Standard SAM-BA Monitor with USB.

16.6.5 IEEE 1149.1 JTAG Boundary Scan
IEEE 1149.1 JTAG Boundary Scan allows pin-level access independent of the device packaging technology.

IEEE 1149.1 JTAG Boundary Scan is enabled when JTAGSEL is high. The SAMPLE, EXTEST and BYPASS functions are implemented.
In ICE debug mode, the ARM processor responds with a non-JTAG chip ID that identifies the processor to the ICE system. This is not
IEEE 1149.1 JTAG-compliant.

It is not possible to switch directly between JTAG and ICE operations. A chip reset must be performed after JTAGSEL is changed.
A Boundary-scan Descriptor Language (BSDL) file is provided to set up test.
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16.7 Boundary JTAG ID Register

Access: Read-only
31 30 29 28 27 26 25 24

| VERSION PART NUMBER |
23 22 21 20 19 18 17 16

| PART NUMBER |
15 14 13 12 11 10 9 8

| PART NUMBER MANUFACTURER IDENTITY |
7 6 5 4 3 2 1 0

| MANUFACTURER IDENTITY 1 |

VERSION[31:28]: Product Version Number
Set to 0xO0.

PART NUMBER[27:12]: Product Part Number
Product part number is 0x5B39.

MANUFACTURER IDENTITY[11:1]
Set to Ox01F.

Bit[O] required by IEEE Std. 1149.1.

Set to Ox1.

JTAG ID Code value is 0x05B3903F.

© 2018 Microchip Technology Inc. Datasheet

DS60001532A-page 121



SAMASD27C AUTO

16.8 Cortex-A5 DP Identification Code Register IDCODE

The Identification Code Register is always present on all DP implementations. It provides identification information about the ARM Debug
Interface.

16.8.1  JTAG Debug Port (JTAG-DP)

It is accessed using its own scan chain, the JTAG-DP Device ID Code Register.

Access: Read-only
31 30 29 28 27 26 25 24

| VERSION PART NUMBER |
23 22 21 20 19 18 17 16

| PART NUMBER |
15 14 13 12 11 10 9 8

| PART NUMBER DESIGNER |
7 6 5 4 3 2 1 0

| DESIGNER 1 |

VERSION[31:28]: Product Version Number
Set to 0x0.

PART NUMBER[27:12]: Product Part Number
Product part Number is 0XBAQO

DESIGNER[11:1]

Set to Ox23B.

Bit[0] required by IEEE Std. 1149.1.

Set to Ox1.

Debug Port JTAG IDCODE value is 0x4BA00477.
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16.8.2 Serial Wire Debug Port (SW-DP)

It is at address 0x0 on read operations when the APnDP hit = 0. Access to the Identification Code Register is not affected by the value of
the CTRLSEL bit in the Select Register

Access: Read-only
31 30 29 28 27 26 25 24

| VERSION PART NUMBER |
23 22 21 20 19 18 17 16

| PART NUMBER |
15 14 13 12 11 10 9 8

| PART NUMBER DESIGNER |
7 6 5 4 3 2 1 0

| DESIGNER 1 |

VERSION[31:28]: Product Version Number
Set to 0xO0.

PART NUMBER[27:12]: Product Part Number
Product part Number is 0XBAO1

DESIGNER[11:1]

Set to 0x23B.

Bit[0] required by IEEE Std. 1149.1.

Set to Ox1.

Debug Port Serial Wire IDCODE is 0x5ba02477.
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17.  Standard Boot Strategies

17.1 Description

The system always boots from the ROM memory at address 0x0.
The ROM code is a boot program contained in the embedded ROM. It is also called “First level boot loader”.

This microcontroller can be configured to run a Standard Boot mode or a Secure Boot mode. More information on how the Secure Boot
mode can be enabled, and how the chip operates in this mode, is provided in the document “SAMA5D2x Secure Boot Strategy”, document
no. 44040. To obtain this application note and additional information about the secure boot and related tools, contact a Microchip sales
representative.

By default, the chip starts in Standard Boot mode.

Note:  JTAG access is disabled during the execution of the ROM code sequence. It is re-enabled when jumping into SRAM when a
valid code has been found on an external NVM, at the same time the ROM memory is hidden. If no valid boot has been found
on an external NVM, the ROM code enables the USB connection and one UART serial port, the ROM code starts the standard
SAM-BA monitor, locks access to the ROM memory and re-enables the JTAG connection.

17.2 Flow Diagram

The ROM code global flow is shown in Figure 17-1.

Figure 17-1: ROM Code Flow Diagram

Chip Setup

Valid boot code
found in one
NVM

Copy and run it
in internal SRAM

DISABLE_MONITOR

Fuse bit set while(1)

SAM-BA Monitor

17.3 Chip Setup

When the chip is powered on, the processor clock (PCK) and the master clock (MCK) source is the 12 MHz fast RC oscillator.
The ROM code performs a low-level initialization that follows the steps described below:
1. Stack Setup for ARM supervisor mode.

2. PLLA Initialization

3. Master Clock Selection: when the PLLA is stabilized, the Master Clock source is switched from internal 12 MHz RC to PLLA. The
PMC Status Register is polled to wait for MCK Ready. PCK and MCK are now the Main Clock.

4. C Variable Initialization: non zero-initialized data is initialized in the RAM (copy from ROM to RAM). Zero-initialized data is set to 0
in the RAM.

For clock frequencies, see Table 17-3.
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Note:  No external crystal or clock is needed during the external boot memories sequence. An external clock source is checked
before the launch of the SAM-BA monitor to get a more accurate clock signal for USB.

17.4 Boot Configuration

The boot sequence is controlled using a Boot Configuration Word in the Fuse area.

17.4.1 Boot Configuration Word
The Boot Configuration Word allows several customizations of the Boot Sequence:

» To configure the 10 Set where the external memories used to boot are connected (see Section 17.4.8 “Hardware and Software Con-
straints” for a description of the 10 sets)

» To disable the boot on selected memories

« To configure the UART port used as a terminal console

« To configure the JTAG pins used for debug

See “Section 17.4.4 “Boot Configuration Word” for a detailed description of all the bitfields in this word.
By default, the value of this word is 0x0.
The ROM code tries to boot on SDMMC1 and SDMMCO0 memory interfaces and then run the SAM-BA monitor. See Figure 17-3.

During prototyping phases, the value of this fuse word can be overridden by the content of a backup register. The conditions to enable this
feature are as follows:

¢ The fuse bit DISABLE_BSCR must not be set (default value).

* The Boot Sequence Controller Configuration Register (BSC_CR) must have the BUREG_VALID bit set and indicate in
BUREG_INDEX which register has to be used.

Using BUREG allows the user to test several boot configuration options, incuding Secure Boot Mode, without burning fuses.

Note:  VDDBU must be connected in order to benefit from this feature. However, in production, it is highly recommended to disable
this feature and to write the boot configuration in fuses.
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Figure 17-2:

Boot Configuration Loading

Read Boot Configuration in Fuse

Boot sequence uses

DISABLE_BSCR flag set € .
fuse configuration

No
Read BSC_CR
No
BUREG_VALID bit set Boot sequence uses
- fuse configuration
Yes

Read the two BSCR LSB to
know which BUREG to use

Boot sequence uses
BUREG configuration
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17.4.2 Boot Sequence Controller Configuration Register

Name: BSC_CR

Address:0xF8048054
Access: Read-write

31 30 29 28 27 26 25 24
| WPKEY |
23 22 21 20 19 18 17 16
| WPKEY |
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - [ — [ - [ — [ _ [BUREG_VALID] BUREG_INDEX |
WPKEY: Write Protect Key (Write-only)
Value Name Description
Writing any other value in this field aborts the write operation of the BOOT field.
0x6683 PASSWD
Always reads as 0.

BUREG_VALID: Validate the data in BUREG_INDEX field
0: No BUREG contains valid Boot Configuration data.

1: The BUREG indicated in BUREG_INDEX contains Boot Configuration data for use in configuring the boot sequence.
BUREG_INDEX: Select the BUREG where the Boot Configuration data shall be read

Value Name Description
0 BUREG_0O Use BUREG 0 value
1 BUREG_1 Use BUREG 1 value
2 BUREG_2 Use BUREG 2 value
3 BUREG_3 Use BUREG 3 value

© 2018 Microchip Technology Inc.
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17.4.3 Backup Registers (BUREG)

The 4 BUREGS used to override the Boot Configuration Word in Fuse are at addresses:

- 0xF8045400
- O0xF8045404
- 0xF8045408
- 0xF804540C
17.4.4 Boot Configuration Word
Reset: 0x00000000
31 30 29 28 27 26 25 24
SECURE_ DISABLE_
- - MODE DNU DNU DNU DNU MONITOR
23 22 21 20 19 18 17 16
EXT_MEM_
DNU D'Sggf— QS,\;ID(')—S(I'EP— DNU DNU BOOT_ JTAG_IO_SET
ENABLE
15 14 13 12 11 10 9 8
| UART_CONSOLE | SDMMC_1 | SDMMC_0 | NFC |
7 6 5 4 3 2 1 0
| SPI_1 SPI_0 [ QSPI_1 [ QSPI_0 |

The Boot Configuration Word comprises the 32 boot configuration bits (see Table 17-8 “Customer Fuse Matrix”).

Note:
SECURE_MODE: Enable Secure Boot Mode
0: Standard Boot Sequence
1: Secure Boot Sequence
DISABLE_MONITOR: Disable SAM-BA Monitor
0: If no boot file found, launch SAM-BA Monitor.
1: SAM-BA Monitor never launched.
DISABLE_BSCR: Disable Read of BSC_CR

0: If the BUREG index in the BSC_CR is valid, its data replace Fuse configuration bits.

1: Does not read BSC_CR content, so the Boot settings are those from the Fuse.
QSPI_XIP_MODE: Enable XIP Mode on QSPI Flash

0: QSPl is accessed in QSPI mode and data copied into internal SRAM.

1: QSPI is accessed in XIP mode, and the bootstrap directly executed from it.
EXT_MEM_BOOT_ENABLE: Enable Boot on External Memories

0: No external memory boot performed.

1: External memory boot enabled.

JTAG_IO_SET: Select the pins used for JTAG access

To avoid any malfunctioning, the user must not write the “DO NOT USE (DNU)” fuse bits.

Value Name Description

0 JTAG_IOSET_1 Use JTAG 10 Set 1
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Value Name Description
1 JTAG_IOSET_2 Use JTAG IO Set 2
2 JTAG_IOSET_3 Use JTAG IO Set 3
3 JTAG_IOSET 4 Use JTAG 10 Set 41
Note 1: In Errata Section, see Section 72.19 “ROM Code: Using JTAG IOSET 4.

UART_CONSOLE: Select the Pins and UART Interface Used as a Console Terminal

Value Name Description
0 UART_1_IOSET 1 Use UART1 10 Set 1
1 UART_0_IOSET 1 Use UARTO 10 Set 1
2 UART_1 IOSET_2 Use UARTL1 IO Set 2
3 UART_2_IOSET_1 Use UART2 10 Set 1
4 UART_2_IOSET_2 Use UART2 10 Set 2
5 UART_2_IOSET_3 Use UART2 10 Set 3
6 UART_3_IOSET 1 Use UART3 10 Set 1
7 UART_3_IOSET_2 Use UART3 10 Set 2
8 UART_3_IOSET_3 Use UART3 10 Set 3
9 UART_4_IOSET_1 Use UART4 10 Set 1
10 DISABLED No console terminal
11 DISABLED No console terminal
12 DISABLED No console terminal
13 DISABLED No console terminal
14 DISABLED No console terminal
15 DISABLED No console terminal

SDMMC_1: Disable SDCard/e.MMC Boot on SDMMC_1
0: Boots on SDMMC_1 using SDMMC_1 PIO Set 1.
1: Disables boot on SDMMC_1.

Note:

Atfter the first boot, the boot on SDMMC_1 can be disabled by setting this bit.

SDMMC_0: Disable SDCard/e.MMC Boot on SDMMC_0
0: Boots on SDMMC_0 using SDMMC_0 PIO Set 1.
1: Disables boot on SDMMC_O0.

Note:

Atfter the first boot, the boot on SDMMC_0 can be disabled by setting this bit.
NFC: Select the PIO Set Used for NFC Boot

Value Name Description
0 NFC_IOSET_1 Use NFC PIO Set 1
1 NFC_IOSET_2 Use NFC PIO Set 2
2 DISABLED NFC boot is disabled
3 DISABLED NFC boot is disabled
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SPI_1: Select the PIO Set Used for SPI_1 Boot

Value Name Description
0 SPI_1_IOSET_1 Use SPI_1 PIO Set 1
1 SPI_1_IOSET 2 Use SPI_1 PIO Set 2
2 SPI_1_IOSET_3 Use SPI_1 PIO Set 3
3 DISABLED SPI_1 boot is disabled

SPI_0: Select the PIO Set Used for SPI_0 Boot

Value Name Description
0 SPI_0_IOSET_1 Use SPI_0 PIO Set 1
1 SPI_0_IOSET 2 Use SPI_0 PIO Set 2
2 DISABLED SPI_0 boot is disabled
3 DISABLED SPI_0 boot is disabled
QSPI_1: Select the PIO Set Used for QSPI_1 Boot
Value Name Description
0 QSPI_1_IOSET 1 Use QSPI_1 PIO Set 1
1 QSPI_1_IOSET_2 Use QSPI_1 PIO Set 2
2 QSPI_1_IOSET_3 Use QSPI_1 PIO Set 3
3 DISABLED QSPI_1 boot is disabled
QSPI_0: Select the PIO Set Used for QSPI_0 Boot
Value Name Description
0 QSPI_0_IOSET 1 Use QSPI_0 PIO Set 1
1 QSPI_O_IOSET_2 Use QSPI_0 PIO Set 2
2 QSPI_0_IOSET_3 Use QSPI_0 PIO Set 3
3 DISABLED QSPI_0 boot is disabled
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17.45 NVM Boot Sequence

The ROM code performs the initialization and valid code detection for the external memories as described below only if those memories
are not disabled in the Boot Configuration word.

Figure 17-3: NVM Bootloader Program Description
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Figure 17-4: NVM Boot Diagram
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to the next boot solution

Initialization OK?
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Restore the reset values for the peripherals.
Perform the REMAP and set the PC to 0
to jump to the downloaded application

End

The NVM bootloader program first initializes the PIOs related to the NVM device. Then it configures the right peripheral depending on the
NVM and tries to access this memory. If the initialization fails, it restores the reset values for the PIO and the peripheral, and then tries to
fulfill the same operations on the next NVM of the sequence.

If the initialization is successful, the NVM bootloader program reads the beginning of the NVM and determines if the NVM contains a valid
code.

If the NVM does not contain a valid code, the NVM bootloader program restores the reset value for the peripherals and then tries to fulfill
the same operations on the next NVM of the sequence.

If a valid code is found, this code is loaded from the NVM into the internal SRAM and executed by branching at address 0x0000_0000
after remap. This code may be the application code or a second-level bootloader. All the calls to functions are PC-relative and do not use
absolute addresses.
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Figure 17-5:

17.4.6

Remap Action after Download Completion
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There are two kinds of valid code detection.

1746.1

ARM Exception Vectors Check

0x0000_0000

0x0020_0000

The NVM bootloader program reads and analyzes the first 28 bytes corresponding to the first seven ARM exception vectors. Except for
the sixth vector, these bytes must implement the ARM instructions for either branch or load PC with PC-relative addressing.

Figure 17-6: LDR Opcode
31 28|27 2423 2019 16|15 12|11 0
11 1 0|0 1 I Pj{U 1 W O Rn Rd Offset
Figure 17-7: B Opcode
31 28|27 24|23 0
11 1 01 0 1 0 Offset (24 bits)
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Unconditional instruction: OxE for bits 31 to 28.
Load PC with the PC-relative addressing instruction:
- Rn=Rd=PC =0xF
- 1==0 (12-bit immediate value)
- P==1 (pre-indexed)
- U offset added (U==1) or subtracted (U==0)
==1
The sixth vector, at the offset 0x14, contains the size of the image to download. The user must replace this vector with the user’s own
vector. This procedure is described below.

Figure 17-8: Arm Vector 6 Structure

31 0

Size of the code to download in bytes

The value has to be smaller than 64 Kbytes.
Example

An example of valid vectors:

00 ea000006 B 0x20
04 eafffffe B 0x04
08 ea00002f B main
Oc eafffffe B 0x0c
10 eafffffe B 0x10
14 00001234 B 0x14 « Code size = 4660 bytes
18 eafffffe B 0x18

17.4.6.2 boot.bin File Check

This method is the one used on FAT-formatted SD Card and e.MMC. The boot program must be a file named “boot . bi n” written in the
root directory of the file system. Its size must not exceed the maximum size allowed: 64 Kbytes (0x10000).

17.4.7 Detailed Memory Boot Procedures

17.4.7.1 NAND Flash Boot: NAND Flash Detection
After the NAND Flash interface configuration, a reset command is sent to the memory.

Hardware ECC detection and correction are provided by the PMECC peripheral. See Section 38.18 “PMECC Controller Functional
Description” for more detalils.

The Boot Program is able to retrieve NAND Flash parameters and ECC requirements using two methods as follows:
* The detection of a specific header written at the beginning of the first page of the NAND Flash,

or

¢ Through the ONFI parameters for the ONFI-compliant memories

However, it is highly recommended to use the NAND Flash Header method (first bullet above) since it indicates exactly how the PMECC
has been configured to write the bootable program in the NAND Flash, and not to rely only on the NAND Flash capabilities.

Note:  Booting on 16-bit NAND Flash is not possible; only 8-bit NAND Flash memories are supported.
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Figure 17-9: Boot NAND Flash Download
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* NAND Flash Specific Header Detection (Recommended Solution)

This is the first method used to determine NAND Flash parameters. After Initialization and Reset command, the Boot Program reads the
first page without an ECC check, to determine whether the NAND parameter header is present. The header is made of 52 times the same
32-bit word (for redundancy reasons) which must contain NAND and PMECC parameters used to correctly perform the read of the rest of
the data in the NAND. This 32-bit word is described below:

31 30 29 28 27 26 25 24

| key - eccOffset |
23 22 21 20 19 18 17 16

| eccOffset sectorSize |
15 14 13 12 11 10 9 8

| eccBitReq spareSize |
7 6 5 4 3 2 1 0

| spareSize nbSectorPerPage usePmecc |

Note:  Booting on 16-bit NAND Flash is not possible; only 8-bit NAND Flash memories are supported.
usePmecc: Use PMECC

0: Do not use PMECC to detect and correct the data.
1: Use PMECC to detect and correct the data.

nbSectorPerPage: Number of Sectors per Page
spareSize: Size of the Spare Zone in Bytes
eccBitReq: Number of ECC Bits Required

0: 2-bit ECC

1: 4-bit ECC

2: 8-bit ECC

3: 12-bit ECC

4: 24-bit ECC

5: 32-bit ECC

sectorSize: Size of the ECC Sector

0: For 512 bytes

1: For 1024 bytes per sector

Other value for future use.

eccOffset: Offset of the First ECC Byte in the Spare Zone
A value below 2 is not allowed and is considered as 2.
key: Value OxC Must be Written here to Validate the Content of the Whole Word.

If the header is valid, the Boot Program continues with the detection of a valid code.
¢ ONFI 2.2 Parameters (Not Recommended)

In case no valid header is found, the Boot Program checks if the NAND Flash is ONFI-compliant, sending a Read Id command (0x90) with
0x20 as parameter for the address. If the NAND Flash is ONFI-compliant, the Boot Program retrieves the following parameters with the
help of the Get Parameter Page command:

* Number of bytes per page (byte 80)

* Number of bytes in spare zone (byte 84)

* Number of ECC bit corrections required (byte 112)

» ECC sector size: by default, set to 512 bytes; or to 1024 bytes if the ECC bit capability above is OxFF
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By default, the ONFI NAND Flash detection turns ON the usePmecc parameter, and the ECC correction algorithm is automatically acti-
vated.

Once the Boot Program retrieves the parameter, using one of the two methods described above, it reads the first page again, with or with-
out ECC, depending on the usePmecc parameter. Then it looks for a valid code programmed just after the header offset 0xDO. If the code
is valid, the program is copied at the beginning of the internal SRAM.

Note:  Booting on 16-bit NAND Flash is not possible; only 8-bit NAND Flash memories are supported.

17.4.7.2 NAND Flash Boot: PMECC Error Detection and Correction
NAND Flash boot procedure uses PMECC to detect and correct errors during NAND Flash read operations in two cases:

* When the usePmecc flag is set in a specific NAND header.
If the flag is not set, no ECC correction is performed during the NAND Flash page read.

« When the NAND Flash has been detected using ONFI parameters.
The ROM memory embeds the Galois field tables. The user does not need to embed them in his own software.
The Galois field tables are mapped in the ROM just after the ROM code, as described in Figure 17-10.

Figure 17-10: Galois Field Table Mapping

0x0000_0000

ROM Code

0x0004_0000

Galois field
tables for
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sectors
correction

0x0004_8000

Galois field
tables for
1024-byte
sectors
correction

For a full description and an example of how to use the PMECC detection and correction feature, see the software package dedicated to
this device on our website.

17.4.7.3 SDCard / e MMC Boot

The SDCard/e.MMC boot requires the Card Detect pin to be connected. If the level on the Card Detect pin is low, SDCard/e.MMC access
is initiated (10s toggling). If not, no communication with SDCard/e.MMC is performed (no 10s toggling).

The SDMMCO0 and SDMMCL1 pin card detect must be left unconnected if the interfaces are used with a non-removable and non-bootable
device (wifi module, etc.).

This prevents the ROM code from trying to boot out of these interfaces and avoids a bad behavior of the boot.

In the case of non-removable devices (soldered on board), the card detect can be managed by software (refer to "Force Card Detect" bit)
or by hardware by enabling the pulldown resistor on SDMMCx_CD PIO after the ROM Code execution.

¢ Supported SDCard Devices
SDCard Boot supports all SDCard memories compliant with the SD Memory Card Specification V3.0. This includes SDMMC cards.
* e.MMC with Boot Partition
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The ROM code first checks if the e. MMC Boot Partition is enabled. If enabled, the ROM code reads the first 64 Kbytes of the boot partition,
and copy them into the internal SRAM.

¢ FAT Filesystem boot
If no boot partition is enabled on an e.MMC, the boot process continues with a Standard SDCard/e.MMC detection, and the ROM code

looks for a “boot . bi n” file in the root directory of a FAT12/16/32 file system.

17.4.7.4 SPI Flash Boot

Two types of SPI Flash are supported: SPI Serial Flash and SPI DataFlash.

The SPI Flash bootloader tries to boot on SPIO, first looking for SPI Serial Flash, and then for SPI DataFlash.
It uses only one valid code detection: analysis of ARM exception vectors.

The SPI Flash read is done by means of a Continuous Read command from the address 0x0. This command is OxE8 for DataFlash and
0xO0B for Serial Flash devices.

« Supported DataFlash Devices
The SPI Flash Boot program supports the DataFlash devices listed in Table 17-1.

Table 17-1: DataFlash Devices

Device Density Page Size (bytes) Number of Pages
AT45DB011 1 Mbit 264 512
AT45DB021 2 Mbits 264 1024
AT45DB041 4 Mbits 264 2048
AT45DB081 8 Mbits 264 4096
AT45DB161 16 Mbits 528 4096
AT45DB321 32 Mbits 528 8192
AT45DB642 64 Mbits 1056 8192
AT45DB641 64 Mbits 264 37768

* Supported Serial Flash Devices

The SPI Flash Boot program supports all SPI Serial Flash devices responding correctly to both Get Status and Continuous Read com-
mands.

17.4.75 QSPI NOR Flash Boot
« Hardware Considerations
The ROM code configures the hardware so that:
- the QSPI controller uses SPI Mode 0 (CPOL = 0 and CPHA = 0),
- the QSPIx_SCK clock frequency is < 50 MHz,
- QSPIx_SCK and QSPIx_CS do not use any internal pullup/pulldown resistor,
- each QSPIx_10{0,1,2,3} uses the PIO controller internal pullup resistor.
« Software Considerations
Before reading any data, the ROM code sends a software reset to the QSPI NOR memory. Then the ROM code looks for the Serial Flash

Discoverable Parameters (SFDP) of the QSPI NOR memory, if available, to learn the parameters (instruction op code, timing settings)
required to read the user-programmed boot file.

If SFDP tables are not available, the ROM code uses hard-coded values as fallback settings to read the boot file.

The ROM code supports any QSPI NOR memory which can provide its Serial Flash Discoverable Parameters (SFDP) as defined in the
JEDEC JESD216B standard.

The supported revisions of this JEDEC standard are:

- JESD216 (version 1.0)
- JESD216 rev. A (version 1.5)
- JESD216 rev. B (version 1.6)
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Refer to the datasheet of the QSPI NOR memory to check compliance with any of the above JEDEC JESD216 standard revisions/ver-
sions.

1. QSPI NOR memories with SFDP (JEDEC JESD216x compliant)

The ROM code reads the memory SFDP tables to learn the factory settings (instruction op code, number of dummy cycles, etc.). The ROM
code also reads bhits[22:20] in DWORD15 from the Basic Flash Parameter Table (refer to JEDEC JESD216B specification) to select and
then execute the relevant procedure, if any, to set the Quad Enable (QE) bit in some internal register of the QSPI NOR memory.

For most memory manufacturers, this QE bit is nonvolatile and must be set before performing any Quad SPI command. This is the only
persistent setting that the ROM code may change in the internal registers of the QSPI NOR memory. All other settings are kept unchanged.

Note:  Values 001b and 100b for bits[22:20] in DWORD15 are not correctly supported by ROM code rev. C. Consequently, booting
from memories using one the above values in their SFDP tables is likely to fail. AlImost all Winbond QSPI NOR memories suffer
from this issue.

Refer to the datasheet of the QSPI NOR memory to find which value was chosen by the memory manufacturer and written into the SFDP
tables.

Finally, the ROM code reads the boot file from the data area of the QSPI NOR memory, and then continues its boot procedure.
2. QSPI NOR memories without SFDP
This section only applies when the ROM code fails to read the SFDP tables from the QSPI NOR memory.

The ROM code reads the JEDEC ID of the QSPI NOR memory, and then selects the read settings based on the manufacturer ID (first
byte of the JEDEC ID) from the following hard-coded values:

Cypress Macronix Winbond
(01h) Micron (20h) (C2h) (EFh) Others
Fast Read protocol SPI 1-4-4 SPI 1-4-4 SPI 1-4-4 SPI 1-4-4 SPI1-1-1
Fast Read op code EBh EBh EBh EBh 0Bh
Address width 24 bits 24 bits 24 bits 24 bits 24 bits
Number of mode clock cycles | 2 1 2 2 0
Number of wait states 4 9 4 4 8
Oh
The ROM code first sets
(VCR)
e rode s e 0 Lon
XIP supported yes yes yes yes no

Those hard-coded parameters give a last chance to the ROM code to boot from a QSPI NOR memory in either normal mode or XIP (con-

tinuous read) mode.
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Table 17-2: QSPI NOR Memories Tested with and Supported ROM Code (non exhaustive)

Manufacturer

Memories

Microchip (SST)

SST26VF016B
SST26VF032B
SST26VF032BA
SST26VF064B

Micron

N25Q128A
N25Q128A13ESF
N25Q256A13ESF
N25Q512A13
MT25QL01G

Macronix

MX25V4035FM2|
MX25V8035FM2I
MX25V1635FM2|
MX25L3233FM21-08G
MX25L3273FM21-08G
MX25L6433FM21-08G
MX25L6473FM21-08G
MX25L12835FM21-10G
MX25L12845GMI-08G
MX25L12873GM2I-08G
MX25L25645G
MX25L25673G
MX25L51245GMI-10G
MX66L1G45GMI-08G

Spansion

S25FL127 (normal boot only; XIP fails)
S25FL164
S25FL512

Winbond

Limited support. Refer to Note.
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17.4.8 Hardware and Software Constraints
The table below provides clock frequencies configured by the ROM code during boot.

Table 17-3: Clock Frequencies during External Memory Boot Sequence
Clock Frequency
PLLA 756 MHz
PCK 378 MHz
MCK 126 MHz
SDMMC (init/operational) 400 kHz / 25 MHz
SPI 12 MHz
QSPI 50 MHz

The NVM drivers use several PIOs in Peripheral mode to communicate with external memory devices. Care must be taken when these
P1Os are used by the application. The connected devices could be unintentionally driven at boot time, and thus electrical conflicts between
the output pins used by the NVM drivers and the connected devices could occur.

To ensure the correct functionality, it is recommended to plug in critical devices to other pins not used by the NVM.

Table 17-4 contains a list of pins that are driven during the boot program execution. These pins are driven during the boot sequence for a
period of less than 1 second if no correct boot program is found. The drive strength of some 1/O pins is set to ‘medium’ while the pins are

used in peripheral mode by the ROM code.

Before performing the jump to the application in the internal SRAM, all the P1Os and peripherals used in the boot program are set to their

reset state.
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Table 17-4: P10 Driven during Boot Program Execution
NVM Bootloader Peripheral 10 Set Pin PIO Line Drive Strength
SDMMCO_CK PIOAO low
SDMMCO_CMD PIOA1 medium
SDMMCO_DATO PIOA2 medium
SDMMCO_DAT1 PIOA3 medium
SDMMCO_DAT?2 PIOA4 medium
SDMMCO_DAT3 PIOA5S medium
SDMMCO_DAT4 PIOAG6 low
SDMMC_0 1
SDMMCO_DATS5 PIOA7 low
SDMMCO_DAT6 PIOAS8 low
SDMMCO_DAT7 PIOA9 low
SDMMCO_RSTN PIOA10 medium
SD Card / e.MMC SDMMCO_1V8SEL PIOAl11l low
SDMMCO_WP PIOA12 medium
SDMMCO_CD PIOA13 medium
SDMMC1_DATO PIOA18 medium
SDMMC1_DAT1 PIOA19 medium
SDMMC1_DAT2 PIOA20 medium
SDMMC1_DAT3 PIOA21 medium
SDMMC_1 1 SDMMC1_CK PIOA22 low
SDMMC1_RSTN PIOA27 medium
SDMMC1_CMD PIOA28 medium
SDMMC1_WP PIOA29 medium
SDMMC1_CD PIOA30 medium
DO-D7 PIOA22-PIOA29 low
NANDWE PIOA30 low
NANDCS3 PIOA31 low
! NAND ALE PIOBO low
NAND CLE PIOB1 low
NANDOE P1OB2 low
NAND Flash HSMC
DO-D7 PIOAO-PIOA7 low
NANDWE PIOA8 low
NANDCS3 PIOA9 low
2 NAND ALE PIOA10 low
NAND CLE PIOAl11l low
NANDOE PIOA12 low
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Table 17-4: P10 Driven during Boot Program Execution (Continued)

NVM Bootloader Peripheral 10 Set Pin PIO Line Drive Strength
SPCK PIOA14 low
MOSI PIOA15 low
1
MISO PIOA16 medium
NPCS0 PIOA17 low
SPI_O
NPCS0 PIOA30 low
MISO PIOA31 medium
2
MOSI PIOBO low
SPCK PIOB1 low
SPCK PIOC1 low
MOSI PIOC2 low
SPI Flash 1
MISO PIOC3 medium
NPCSO PIOC4 low
SPCK PIOA22 low
MOSI PIOA23 low
SPI_1 2
MISO PIOA24 medium
NPCSO PIOA25 low
SPCK P1OD25 low
MOSI PIOD26 low
3
MISO PIOD27 medium
NPCS0 PIOD28 low
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Table 17-4: P10 Driven during Boot Program Execution (Continued)

NVM Bootloader Peripheral 10 Set Pin PIO Line Drive Strength

SCK PIOAO low

Cs PIOA1 low

100 PIOA2 low
QSPI_0 1

101 PIOA3 low

102 PIOA4 low

103 PIOA5 low

SCK PIOA14 low

Cs PIOA15 low

100 PIOA16 medium
QSPI_0 2

101 PIOA17 medium

102 PIOA18 medium

103 PIOA19 medium

SCK PIOA22 low

CSs PIOA23 low

100 PIOA24 medium
QSPI_0 3

101 PIOA25 medium

102 PIOA26 medium

103 PIOA27 medium

QSPI Flash

SCK PIOA6 low

CSs PIOA7 medium

100 PIOA8 medium
QSPI_ 1 1

101 PIOA9 medium

102 PIOA10 medium

103 PIOA11 low

SCK PIOB5 low

Cs PIOB6 low

100 PIOB7 medium
QSPI_1 2

101 P1OBS8 medium

102 P10OB9 medium

103 PIOB10 medium

SCK PIOB14 low

CSs PIOB15 low

100 PIOB16 medium
QSPI_1 3

101 PIOB17 medium

102 PIOB18 medium

103 PIOB19 medium
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Table 17-4: P10 Driven during Boot Program Execution (Continued)

NVM Bootloader Peripheral 10 Set Pin PIO Line Drive Strength
DRXD PIOB26 low
UART 0 1
DTXD P10OB27 low
DRXD P1OD2 low
1
DTXD PIOD3 low
UART 1
DRXD PIOC7 low
2
DTXD PIOC8 low
DRXD PIOD4 low
1
DTXD PIOD5 low
DRXD PIOD23 low
UART 2 2
Console Terminal and DTXD PIOD24 low
SAM-BA Monitor DRXD PIOD19 low
3
DTXD P1OD20 low
DRXD PIOC12 low
1
DTXD PIOC13 low
DRXD PIOC31 low
UART 3 2
DTXD PIODO low
DRXD PIOB11 low
3
DTXD PIOB12 low
DRXD P1OB3 low
UART 4 1
DTXD P1OB4 low
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Table 17-4: P10 Driven during Boot Program Execution (Continued)

NVM Bootloader Peripheral 10 Set Pin PIO Line Drive Strength
TCK P1OD14 low
TDI PIOD15 low
1 TDO PIOD16 low
T™MS PIOD17 low
NTRST PIOD18 low
TCK PIOD6 low
TDI PIOD7 low
2 TDO P1OD8 low
TMS PIOD9 low
NTRST PIOD10 low
Debug Port JTAG
TCK P1OD27 low
TDI P10D28 low
3 TDO P10D29 low
T™MS P10OD30 low
NTRST PIOD31 low
TCK PIOA22 low
TDI PIOA23 low
4 TDO PIOA24 low
T™MS PIOA25 low
NTRST PIOA26 low
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17.5 SAM-BA Monitor

This part of the ROM code is executed when no valid code is found in any NVM during the NVM boot sequence, and if the

DISABLE_MONITOR Fuse bit is not set.

The Main Oscillator is enabled and set in the bypass mode. If the MOSCSELS bit rises, an external clock is connected. If not, the Bypass
mode is cleared to attempt external quartz detection. This detection is successful when the MOSCXTS and MOSCSELS bits rise, else the

internal 12 MHz fast RC oscillator is used as the Main Clock.

If an external clock or crystal frequency is found, then the PLLA is configured to allow communication on the USB link for the SAM-BA

Monitor, else the Main Clock is switched back to the internal 12 MHz fast RC oscillator and USB is not activated.

The SAM-BA Monitor steps are:

« |nitialize UART and USB.
¢ Check if USB Device enumeration occurred.
¢ Check if characters are received on the UART.

Once the communication interface is identified, the application runs in an infinite loop waiting for different commands as listed in

Table 17-5.

Figure 17-11: SAM-BA Monitor Diagram

No valid code in NVM

External clock
detection

Init UART and USB

No

USB enumeration
successful?

Run monitor
Wait for command
on the USB link

Character(s) received
on UART?

Run monitor
Wait for command
on the UART link
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17.5.1 Command List

Table 17-5: Commands Available through the SAM-BA Monitor
Command Action Argument(s) Example
N Set Normal Mode No argument N#
T Set Terminal Mode No argument T#
(@) Write a byte Address, Value# 0200001,CA#
0 Read a byte Address,# 0200001,#
H Write a half word Address, Value# H200002,CAFE#
h Read a half word Address,# h200002,#
w Write a word Address, Value# W200000,CAFEDECA#
w Read a word Address,# w200000,#
S Send a file Address,# S200000,#
R Receive a file Address, NbOfBytes# R200000,1234#
G Go Address# G200200#
\Y Display version No argument V#

¢ Mode commands:
- Normal mode configures SAM-BA Monitor to send / receive data in binary format,
- Terminal mode configures SAM-BA Monitor to send / receive data in ASCII format.
« Write commands: Writes a byte (O), a halfword (H) or a word (W) to the target
- Address: Address in hexadecimal
- Value: Byte, halfword or word to write in hexadecimal
- Output: >’
* Read commands: Reads a byte (0), a halfword (h) or a word (w) from the target
- Address: Address in hexadecimal
- Output: The byte, halfword or word read in hexadecimal followed by *>’
» Send afile (S): Sends a file to a specified address
- Address: Address in hexadecimal
- Output: >’
Note:  There is a timeout on this command which is reached when the prompt >’ appears before the end of the command execution.

» Receive a file (R): Receives data into a file from a specified address
- Address: Address in hexadecimal
- NbOfBytes: Number of bytes in hexadecimal to receive
- Output: >’
* Go (G): Jumps to a specified address and executes the code
- Address: Address to jump to in hexadecimal

- Output: >’ once returned from the program execution. If the executed program does not handle the link register at its entry and
does not return, the prompt is not displayed.

» Get Version (V): Returns the Boot Program version
- Output: version, date and time of ROM code followed by >’

17.5.2 UART Port
Communication is performed through the UART port initialized to 115,200 bauds, 8 bits of data, no parity, 1 stop bit.

17.5.2.1 Xmodem Protocol

The Send and Receive File commands use the Xmodem protocol to communicate. Any terminal using this protocol can be used to send
the application file to the target. The size of the binary file to send depends on the SRAM size embedded in the product. In all cases, the
size of the binary file must be lower than the SRAM size because the Xmodem protocol requires some SRAM memory in order to work.
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The Xmodem protocol supported is the 128-byte length block. This protocol uses a two-character CRC16 to guarantee detection of max-
imum bit errors.

Xmodem protocol with CRC is supported by successful transmission reports provided both by a sender and by a receiver. Each transfer
block is as follows:

<SOH><blk #><255-blk #><--128 data bytes--><checksum> in which:

- <SOH> =01 hex

- <blk #> = binary number, starts at 01, increments by 1, and wraps OFFH to 00H (not to 01)
- <255-blk #> = 1's complement of the blk#.

- <checksum> = 2 bytes CRC16

Figure 17-12 shows a transmission using this protocol.

Figure 17-12: Xmodem Transfer Example
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17.5.3 USB Device Port

175.3.1 Supported External Crystal / External Clocks
The SAM-BA Monitor only supports an external crystal or external clock frequency at 12 MHz to allow USB communication.

17.5.3.2 USB Class

The device uses the USB Communication Device Class (CDC) drivers to take advantage of the installed PC Serial Communication soft-
ware to talk over the USB. The CDC is implemented in all releases of Windows®, starting from Windows 98SE®. The CDC document,
available at www.usb.org, describes how to implement devices such as ISDN modems and virtual COM ports.

Vendor ID is 0x03EB. The product ID is 0x6124. These references are used by the host operating system to mount the correct driver. On
Windows systems, INF files contain the correspondence between vendor ID and product ID.
17.5.3.3 Enumeration Process

The USB protocol is a master/slave protocol. The host starts the enumeration, sending requests to the device through the control endpoint.
The device handles standard requests as defined in the USB Specification.
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Table 17-6: Handled Standard Requests

Request Definition

GET_DESCRIPTOR Returns the current device configuration value
SET_ADDRESS Sets the device address for all future device access
SET_CONFIGURATION Sets the device configuration
GET_CONFIGURATION Returns the current device configuration value
GET_STATUS Returns status for the specified recipient
SET_FEATURE Used to set or enable a specific feature
CLEAR_FEATURE Used to clear or disable a specific feature

The device also handles some class requests defined in the CDC class.

Table 17-7: Handled Class Requests

Request Definition

SET_LINE_CODING Configures DTE rate, stop bits, parity and number of character bits
GET_LINE_CODING Requests current DTE rate, stop bits, parity and number of character bits
SET_CONTROL_LINE_STATE | RS-232 signal used to indicate to the DCE device that the DTE device is now present

Unhandled requests are stalled.

175.3.4 Communication Endpoints
Endpoint 0 is used for the enumeration process.
Endpoint 1 (64-byte Bulk OUT) and endpoint 2 (64-byte Bulk IN) are used as communication endpoints.

SAM-BA Boot commands are sent by the host through Endpoint 1. If required, the message is split into several data payloads by the host
driver.

If the command requires a response, the host sends IN transactions to pick up the response.

17.6 Fuse Box Controller

Read/write access to the fuse bits requires that the internal 12 MHz RC oscillator is enabled.
17.6.1 Fuse Bit Mapping

One 32-bit word is reserved for boot configuration. 512 fuse bits are available for customer needs.

Writing a ‘1’ to SFR_SECURE.FUSE disables access to the Secure Fuse Controller (SFC).
To avoid any malfunctioning, the user must not write the “DO NOT USE (DNU)” fuse bits in the Boot Configuration area.
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Table 17-8: Customer Fuse Matrix
SFC_DR| Bits Use
16 |[543:512]| JTAG_DIS[543] SE(ISI_;.[EEZL;G_ Boot Configuration bits[541:512]<1)
15 |[511:480]
14 |[479:448]
13 |[447:416]
12 |[415:384]
11 |[383:352]
10 |[351:320]
9  |[319:288]
8  |[287:256]
USER_DATA[511:0]
7 |[255:224]
6 |[223:192]
5  |[191:160]
4 |[159:128]
3 [127:96]
2 [95:64]
1 [63:32]
0 [31:0]

Note 1: See Section 17.4.4 “Boot Configuration Word” for details on the contents of these bits.

Table 17-9: Special Function Bits
JTAG Disable Secure Debug Disable
(Fuse bit 543) (Fuse bit 542) Description
0 0 Full JTAG debug allowed in Secure and Normal modes
0 1 JTAG debug allowed in Normal mode only (not in Secure mode)
1 X JTAG debug disabled
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18.  AXI Matrix (AXIMX)

18.1 Description

The AXI Matrix comprises the embedded Advanced Extensible Interface (AXI) bus protocol which supports separate address/control and
data phases, unaligned data transfers using byte strobes, burst-based transactions with only start address issued, separate read and write
data channels to enable low-cost DMA, ability to issue multiple outstanding addresses, out-of-order transaction completion, and easy addi-
tion of register stages to provide timing closure.

18.2 Embedded Characteristics

« High performance AXI network interconnect
* 1 Master:
- Cortex-A5 Core
* 2 Slaves:
- ROM
- AXI/AHB bridge to AHB Matrix
Single-cycle arbitration
« Full pipelining to prevent master stalls
* 1 remap state

3

18.3 Operation

18.3.1 Remap

Remap states are managed in the AX| Matrix Remap Register (AXIMX_REMAP): AXIMX_REMAP.REMAPO (register bit 0) is used to
remap RAM @ addr 0x00000000.

See Section 18.4 “AXI Matrix (AXIMX) User Interface”.

The number of remap states can be defined using eight bits of the AXIMX_REMAP register, and a bit in AXIMX_REMAP controls each
remap state.

Each remap state can be used to control the address decoding for one or more slave interfaces. If a slave interface is affected by two
remap states that are both asserted, the remap state with the lowest remap bit number takes precedence.

Each slave interface can be configured independently so that a remap state can perform different functions for different masters.
A remap state can:

« Alias a memory region into two different address ranges
« Move an address region
* Remove an address region

Because of the nature of the distributed register subsystem, the masters receive the updated remap bit states in sequence, and not simul-
taneously.

A slave interface does not update to the latest remap bit setting until:

* The address completion handshake accepts any transaction that is pending
* Any current lock sequence completes

At powerup, ROM is seen at address 0. After powerup, the internal SRAM can be moved down to address 0 by means of the remap bits.

18.4 AXI Matrix (AXIMX) User Interface

Table 18-1: Register Mapping

Offset Register Name Access Reset
0x00 AXI Matrix Remap Register AXIMX_REMAP Write-only -
0x04-0x43108 Reserved - - -
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18.4.1 AXI Matrix Remap Register
Name: AXIMX_REMAP
Address: 0x00600000
Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
- - - _ _ - REMAPO |

REMAPO: Remap State 0
SRAM is seen at address 0x00000000 (through AHB slave interface) instead of ROM.
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19.  Matrix (H64MX/H32MX)

19.1 Description

In order to reduce power consumption without loss in performance, the system embeds three matrixes: one based on the AXI protocol
(AXIMX) and two based on the AHB protocol (H64MX and H32MX). This section describes the implementation of the 64-bit AHB Matrix
(H64MX) and the 32-bit AHB Matrix (H32MX).

For details on the matrix based on the AXI protocol, refer to Section 18. “AXI Matrix (AXIMX)".

Each AHB Matrix implements a multilayer AHB, based on the AHB-Lite protocol, which enables parallel access paths between multiple
AHB masters and slaves in a system, thus increasing the overall bandwidth. The normal latency to connect a master to a slave is one
cycle, except for the default master of the accessed slave which is connected directly (zero cycle latency).

Note:  When a master and a slave are on different bus matrixes (AXIMX, H64MX, or H32MX), both matrixes (H64MX and H32MX)
and the bridge between the bus matrixes must be configured accordingly.

19.2 Embedded Characteristics

e 32-bit or 64-bit Data Bus
¢ 64-bit AHB Matrix (H64MX) Providing 12 Masters and 15 Slaves
» 32-bit AHB Matrix (H32MX) Providing 8 Masters and 6 Slaves
¢ One Address Decoder for Each Master
¢ Support for Long Bursts of Length 32, 64, 128 and Up to the Limit of 256-bit Burst Beats of Words
« Enhanced Programmable Mixed Arbitration for Each Slave:
- Round-robin
- Fixed priority
- Latency quality of service
* Programmable Default Master for Each Slave:
- No default master
- Last accessed default master
- Fixed default master
« Deterministic Maximum Access Latency for Masters
e Zero or One Cycle Arbitration Latency for the First Access of a Burst
¢ Bus Lock Forwarding to Slaves
* One Special Function Register for Each Slave (not dedicated)
* Register Write Protection
* ARM TrustZone Technology Extension to AHB and APB
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19.3  64-bit Matrix (H64MX)

19.3.1 Matrix Masters
The H64MX manages 12 masters, which means that each master can perform an access, concurrently with others, to an available slave.

This matrix operates at MCK.

Each master has its own decoder, which is defined specifically for each master. In order to simplify the addressing, all the masters have
the same decodings.

Table 19-1: List of H64MX Masters
Master No. | Name Security Type
0 Bridge from AXI Matrix (Core) Not applicable
1,2 DMA Controller 0 Peripheral Securable
3,4 DMA Controller 1 Peripheral Securable
5,6 LCDC DMA Peripheral Securable
7 SDMMCO Peripheral Securable
8 SDMMC1 Peripheral Securable
9 ISC DMA Peripheral Securable
10 AESB Not applicable(?)
11 Bridge from H32MX to H64MX Not applicable

Note 1: Master signals secure/not secure are propagated through the AES bridge.

19.3.2 Matrix Slaves

The H64MX manages 15 slaves. Each slave has its own arbiter providing a dedicated arbitration per slave.

Table 19-2: List of HB4MX Slaves
Slave No. | Description TZ Access Management
0 Bridge from H64MX to H32MX Not applicable
H64MX Peripheral Bridge HSELO: not applicable
SDMMCO HSElfl: Internal Securable to Peripheral:
1 1 region®
SDMMC1 HSEITZ: Internal Securable to Peripheral:
1 region™
2 DDR2 Port 0 - AESB Scalable Securable: 4 regions?)
3 DDR2 Port 1 Scalable Securable: 4 regions?)
4 DDR2 Port 2 Scalable Securable: 4 regions?)
5 DDR2 Port 3 Scalable Securable: 4 regions(z)
6 DDR2 Port 4 Scalable Securable: 4 regions(z)
7 DDR2 Port 5 Scalable Securable: 4 regions?)
8 DDR2 Port 6 Scalable Securable: 4 regions?)
9 DDR2 Port 7 Scalable Securable: 4 regions?)
10 Internal SRAM 128K Internal Securable: 1 region
11 Internal SRAM 128K (Cache L2) | Internal Securable: 1 region
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Table 19-2: List of H64MX Slaves (Continued)
Slave No. | Description TZ Access Management
12 QSPIO Internal Securable: 1 region
13 QSPI1 Internal Securable: 1 region
14 AESB Not applicable
Note 1:

19.3.3

figuration. For each SDMMCX, a coherent configuration must be done on
- the AHB Slave,

- MATRIX_SPSELSR for general interrupt and AHB Master,

- MATRIX_SPSELSR for TIMER interrupt

2: For coherency, each DDR2 port shall have the same TZ access management configuration.

Master to Slave Access

Particular case: see Section 19.12.4 “Security Types of AHB Slave Peripherals” for Internal Securable to Peripheral type con-

Table 19-3 shows how masters and slaves interconnect. Writing in a register or field not dedicated to a master or a slave has no effect.

Table 19-3: Master to Slave Access on H64MX
MASTER
0 1 2 3 4 5 6 7 8 9 10 11
Bridge
from Bridge
AXIMX SDMMCO | SDMMC1 ISC from
SLAVE (Core) XDMACO XDMAC1 LCDC DMA DMA DMA DMA AESB | H32MX

0 Erﬁgg,:‘/r&m H64MX X X X X X . . . . . . .
. ggggﬂex Peripheral X X X X X - i - - . - X
SDMMCO0-SDMMC1 X X X X X — — — — — — X

2 DDR2 Port 0 — — — — — — — — — — X —
3 DDR2 Port 1 X — — — — — — — — — — —
4 DDR2 Port 2 — — — — — X — — — — — —
5 |DDR2 Port3 — — — — — — X — — — — —
6 | DDR2 Port 4 — — — — — — — X X X — —
7 |DDR2Port5 — X — X — — — — — — — —
8 |DDR2 Port6 — — X — X — — — — — — —
9 |DDR2Port7 — — — — — — — — — — — X
10 |Internal SRAM X X X X X — X
11 |L2C SRAM X X X X X — X
12 | QSPIO X X X X X — — — — — X
13 | QSPI1 X X X X X — — — — — X
14 | AESB X X X X X — — — — — — X
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19.4  32-bit Matrix (H32MX)

194.1

The H32MX manages eight masters, which means that each master can perform an access, concurrently with others, to an available
slave.

This matrix can operate at MCK if MCK is lower than 83 MHz, or at MCK/2 if MCK is higher than 83 MHz. Refer to Section 34. “Power
Management Controller (PMC)” for more details.

Matrix Masters

Each master has its own decoder, which is defined specifically for each master. In order to simplify the addressing, all the masters have
the same decodings.

Table 19-4: List of H32MX Masters
Master No. | Name Security Type

0 Bridge from H64MX to H32MX Not applicable
1 Integrity Check Monitor (ICM) Peripheral Securable
2 UHPHS EHCI DMA Peripheral Securable
3 UHPHS OHCI DMA Peripheral Securable
4 UDPHS DMA Peripheral Securable
5 GMAC DMA Peripheral Securable
6 CANO DMA Peripheral Securable
7 CAN1 DMA Peripheral Securable

19.4.2 Matrix Slaves

The H32MX manages six slaves. Each slave has its own arbiter providing a dedicated arbitration per slave.

Table 19-5: List of H32MX Slaves
Slave No. Description TZ Access Management
0 Bridge from H32MX to H64MX Not applicable
1 H32MX Peripheral Bridge 0 Not applicable
2 H32MX Peripheral Bridge 1 Not applicable
External Securable: 7 regions:
HSELO: 0x10000000 128 MB CSO
HSEL1: 0x18000000 128 MB CSO
External Bus Interface HSEL2: 0x60000000 128 MB CS1
HSEL3: 0x68000000 128 MB CS1
3 HSEL4: 0x70000000 128 MB CS2
HSELS5: 0x78000000 128 MB CS2
HSEL6: 0x80000000 128 MB CS3
) Internal Securable to Peripheral: 1 region
NFC Command Register
HSEL7: 0xC0000000 256 MB NFCCMD
4 NFC SRAM Internal Securable: 1 region
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Table 19-5: List of H32MX Slaves (Continued)

Slave No. Description TZ Access Management
USB Device High Speed (UDPHS) Dual Port . . .
RAM (DPR) HSELO: Internal Securable: 1 region
5 USB Host (UHPHS) OHCI registers HSEL1: Internal Securable to Peripheral: 1 region(l)
USB Host (UHPHS) EHCI registers HSEL2: Internal Securable to Peripheral: 1 region®
6 Peripheral Touch Controller (PTC) Internal Securable: 1 region

Note 1: UHPHS: Coherent configuration must be done on:
- AHB Slave UHPHS OHCI Internal Securable Peripheral
- AHB Slave UHPHS EHCI Internal Securable Peripheral
- MATRIX_SPSELSR for Interrupt and AHB Master

19.4.3 Master to Slave Access
Table 19-6 shows how masters and slaves interconnect. Writing in a register or field not dedicated to a master or a slave has no effect.

Table 19-6: Master to Slave Access on H32MX

MASTER
0 (Through Bridge from H64MX) 1 2 3 4 5 6
XDMACO XDMAC1 UHPHS | UHPHS

EHCI OHCI UDPHS GMAC CANO

SLAVE Core IFO IF1 IFO IF1 ICM DMA DMA DMA DMA DMA
0 Egif\;;(from H32MX to . _ . . . X X X X X v
1 | H32MX Peripheral Bridge 0 X — X — — — — — —
2 | H32MX Peripheral Bridge 1 X — — — — — — —
EBI CS0..CS3 X X — X — X — — — — —
° NFC Command Register X X — X — — — — — — —
4 | NFC SRAM X X — X — — — — — — —
UDPHS RAM X — — — X — — — — — —
5 | UHP OHCI Reg X — — — X — — — — — _
UHP EHCI Reg X — — — X — — — — — —
6 Peripheral Touch Controller X o . - o o . i B _ -

(PTC)

19.5 Memory Mapping

The Bus Matrix provides one decoder for every AHB master interface. The decoder offers each AHB master several memory mappings.
Each memory area may be assigned to several slaves. Booting at the same address while using different AHB slaves (i.e., external RAM,
internal ROM or internal Flash, etc.) becomes possible.

19.6 Special Bus Granting Mechanism

The Bus Matrix provides some speculative bus granting techniques in order to anticipate access requests from masters. This mechanism
reduces latency at first access of a burst, or for a single transfer, as long as the slave is free from any other master access. It does not
provide any benefit if the slave is continuously accessed by more than one master, since arbitration is pipelined and has no negative effect
on the slave bandwidth or access latency.

This bus granting mechanism sets a different default master for every slave.

At the end of the current access, if no other request is pending, the slave remains connected to its associated default master. A slave can
be associated with three kinds of default masters:
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¢ No default master
* Last access master
¢ Fixed default master

To change from one type of default master to another, the Bus Matrix user interface provides Slave Configuration Registers, one for every
slave, which set a default master for each slave. The Slave Configuration Register contains two fields to manage master selection:
DEFMSTR_TYPE and FIXED_DEFMSTR. The 2-bit DEFMSTR_TYPE field selects the default master type (no default, last access mas-
ter, fixed default master), whereas the 4-bit FIXED_DEFMSTR field selects a fixed default master provided that DEFMSTR_TYPE is set
to fixed default master. See Section 19.13.2 “Bus Matrix Slave Configuration Registers”.

19.7 No Default Master

After the end of the current access, if no other request is pending, the slave is disconnected from all masters.

This configuration incurs one latency clock cycle for the first access of a burst after bus Idle. Arbitration without default master may be
used for masters that perform significant bursts or several transfers with no Idle in between, or if the slave bus bandwidth is widely used
by one or more masters.

This configuration provides no benefit on access latency or bandwidth when reaching maximum slave bus throughput regardless of the
number of requesting masters.

19.8 Last Access Master
After the end of the current access, if no other request is pending, the slave remains connected to the last master that performed an access
request.

This allows the Bus Matrix to remove the one latency cycle for the last master that accessed the slave. Other nonprivileged masters still
get one latency clock cycle if they need to access the same slave. This technique is used for masters that mainly perform single accesses
or short bursts with some Idle cycles in between.

This configuration provides no benefit on access latency or bandwidth when reaching maximum slave bus throughput whatever is the num-
ber of requesting masters.

19.9 Fixed Default Master

Atfter the end of the current access, if no other request is pending, the slave connects to its fixed default master. Unlike the last access
master, the fixed default master does not change unless the user modifies it by software (FIXED_DEFMSTR field of the related
MATRIX_SCFG).

This allows the Bus Matrix arbiters to remove the one latency clock cycle for the fixed default master of the slave. All requests attempted
by the fixed default master do not cause any arbitration latency, whereas other nonprivileged masters will get one latency cycle. This tech-
nique is used for a master that mainly performs single accesses or short bursts with Idle cycles in between.

This configuration provides no benefit on access latency or bandwidth when reaching maximum slave bus throughput, regardless of the
number of requesting masters.

19.10 Arbitration

The Bus Matrix provides an arbitration mechanism that reduces latency when conflicts occur, i.e., when two or more masters try to access
the same slave at the same time. One arbiter per AHB slave is provided, thus arbitrating each slave specifically.

The Bus Matrix provides the user with the possibility of choosing between two arbitration types or mixing them for each slave:

« Round-robin Arbitration (default)
¢ Fixed Priority Arbitration

The resulting algorithm may be complemented by selecting a default master configuration for each slave.
When rearbitration must be done, specific conditions apply. See Section 19.10.1 “Arbitration Scheduling”.

19.10.1 Arbitration Scheduling
Each arbiter has the ability to arbitrate between two or more master requests. In order to avoid burst breaking and also to provide the
maximum throughput for slave interfaces, arbitration may only take place during the following cycles:

« Idle Cycles: when a slave is not connected to any master or is connected to a master which is not currently accessing it.
* Single Cycles: when a slave is currently performing a single access.
« End of Burst Cycles: when the current cycle is the last cycle of a burst transfer. For defined burst length, predicted end of burst
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matches the size of the transfer but is managed differently for undefined burst length. See Section 19.10.1.1 “Undefined Length
Burst Arbitration”.

< Slot Cycle Limit: when the slot cycle counter has reached the limit value indicating that the current master access is too long and
must be broken. See Section 19.10.1.2 “Slot Cycle Limit Arbitration”.

19.10.1.1 Undefined Length Burst Arbitration

In order to prevent long AHB burst lengths that can lock the access to the slave for an excessive period of time, the user can trigger the
rearbitration before the end of the incremental bursts. The rearbitration period can be selected from the following Undefined Length Burst
Type (ULBT) possibilities:

« Unlimited: no predetermined end of burst is generated. This value enables 1 Kbyte burst lengths.

« 1-beat bursts: predetermined end of burst is generated at each single transfer during the INCR transfer.

* 4-beat bursts: predetermined end of burst is generated at the end of each 4-beat boundary during INCR transfer.

« 8-beat bursts: predetermined end of burst is generated at the end of each 8-beat boundary during INCR transfer.

« 16-beat bursts: predetermined end of burst is generated at the end of each 16-beat boundary during INCR transfer.

e 32-beat bursts: predetermined end of burst is generated at the end of each 32-beat boundary during INCR transfer.

e 64-beat bursts: predetermined end of burst is generated at the end of each 64-beat boundary during INCR transfer.

« 128-beat bursts: predetermined end of burst is generated at the end of each 128-beat boundary during INCR transfer.

The use of undefined length 8-beat bursts, or less, is discouraged since this may decrease the overall bus bandwidth due to arbitration
and slave latencies at each first access of a burst.

However, if the usual length of undefined length bursts is known for a master it is recommended to configure the ULBT accordingly.
This selection can be done through the ULBT field of the Master Configuration Registers (MATRIX_MCFG).

19.10.1.2 Slot Cycle Limit Arbitration

The Bus Matrix contains specific logic to break long accesses, such as very long bursts on a very slow slave (e.g., an external low speed
memory). At each arbitration time, a counter is loaded with the value previously written in the SLOT_CYCLE field of the related Slave
Configuration Register (MATRIX_SCFG) and decreased at each clock cycle. When the counter elapses, the arbiter has the ability to rear-
bitrate at the end of the current AHB access cycle.

Unless a master has a very tight access latency constraint, which could lead to data overflow or underflow due to a badly undersized inter-
nal FIFO with respect to its throughput, the Slot Cycle Limit should be disabled (SLOT_CYCLE = 0) or set to its default maximum value in
order not to inefficiently break long bursts performed by some masters.

In most cases, this feature is not needed and should be disabled for power saving.
Warning: This feature cannot prevent any slave from locking its access indefinitely.

19.10.2 Arbitration Priority Scheme

The bus Matrix arbitration scheme is organized in priority pools, each corresponding to an access criticality class as shown in the “Latency
Quality of Service” column in Table 19-7.

Table 19-7: Arbitration Priority Pools

Priority Pool Latency Quality of Service

Latency Critical

Latency Sensitive

Bandwidth Sensitive

O | | N | W

Background Transfers

Round-robin priority is used in the highest and lowest priority pools 3 and 0, whereas fixed level priority is used between priority pools and
in the intermediate priority pools 2 and 1. See Section 19.10.2.2 “Round-robin Arbitration”.

For each slave, each master is assigned to one of the slave priority pools through the priority registers for slaves (MxPR fields of
MATRIX_PRAS and MATRIX_PRBS). When evaluating master requests, this priority pool level always takes precedence.

After reset, most of the masters belong to the lowest priority pool (MxPR = 0, Background Transfer) and are therefore granted bus access
in a true round-robin order.
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The highest priority pool must be specifically reserved for masters requiring very low access latency. If more than one master belongs to
this pool, they will be granted bus access in a biased round-robin manner which allows tight and deterministic maximum access latency
from AHB requests. In the worst case, any currently occurring high-priority master request will be granted after the current bus master
access has ended and other high priority pool master requests, if any, have been granted once each.

The lowest priority pool shares the remaining bus bandwidth between AHB masters.

Intermediate priority pools allow fine priority tuning. Typically, a latency-sensitive master or a bandwidth-sensitive master will use such a
priority level. The higher the priority level (MxPR value), the higher the master priority.

For good CPU performance, it is recommended configure CPU priority with the default reset value 2 (Latency Sensitive).

All combinations of MxPR values are allowed for all masters and slaves. For example, some masters might be assigned the highest priority
pool (round-robin), and remaining masters the lowest priority pool (round-robin), with no master for intermediate fixed priority levels.

19.10.2.1 Fixed Priority Arbitration

Fixed priority arbitration algorithm is the first and only arbitration algorithm applied between masters from distinct priority pools. It is also
used in priority pools other than the highest and lowest priority pools (intermediate priority pools).

Fixed priority arbitration allows the Bus Matrix arbiters to dispatch the requests from different masters to the same slave by using the fixed
priority defined by the user in the MxPR field for each master in the Priority Registers, MATRIX_PRAS and MATRIX_PRBS. If two or more
master requests are active at the same time, the master with the highest priority MxPR number is serviced first.

In intermediate priority pools, if two or more master requests with the same priority are active at the same time, the master with the highest
number is serviced first.

19.10.2.2 Round-robin Arbitration

This algorithm is only used in the highest and lowest priority pools. It allows the Bus Matrix arbiters to properly dispatch requests from
different masters to the same slave. If two or more master requests are active at the same time in the priority pool, they are serviced in a
round-robin increasing master number order.

19.11 Register Write Protection

To prevent any single software error from corrupting Bus Matrix behavior, certain registers in the address space can be write-protected by
setting the WPEN bit in the Write Protection Mode Register (MATRIX_WPMR).

If a write access to a write-protected register is detected, the WPVS bit in the Write Protection Status Register (MATRIX_WPSR) is set
and the field WPVSRC indicates the register in which the write access has been attempted.

The WPVS flag is reset by writing the Bus Matrix Write Protect Mode Register (MATRIX_WPMR) with the appropriate access key WPKEY.
The following registers can be write-protected:

« Bus Matrix Master Configuration Registers
¢ Bus Matrix Slave Configuration Registers
¢ Bus Matrix Priority Registers A For Slaves
¢ Bus Matrix Priority Registers B For Slaves
« Master Error Interrupt Enable Register

« Master Error Interrupt Disable Register

¢ Security Slave Registers

¢ Security Areas Split Slave Registers

¢ Security Region Top Slave Registers

¢ Security Peripheral Select x Registers

19.12 TrustZone Extension to AHB and APB

TrustZone secure software is supported through the filtering of each slave access with master security bit AMBA hprot[6] extension sig-
nals.

The TrustZone extension adds the ability to manage the access rights for Secure and Non-secure accesses. The access rights are defined
through the hardware and software configuration of the device. The operating mode is as follows:

« With the TrustZone extension, the Bus Masters transmit requests with the Secure or Non-secure Security option.
« The AHB Matrix, according to its configuration and the request, grants or denies the access.
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The slave address space is divided into one or more slave regions. The slave regions are generally contiguous parts of the slave address
space. The slave region is potentially split into an access denied area (upper part) and a security region which can be split (lower part),
unless the slave security region occupies the whole slave region. The security region itself may or may not be split into one Secured area
and one Non-secured area. The Secured area may be independently secured for read access and for write access.

For one slave region, the following characteristics are configured by hardware or software:

« Base Address of the slave region

« Max Size of the slave region: the maximum size for the region’s physical content
« Top Size of the slave security region: the actually programmed or fixed size for the region’s physical content
« Split Size of the slave security region: the size of the lower security area of the region.

Figure 19-1 shows how the terms defined here are implemented in an AHB slave address space.

Figure 19-1: Generic Partitioning of the AHB Slave Address Space

Slave Region n+1

Slave Region n
Max Size

Slave Region n-1

Securable Slave
Address Space

Generic Partitioning

Access Denied Area

Upper Security Area

Configured as
the Non-secured
or
the Securable Area

Lower Security Area

Configured as
the Non-secured
or
the Securable Area

Region n Max
(Hardwired)

Region n Top

Region n Split

Region n Base Address
(Fixed or Region n-1 Top)

Region n Top Size
(Fixed or Programmable)

Region n Split Size
(Fixed or Programmable)
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A set of Bus Matrix security registers allows to specify, for each AHB slave, slave security region or slave security area, the security mode
required to access this slave, slave security region or slave security area.

Additional Bus Matrix security registers allow to specify, for each APB slave, the security mode required to access this slave (see Section
19.13.15 “Security Peripheral Select x Registers”).

See Section 19.13.12 “Security Slave Registers”.
The Bus Matrix registers can only be accessed in Secure mode.

The Bus Matrix propagates the AHB security bit down to the AHB slaves to let them perform additional security checks, and the Bus Matrix
itself allows, or not, the access to the slaves by means of its TrustZone embedded controller.

Access violations may be reported either by an AHB slave through the bus error response (example from the AHB/APB Bridge), or by the
Bus Matrix embedded TrustZone controller. In both cases, a bus error response is sent to the offending master and the error is flagged in
the Master Error Status Register. An interrupt can be sent to the Secure world, if it has been enabled for that master by writing into the
Master Error Interrupt Enable Register. Thus, the offending master is identified. The offending address is registered in the Master Error
Address Registers, so that the slave and the targeted security region are also known.

Depending on the hardware parameters and software configuration, the address space of each AHB slave security region may or may not
be split into two parts, one belonging to the Secure world and the other one to the Normal world.

Five different security types of AHB slaves are supported. The number of security regions is set by design for each slave, independently,
from 1 to 8, totalling from 1 up to 16 security areas for security configurable slaves.

19.12.1  Security Types of AHB Slaves

19.12.11 Principles

The Bus Matrix supports five different security types of AHB slaves: two fixed types and three configurable types. The security type of an
AHB slave is set at hardware design among the following:

« Always Non-secured
« Always Secured

¢ Internal Securable
« External Securable
Scalable Securable

The security type is set at hardware design on a per-master and a per-slave basis. Always Non-secured and Always Secured security
types are not software configurable.

The different security types have the following characteristics:

« Always Non-secured slaves have no security mode access restriction. Their address space is precisely set by design. Any out-of-
address range access is denied and reported.

» Always Secured slaves can only be accessed by a secure master request. Their address space is precisely set by design. Any non-
secure or out-of-address range access is denied and reported.

* Internal Securable is intended for internal memories such as RAM, ROM or embedded Flash. The Internal Securable slave has one
slave region which has a hardware fixed base address and Security Region Top. This slave region may be split through software
configuration into one Non-secured area plus one Secured area. Inside the slave security region, the split boundary is programma-
ble in powers of 2 from 4 Kbytes up to the full slave security region address space. The security area located below the split bound-
ary may be configured as the Non-secured or the Secured one. The Securable area may be independently configured as Read
Secured and/or Write Secured. Any access with security or address range violation is denied and reported.

« External Securable is intended for external memories on the EBI, such as DDR, SDRAM, external ROM or NAND Flash. The Exter-
nal Securable slave has identical features as the Internal Securable slave, plus the ability to configure each of its slave security
region address space sizes according to the external memory parts used. This avoids mirroring Secured areas into Non-secured
areas, and further restricts the overall accessible address range. Any access with security or configured address range violation is
denied and reported.

* Scalable Securable is intended for external memories with a dedicated slave, such as DDR. The Scalable Securable slave is
divided into a fixed number of scalable, equally sized, and contiguous security regions. Each of them can be split in the same way as
for Internal or External Securable slaves. The security region size must be configured by software, so that the equally-sized regions
fill the actual available memory. This avoids mirroring Secured areas into Non-secured areas, and further restricts the overall acces-
sible address range. Any access with security or configured address range violation is denied and reported.

As the security type is set at hardware design on a per-master and per-slave basis, it is possible to set some slave access security as
configurable from one or some particular masters, and to set the access as Always Secured from all the other masters.

As the security type is set by design at the slave region level, different security region types can be mixed inside a single slave.

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 163



SAMASD27C AUTO

Likewise, the mapping base address and the accessible address range of each AHB slave or slave region may have been hardware-
restricted on a per-master basis from no access to full slave address space.

19.12.1.2 Examples

Table 19-8 shows an example of Security Type settings.

Table 19-8: Security Type Setting Example
Slave Master0O Masterl Master2
Slave0 Internal Securable Internal Securable

Internal Memory

Always Non-secured

1 region

1 region

Slavel
EBI

External Securable

2 regions

Always Secured

External Securable

2 regions

This example is constructed with the following characteristics:

« Slave0 is an Internal Memory containing one region:
- The Access from Master0 to Slave0 is Always Non-secured
- The Access from Masterl and Master2 to SlaveO is Internal Securable with one region and with the same Software Configuration

(Choice of SPLITO and the Security Configuration bits LANSECH, RDNSECH, WRNSECH).

¢ Slavel is an EBI containing two regions:

- The Access from Masterl to Slavel is Always Secured

- The Access from MasterO and Master2 to Slavel is External Securable with two regions and with the same Software Configura-
tion (Choice of TOPO, TOP1, SPLITO, SPLIT1 and the Security Configuration bits LANSECH, RDNSECH, WRNSECH).

Figure 19-2 shows an Internal Securable slave example. This example is constructed with the following hypothesis:

¢ The slave is an Internal Memory containing one region. The Slave region Max Size is 4 Mbytes.

« The slave region 0 base address equals 0x10000000. Its Top Size is 512 Kbytes (hardware configuration).
« The slave software configuration is:
- SPLITO is set to 256 Kbytes

- LANSECHO is set to 0, the low area of region 0 is the securable one
- RDNSECHQO is set to 0, region 0 Securable area is secured for reads
- WRNSECHO is set to 0, region 0 Securable area is secured for writes
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Figure 19-2: Partitioning Example of an Internal Securable Slave Featuring 1 Security Region of 512 Kbytes
Splitinto 1 or 2 Security Areas of 4 Kbytes to 512 Kbytes

512 Kbyte space
Internal Securable Slave

OX10400000 ##+# rrrrerrerrnrensensennes .
Slave Region 0 Access Denied Area

0x10080000 | 1— Region 0 Top

256 Kbyte

Non-secured Area

Region 0 Split

256 Kbyte

Read/Write Secured Area
A

0x10000000

Note:  The slave security areas split inside the security region are configured by writing into the Security Areas Split Slave Registers.

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 165



SAMASD27C AUTO

Figure 19-3 shows an External Securable slave example. This example is constructed with the following hypothesis:

» The slave is an interface with the external bus (EBI) containing two regions. The slave size is 2 x 256 Mbytes. Each slave region
Max Size is 256 Mbytes.

» The slave region 0 base address equals 0x10000000. It is connected to a 32 Mbyte memory, for example an external DDR. The
slave region O Top Size must be set to 32 Mbytes.

» The slave region 1 base address equals 0x20000000. It is connected to a 2 Mbyte memory, for example an external NAND Flash.
The slave region 1 Top Size must be set to 2 Mbytes.

» The slave software configuration is:

TOPO is set to 32 Mbytes

TOPL1 is set to 2 Mbytes

SPLITO is set to 4 Mbytes

SPLIT1 is set to 1 Mbyte

LANSECHO is set to 1, the low area of region 0 is the non-securable one
RDNSECHO is set to 0, region 0 Securable area is secured for reads
WRNSECHO is set to 0, region 0 Securable area is secured for writes
LANSECH1 is set to 0, the low area of region 1 is the Securable one
RDNSECHL1 is set to 1, region 1 Securable area is hon-secured for reads
WRNSECHL1 is set to 0, region 1 Securable area is secured for writes
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Figure 19-3:

Partitioning Example of an External Securable Slave Featuring 2 Security Regions of 4 Kbytes

to 128 Mbytes each and up to 4 Security Areas of 4 Kbytes to 128 Mbytes

Slave Region 1

Slave Region 0

Note:

2*256 Mbyte space
External Securable Slave

partitioning

with a 32 Mbyte memory part
and a 2 Mbyte memory part

0x30000000

0x20100000

0x20000000 ;

0x12000000 |

0x10000000

254 Mbyte

Access Denied Area

1 Mbyte

Non-secured Area

Region 1 Top

1 Mbyte

Write Secured Area

Region 1 Split

224 Mbyte

Access Denied Area

28 Mbyte

Read/Write Secured Area

T —.Region 0 Top

<. Region 0 Split

Read/Write Secured Area

4 Mbyte Non-secured Area

The slave region sizes are configured by writing into the Security Region Top Slave Registers.

0x10400000
0x10000000

The slave security area split inside each region is configured by writing into the Security Areas Split Slave Registers.
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Figure 19-4 shows a Scalable Securable slave example. This example is constructed with the following hypothesis:

The slave is an external memory with dedicated slave containing four regions, for example an external DDR.
The slave size is 512 Mbytes.
The slave base address equals 0x40000000. It is connected to a 256-Mbyte external memory.

As the connected memory size is 256 Mbytes and there are four regions, the size of each region is 64 Mbytes. This gives the value
of the slave region Max Size and Top Size. The slave region 0 Top Size must be configured to 64 Mbytes.

The slave software configuration is:

- TOPO is set to 64 Mbytes

- SPLITO is set to 4 Kbytes

- SPLIT1 is set to 64 Mbytes, so its low area occupies the whole region 1

- SPLIT2 is set to 4 Kbytes

- SPLIT3 is set to 32 Mbytes

- LANSECHO is set to 0, the low area of region 0 is the Securable one

- RDNSECHO is set to 1, region 0 Securable area is hon-secured for reads
- WRNSECHO is set to 0, region 0 Securable area is secured for writes

- LANSECH1 is set to 1, the low area of region 1 is the non-securable one
- RDNSECHL1 is ‘don’t care’ since the low area occupies the whole region 1
- WRNSECHL1 is ‘don’t care’ since the low area occupies the whole region 1
- LANSECH2 is set to 1, the low area of region 2 is the non-securable one
- RDNSECH2 is set to 0, region 2 Securable area is secured for reads

- WRNSECH?2 is set to 0, region 2 Securable area is secured for writes

- LANSECHS3 is set to 0, the low area of region 3 is the Securable one

- RDNSECHS3 is set to 0, region 3 Securable area is secured for reads

- WRNSECHS is set to 0, region 3 Securable area is secured for writes
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Partitioning Example of a Scalable Securable Slave Featuring 4 Equally-sized Security Regions

of 1 Mbytes to 128 Mbytes each and up to 8 Security Areas of 4 Kbytes to 128 Mbytes

Figure 19-4:
Security Region 3
Security Region 2
Security Region 1
Security Region 0
Note:

0x50000000 |

0x4C000000

0x48000000

0x44000000

0x40000000

512 Mbyte space
Scalable Securable Slave

partitioning

256 Mbyte

Access Denied Area

with 256 Mbyte memory

0x60000000

32 Mbyte

Non-secured Area

Read/Write
Secured Area

Read/Write
Secured Area

A

Region 3 Split

Non-secured Area

_ Region 2 Split

**[%~ Region 1 Split

Read/Write Secured Area

4 Kbyte Non-secured Area

*~Region 0 Split

Non-secured Area

0x48001000
0x48000000

. || 4 Kbyte Write Secured Area

0x40001000
0x40000000

The slaves’ generic security regions sizes are configured by writing into field SRTOPO of the Security Region Top Slave Reg-

isters and the custom slave security areas splits inside each region is configured by writing into the Security Areas Split Slave

Registers.
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19.12.2 Security of APB Slaves
The security type of an APB slave is set at hardware design among the following:

¢ Peripheral Always Secured (PAS)

¢ Peripheral Always Non-secured (PNS)

« Peripheral Securable (PS)

To configure the security mode required for accessing a particular APB slave connected to the AHB/APB Bridge, the Bus Matrix features
three 32-bit Security Peripheral Select x Registers. Some of these bits may have been set to a Secured or a Non-secured value by design,
whereas others are programmed by software (see Section 19.13.15 “Security Peripheral Select x Registers”).

Peripheral security state, “Secure” or “Non-secure” is an AND operation between H32MX MATRIX_SPSELRx and H64MX
MATRIX_SPSELRX for the bit corresponding to the peripheral.

As a general rule:

« The peripheral security state is applied to the corresponding peripheral interrupt line. Exceptions may occur on some peripherals
(PIO Controller, etc.). In such case, refer to the peripheral description.

e The peripheral security state is applied to the peripheral master part, if any. Exceptions may occur on some peripherals. In such
case, refer to the peripheral description. See Section 19.12.3 “Security Types of AHB Master Peripherals”.

MATRIX_SPSELRX bits in the H32MX or H64MX user interface are respectively read/write or read-only to ‘1’ depending on whether the
peripheral is connected or not, on the Matrix.

All bit values in Table 19-9 except those marked ‘UD’ (User Defined) are read-only and cannot be changed. Values marked ‘UD’ can be
changed. Refer to the following examples.

* Example for GMAC, Peripheral ID 5, which is connected to the H32MX Matrix
- H64MX MATRIX_SPSELR1[5] = 1 (read-only); no influence on the security configuration
- H32MX MATRIX_SPSELR1[5] can be written by user to program the security.
« Example for LCDC, Peripheral ID 45, which is connected to the H64MX Matrix
- H64MX MATRIX_SPSELR2[13] can be written by user to program the security.
- H32MX MATRIX_SPSELRZ2[13] = 1 (read-only); no influence on the security configuration
« Example for AIC, Peripheral ID 49, which is connected to the H32MX Matrix

- H64MX MATRIX_SPSELR2[17] = 1 (read-only); sets the peripheral as Non-secure by hardware, also called “Peripheral Always
Non-secured”

- H32MX MATRIX_SPSELR2[17] = 1 (read-only); no influence on the security configuration
« Example for SAIC, Peripheral ID 0, which is connected to the H32MX Matrix
- H64MX MATRIX_SPSELR1[0] = 1 (read-only); no influence on the security configuration

- H32MX MATRIX_SPSELR1[0] = 0 (read-only); sets the peripheral as Secure by hardware, also called “Peripheral Always
Secured”

Table 19-9: Peripheral Identifiers

Bit Value in Bit Value in

ID | Peripheral Security Type Matrix | MATRIX_SPSELRXx Bit H32MX H64MX
0 | SAIC Peripheral Always Secured (PAS) - MATRIX_SPSELR1[0] 0 1

1 — — — — — —

2 | ARM Peripheral Securable (PS) H64MX | MATRIX_SPSELR1[2] 1 ubD

3 PIT PS H32MX | MATRIX_SPSELR1[3] ub 1

4 | WDT PS H32MX | MATRIX_SPSELR1[4] ub 1

5 | GMAC PS H32MX | MATRIX_SPSELRL1[5] ub 1

6 | XDMACO PS H64MX | MATRIX_SPSELR1[6] 1 ub

7 | XDMAC1 PS H64MX | MATRIX_SPSELR1[7] 1 ubD

8 ICM PS H32MX | MATRIX_SPSELR1[8] ubD 1

9 | AES PS H64MX | MATRIX_SPSELR1[9] 1 ub
10 | AESB PS H64MX | MATRIX_SPSELR1[10] 1 ub
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Table 19-9: Peripheral Identifiers (Continued)
Bit Value in Bit Value in
ID | Peripheral Security Type Matrix | MATRIX_SPSELRXx Bit H32MX H64MX
11 | TDES PS H32MX | MATRIX_SPSELR1[11] ub 1
12 | SHA PS H64MX | MATRIX_SPSELR1[12] 1 ub
13 | MPDDRC PS H64MX | MATRIX_SPSELR1[13] 1 ubD
14 | H32MX config. PAS H32MX | MATRIX_SPSELR1[14] 0 1
15 | H64MX config. PAS H64MX | MATRIX_SPSELR1[15] 1 0
16 | SECUMOD PAS H32MX | MATRIX_SPSELR1[16] 0 1
17 | HSMC PS H32MX | MATRIX_SPSELR1[17] ub 1
18 | PIOA PAS H32MX | MATRIX_SPSELR1[18] 0 1
19 | FLEXCOMO PS H32MX | MATRIX_SPSELR1[19] ubD 1
20 | FLEXCOM1 PS H32MX | MATRIX_SPSELR1[20] ubD 1
21 | FLEXCOM2 PS H32MX | MATRIX_SPSELR1[21] ubD 1
22 | FLEXCOM3 PS H32MX | MATRIX_SPSELR1[22] ub 1
23 | FLEXCOM4 PS H32MX | MATRIX_SPSELR1[23] ub 1
24 | UARTO PS H32MX | MATRIX_SPSELR1[24] ub 1
25 | UART1 PS H32MX | MATRIX_SPSELR1[25] ubD 1
26 | UART2 PS H32MX | MATRIX_SPSELR1[26] ubD 1
27 | UART3 PS H32MX | MATRIX_SPSELR1[27] ubD 1
28 | UART4 PS H32MX | MATRIX_SPSELR1[28] ub 1
29 | TWIHSO PS H32MX | MATRIX_SPSELR1[29] ub 1
30 | TWIHS1 PS H32MX | MATRIX_SPSELR1[30] ub 1
31 | SDMMCO PS H64MX | MATRIX_SPSELR1[31] 1 ubD
32 | SDMMC1 PS H64MX | MATRIX_SPSELR2[0] 1 ubD
33 | SPIO PS H32MX | MATRIX_SPSELR2[1] ub 1
34 | SPI1 PS H32MX | MATRIX_SPSELR2[2] ub 1
35 | TCO PS H32MX | MATRIX_SPSELR2[3] ub 1
36 | TC1 PS H32MX | MATRIX_SPSELR2[4] ub 1
37 | - - - - - -
38 | PWM PS H32MX | MATRIX_SPSELR2[6] ubD 1
39 | - - - - - -
40 | ADC PS H32MX | MATRIX_SPSELR2[8] ub 1
41 | UHPHS PS H32MX | MATRIX_SPSELR2[9] ub 1
42 | UDPHS PS H32MX | MATRIX_SPSELR2[10] ub 1
43 | SSCO PS H32MX | MATRIX_SPSELR2[11] ub 1
44 | SSC1 PS H32MX | MATRIX_SPSELR2[12] ubD 1
45 | LCDC PS H64MX | MATRIX_SPSELR2[13] 1 ub
46 | ISC PS H64MX | MATRIX_SPSELR2[14] 1 ub
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Table 19-9: Peripheral Identifiers (Continued)
Bit Value in Bit Value in

ID | Peripheral Security Type Matrix | MATRIX_SPSELRXx Bit H32MX H64MX
47 | TRNG PS H32MX | MATRIX_SPSELR2[15] ub 1
48 | PDMIC PS H32MX | MATRIX_SPSELR2[16] ub 1
49 | AIC F;Sg;‘era' Always Non-secured H32MX | MATRIX_SPSELR2[17] 1 1
50 | SFC PS H32MX | MATRIX_SPSELR2[18] ubD 1
51 | SECURAM PAS H32MX | MATRIX_SPSELR2[19] 0 1
52 | QSPIO PS H64MX | MATRIX_SPSELR2[20] 1 ub
53 | QSPI1 PS H64MX | MATRIX_SPSELR2[21] 1 ubD
54 | 12SCO PS H32MX | MATRIX_SPSELR2[22] ub 1
55 | 12SC1 PS H32MX | MATRIX_SPSELR2[23] ubD 1
56 | CANO PS H32MX | MATRIX_SPSELR2[24] ubD 1
57 | CAN1 PS H32MX | MATRIX_SPSELR2[25] ub 1
58 | PTC PS H32MX | MATRIX_SPSELR2[26] ubD 1
59 | CLASSD PS H32MX | MATRIX_SPSELR2[27] ub 1
60 | SFR PS H32MX | MATRIX_SPSELR2[28] ub 1
61 | SAIC PAS H32MX | MATRIX_SPSELR2[29] 0 1
62 | AIC PNS H32MX | MATRIX_SPSELR2[30] 1 1
63 | L2CC PS H64MX | MATRIX_SPSELR2[31] 1 ubD
64 | CANO PS H32MX | MATRIX_SPSELRS3|0] ubD 1
65 | CAN1 PS H32MX | MATRIX_SPSELR3[1] ub 1
66 | GMAC PS H32MX | MATRIX_SPSELR3J2] ubD 1
67 | GMAC PS H32MX | MATRIX_SPSELR3[3] ub 1
68 | PIOB PAS H32MX | MATRIX_SPSELR3[4] 0 1
69 | PIOC PAS H32MX | MATRIX_SPSELRS3[5] 0 1
70 | PIOD PAS H32MX | MATRIX_SPSELRS3[6] 0 1
71 | SDMMCO PS H32MX | MATRIX_SPSELR3[7] ub 1
72 | SDMMC1 PS H32MX | MATRIX_SPSELR3[8] ubD 1
73 | - - - - -

74 g;\r/l% RSTC, PS H32MX | MATRIX_SPSELR3|[9] ub 1
75 | ACC PS H32MX | MATRIX_SPSELRS3[10] ubD 1
76 | RXLP PS H32MX | MATRIX_SPSELR3[11] ub 1
77 | SFRBU PS H32MX | MATRIX_SPSELR3[12] ub 1
78 | CHIPID PS H32MX | MATRIX_SPSELR3[13] ub 1

The AHB/APB Bridge compares the incoming master request security bit with the required security mode for the selected peripheral, and
accepts or denies access. In the last case, its bus error response is internally flagged in the Bus Matrix Master Error Status Register; the
offending address is registered in the Master Error Address Registers so that the slave and the targeted protected region are also known.
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19.12.3 Security Types of AHB Master Peripherals
Master AHB peripherals send requests on the AHB matrix with a security attribute that depends on:

« The master security type: the master security type is identical to the security type of the IP peripheral slave user interface.
« Possibly for some masters with one or more channels: it may be possible to choose the TrustZone security attribute for each chan-
nel. If this is the case, refer to the peripheral user interface description.

When the peripheral security type is Peripheral Securable, the slave security configuration applies to the peripheral master AHB part.

19.12.4  Security Types of AHB Slave Peripherals
In this particular case, the AHB interface is connected to one or more peripheral user interfaces.
The type is Internal Securable to Peripheral (ISP).

Important: In this case, each region in the “Internal Securable to Peripheral” AHB slave type must be programmed with the following char-
acteristics:

» The region must be programmed to be entirely secure or entirely non-secure. This is done with:

- The split offset must be equal to the maximum size of 128 Mbytes so that the whole peripheral user interface is in the low area
below the split. Code sample:
MATRIX_SASSRx.SASPLITy = OxF

- The bits WRNSECH and RDNSECH must be set respectively to 0="write secure” and 0="read secure”. Code sample:
MATRIX_SSRX.WRNSECHYy = 0; MATRIX_SSRX.RDNSECHYy = 0;

- To set the peripheral to “secure”: the bit LANSECHy must be set to O (low area according to RDNSECHO0 and WRNSECHO, hence
secure).

- To set the peripheral to “non-secure”: the bit LANSECHy must be set to 1 (low area is non-secure).
Note:  The MATRIX_SRTSRX register is not applicable for the “Internal Securable to Peripheral” type.

» The Security Peripheral Select Registers must be set to the same security attributes for the corresponding Peripheral identifiers:
MATRIX_SPSELRX.NSECPYy.
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19.13 Matrix (H64MX/H32MX) User Interface

The user interface below is constructed with the maximum numbers of masters, slaves and regions by slave that are possible on the two
product matrixes. The exact number of these elements must be used to deduce the exact register description of the Matrix user interface.

The exact numbers of these elements can be found in:
* Section 19.3 “64-bit Matrix (H64MX)”
 Section 19.4 “32-bit Matrix (H32MX)”

Table 19-10:  Register Mapping

Offset Register Name Access Reset
0x0000 Master Configuration Register O MATRIX_MCFGO Read/Write 0x00000004
0x0004 Master Configuration Register 1 MATRIX_MCFG1 Read/Write 0x00000004
0x0008 Master Configuration Register 2 MATRIX_MCFG2 Read/Write 0x00000004
0x000C Master Configuration Register 3 MATRIX_MCFG3 Read/Write 0x00000004
0x0010 Master Configuration Register 4 MATRIX_MCFG4 Read/Write 0x00000004
0x0014 Master Configuration Register 5 MATRIX_MCFG5 Read/Write 0x00000004
0x0018 Master Configuration Register 6 MATRIX_MCFG6 Read/Write 0x00000004
0x001C Master Configuration Register 7 MATRIX_MCFG7 Read/Write 0x00000004
0x0020 Master Configuration Register 8 MATRIX_MCFGS8 Read/Write 0x00000004
0x0024 Master Configuration Register 9 MATRIX_MCFG9 Read/Write 0x00000004
0x0028 Master Configuration Register 10 MATRIX_MCFG10 Read/Write 0x00000004
0x002C Master Configuration Register 11 MATRIX_MCFG11 Read/Write 0x00000004
0x0030-0x003C | Reserved - - -

0x0040 Slave Configuration Register O MATRIX_SCFGO Read/Write 0x000001FF
0x0044 Slave Configuration Register 1 MATRIX_SCFG1 Read/Write 0x000001FF
0x0048 Slave Configuration Register 2 MATRIX_SCFG2 Read/Write 0x000001FF
0x004C Slave Configuration Register 3 MATRIX_SCFG3 Read/Write 0x000001FF
0x0050 Slave Configuration Register 4 MATRIX_SCFG4 Read/Write 0x000001FF
0x0054 Slave Configuration Register 5 MATRIX_SCFG5 Read/Write 0x000001FF
0x0058 Slave Configuration Register 6 MATRIX_SCFG6 Read/Write 0x000001FF
0x005C Slave Configuration Register 7 MATRIX_SCFG7 Read/Write 0x000001FF
0x0060 Slave Configuration Register 8 MATRIX_SCFG8 Read/Write 0x000001FF
0x0064 Slave Configuration Register 9 MATRIX_SCFG9 Read/Write 0x000001FF
0x0068 Slave Configuration Register 10 MATRIX_SCFG10 Read/Write 0x000001FF
0x006C Slave Configuration Register 11 MATRIX_SCFG11 Read/Write 0x000001FF
0x0070 Slave Configuration Register 12 MATRIX_SCFG12 Read/Write 0x000001FF
0x0074 Slave Configuration Register 13 MATRIX_SCFG13 Read/Write 0x000001FF
0x0078 Slave Configuration Register 14 MATRIX_SCFG14 Read/Write 0x000001FF
0x007C Reserved - - -
0x0080 Priority Register A for Slave 0 MATRIX_PRASO Read/Write 0x00000000
0x0084 Priority Register B for Slave 0 MATRIX_PRBSO Read/Write 0x00000000
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Table 19-10:  Register Mapping (Continued)

Offset Register Name Access Reset
0x0088 Priority Register A for Slave 1 MATRIX_PRAS1 Read/Write 0x00000000
0x008C Priority Register B for Slave 1 MATRIX_PRBS1 Read/Write 0x00000000
0x0090 Priority Register A for Slave 2 MATRIX_PRAS2 Read/Write 0x00000000
0x0094 Priority Register B for Slave 2 MATRIX_PRBS2 Read/Write 0x00000000
0x0098 Priority Register A for Slave 3 MATRIX_PRAS3 Read/Write 0x00000000
0x009C Priority Register B for Slave 3 MATRIX_PRBS3 Read/Write 0x00000000
0x00A0 Priority Register A for Slave 4 MATRIX_PRAS4 Read/Write 0x00000000
0x00A4 Priority Register B for Slave 4 MATRIX_PRBS4 Read/Write 0x00000000
0x00A8 Priority Register A for Slave 5 MATRIX_PRAS5 Read/Write 0x00000000
0x00AC Priority Register B for Slave 5 MATRIX_PRBS5 Read/Write 0x00000000
0x00B0O Priority Register A for Slave 6 MATRIX_PRAS6 Read/Write 0x00000000
0x00B4 Priority Register B for Slave 6 MATRIX_PRBS6 Read/Write 0x00000000
0x00B8 Priority Register A for Slave 7 MATRIX_PRAS7 Read/Write 0x00000000
0x00BC Priority Register B for Slave 7 MATRIX_PRBS7 Read/Write 0x00000000
0x00CO0 Priority Register A for Slave 8 MATRIX_PRASS8 Read/Write 0x00000000
0x00C4 Priority Register B for Slave 8 MATRIX_PRBS8 Read/Write 0x00000000
0x00C8 Priority Register A for Slave 9 MATRIX_PRAS9 Read/Write 0x00000000
0x00CC Priority Register B for Slave 9 MATRIX_PRBS9 Read/Write 0x00000000
0x00DO0 Priority Register A for Slave 10 MATRIX_PRAS10 Read/Write 0x00000000
0x00D4 Priority Register B for Slave 10 MATRIX_PRBS10 Read/Write 0x00000000
0x00D8 Priority Register A for Slave 11 MATRIX_PRAS11 Read/Write 0x00000000
0x00DC Priority Register B for Slave 11 MATRIX_PRBS11 Read/Write 0x00000000
0x00EO Priority Register A for Slave 12 MATRIX_PRAS12 Read/Write 0x00000000
OxO00E4 Priority Register B for Slave 12 MATRIX_PRBS12 Read/Write 0x00000000
Ox00E8 Priority Register A for Slave 13 MATRIX_PRAS13 Read/Write 0x00000000
Ox00EC Priority Register B for Slave 13 MATRIX_PRBS13 Read/Write 0x00000000
0x00F0 Priority Register A for Slave 14 MATRIX_PRAS14 Read/Write 0x00000000
0x00F4 Priority Register B for Slave 14 MATRIX_PRBS14 Read/Write 0x00000000

0xO0FC-0x014C | Reserved - - -
0x0150 Master Error Interrupt Enable Register MATRIX_MEIER Write-only -
0x0154 Master Error Interrupt Disable Register MATRIX_MEIDR Write-only -
0x0158 Master Error Interrupt Mask Register MATRIX_MEIMR Read-only 0x00000000
0x015C Master Error Status Register MATRIX_MESR Read-only 0x00000000
0x0160 Master O Error Address Register MATRIX_MEARO Read-only 0x00000000
0x0164 Master 1 Error Address Register MATRIX_MEAR1 Read-only 0x00000000
0x0168 Master 2 Error Address Register MATRIX_MEAR2 Read-only 0x00000000
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Table 19-10:  Register Mapping (Continued)

Offset Register Name Access Reset
0x016C Master 3 Error Address Register MATRIX_MEAR3 Read-only 0x00000000
0x0170 Master 4 Error Address Register MATRIX_MEAR4 Read-only 0x00000000
0x0174 Master 5 Error Address Register MATRIX_MEARS Read-only 0x00000000
0x0178 Master 6 Error Address Register MATRIX_MEARG6 Read-only 0x00000000
0x017C Master 7 Error Address Register MATRIX_MEAR7 Read-only 0x00000000
0x0180 Master 8 Error Address Register MATRIX_MEARS8 Read-only 0x00000000
0x0184 Master 9 Error Address Register MATRIX_MEAR9 Read-only 0x00000000
0x0188 Master 10 Error Address Register MATRIX_MEAR10 Read-only 0x00000000
0x018C Master 11 Error Address Register MATRIX_MEAR11 Read-only 0x00000000

0x0190-0x01EO0 | Reserved - - -
O0x01E4 Write Protection Mode Register MATRIX_WPMR Read/Write 0x00000000
Ox01E8 Write Protection Status Register MATRIX_WPSR Read-only 0x00000000

0x01EC-0x01FC | Reserved - - -
0x0200 Security Slave 0 Register MATRIX_SSRO Read/Write 0x00000000
0x0204 Security Slave 1 Register MATRIX_SSR1 Read/Write 0x00000000
0x0208 Security Slave 2 Register MATRIX_SSR2 Read/Write 0x00000000
0x020C Security Slave 3 Register MATRIX_SSR3 Read/Write 0x00000000
0x0210 Security Slave 4 Register MATRIX_SSR4 Read/Write 0x00000000
0x0214 Security Slave 5 Register MATRIX_SSR5 Read/Write 0x00000000
0x0218 Security Slave 6 Register MATRIX_SSR6 Read/Write 0x00000000
0x021C Security Slave 7 Register MATRIX_SSR7 Read/Write 0x00000000
0x0220 Security Slave 8 Register MATRIX_SSR8 Read/Write 0x00000000
0x0224 Security Slave 9 Register MATRIX_SSR9 Read/Write 0x00000000
0x0228 Security Slave 10 Register MATRIX_SSR10 Read/Write 0x00000000
0x022C Security Slave 11 Register MATRIX_SSR11 Read/Write 0x00000000
0x0230 Security Slave 12 Register MATRIX_SSR12 Read/Write 0x00000000
0x0234 Security Slave 13 Register MATRIX_SSR13 Read/Write 0x00000000
0x0238 Security Slave 14 Register MATRIX_SSR14 Read/Write 0x00000000
0x023C Reserved - - -
0x0240 Security Areas Split Slave 0 Register MATRIX_SASSRO Read/Write @
0x0244 Security Areas Split Slave 1 Register MATRIX_SASSR1 Read/Write @
0x0248 Security Areas Split Slave 2 Register MATRIX_SASSR2 Read/Write @
0x024C Security Areas Split Slave 3 Register MATRIX_SASSR3 Read/Write @
0x0250 Security Areas Split Slave 4 Register MATRIX_SASSR4 Read/Write @
0x0254 Security Areas Split Slave 5 Register MATRIX_SASSR5 Read/Write @
0x0258 Security Areas Split Slave 6 Register MATRIX_SASSR6 Read/Write @
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Table 19-10:  Register Mapping (Continued)

Offset Register Name Access Reset
0x025C Security Areas Split Slave 7 Register MATRIX_SASSR7 Read/Write @
0x0260 Security Areas Split Slave 8 Register MATRIX_SASSRS8 Read/Write @
0x0264 Security Areas Split Slave 9 Register MATRIX_SASSR9 Read/Write @
0x0268 Security Areas Split Slave 10 Register MATRIX_SASSR10 Read/Write @
0x026C Security Areas Split Slave 11 Register MATRIX_SASSR11 Read/Write @
0x0270 Security Areas Split Slave 12 Register MATRIX_SASSR12 Read/Write @
0x0274 Security Areas Split Slave 13 Register MATRIX_SASSR13 Read/Write @
0x0278 Security Areas Split Slave 14 Register MATRIX_SASSR14 Read/Write @

0x027C-0x0280 | Reserved - - -
0x0284 Security Region Top Slave 1 Register MATRIX_SRTSR1 Read/Write 0x00000000
0x0288 Security Region Top Slave 2 Register MATRIX_SRTSR2 Read/Write 0x00000000
0x028C Security Region Top Slave 3 Register MATRIX_SRTSR3 Read/Write 0x00000000
0x0290 Security Region Top Slave 4 Register MATRIX_SRTSR4 Read/Write 0x00000000
0x0294 Security Region Top Slave 5 Register MATRIX_SRTSR5 Read/Write 0x00000000
0x0298 Security Region Top Slave 6 Register MATRIX_SRTSR6 Read/Write 0x00000000
0x029C Security Region Top Slave 7 Register MATRIX_SRTSR7 Read/Write 0x00000000
0x02A0 Security Region Top Slave 8 Register MATRIX_SRTSR8 Read/Write 0x00000000
0x02A4 Security Region Top Slave 9 Register MATRIX_SRTSR9 Read/Write 0x00000000
0x02A8 Security Region Top Slave 10 Register MATRIX_SRTSR10 Read/Write 0x00000000
0x02AC Security Region Top Slave 11 Register MATRIX_SRTSR11 Read/Write 0x00000000
0x02B0 Security Region Top Slave 12 Register MATRIX_SRTSR12 Read/Write 0x00000000
0x02B4 Security Region Top Slave 13 Register MATRIX_SRTSR13 Read/Write 0x00000000
0x02B8 Security Region Top Slave 14 Register MATRIX_SRTSR14 Read/Write 0x00000000
0x02BC Reserved - - -
0x02CO0 Security Peripheral Select 1 Register MATRIX_SPSELR1 Read/Write 0x00000000(?)
0x02C4 Security Peripheral Select 2 Register MATRIX_SPSELR2 Read/Write 0x00000000(%)
0x02C8 Security Peripheral Select 3 Register MATRIX_SPSELR3 Read/Write 0x00000000(%)

Note 1: When applicable to an AHB slave region, the initial value of MATRIX_SASSRx.SASPLITy is OxF. When not applicable to an
AHB slave region, the initial value of MATRIX_SASSRx.SASPLITy is 0x0.

This value is 0x000D2504 for H32MX and OxFFF2DAFB for H64MX.
This value is 0x011C0000 for H32MX and OXFFE7FFFF for H64MX.
This value is OxFFFFFFFA for H32MX and OxFFFFFFE7 for H64MX.
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19.13.1 Bus Matrix Master Configuration Registers
Name: MATRIX_MCFGx [x=0..11]

Address: 0xF0018000 (0), 0xFC03C000 (1)

Access: Read/Write

31 30 29 28 27 26 25 24
- r - r - r - r - rr - [ - [ - ]
23 22 21 20 19 18 17 16
. - r - r - r - 1 - 1 - [ - [ - ]
15 14 13 12 1 10 9 8
- r - r - r - r - 1 - [ - [ - ]
7 6 5 4 3 2 1 0
. - r - rr - { - [ - /] ULBT |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

ULBT: Undefined Length Burst Type

Value Name Description

Unlimited Length Burst—No predicted end of burst is generated, therefore INCR bursts coming from this
master can only be broken if the Slave Slot Cycle Limit is reached. If the Slot Cycle Limit is not reached, the
burst is normally completed by the master, at the latest, on the next AHB 1 Kbyte address boundary,

0 UNLIMITED | allowing up to 256-beat word bursts or 128-beat double-word bursts.

This value should not be used in the very particular case of a master capable of performing back-to-back
undefined length bursts on a single slave, since this could indefinitely freeze the slave arbitration and thus
prevent another master from accessing this slave.

Single Access—The undefined length burst is treated as a succession of single accesses, allowing

! SINGLE rearbitration at each beat of the INCR burst or bursts sequence.
4-beat Burst—The undefined length burst or bursts sequence is split into 4-beat bursts or less, allowing
2 4_BEAT o
- rearbitration every 4 beats.
8-beat Burst—The undefined length burst or bursts sequence is split into 8-beat bursts or less, allowing
3 8_BEAT I
- rearbitration every 8 beats.
16-beat Burst—The undefined length burst or bursts sequence is split into 16-beat bursts or less, allowing
4 16_BEAT -
- rearbitration every 16 beats.
32-beat Burst—The undefined length burst or bursts sequence is split into 32-beat bursts or less, allowing
5 32_BEAT o
- rearbitration every 32 beats.
64-beat Burst—The undefined length burst or bursts sequence is split into 64-beat bursts or less, allowing
6 64_BEAT L
- rearbitration every 64 beats.
128-beat Burst—The undefined length burst or bursts sequence is split into 128-beat bursts or less,
7 128 _BEAT allowing rearbitration every 128 beats.

Unless duly needed, the ULBT should be left at its default 0 value for power saving.
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19.13.2 Bus Matrix Slave Configuration Registers

Name: MATRIX_SCFGx [x=0..14]

Address: 0xF0018040 (0), 0xFC03C040 (1)

Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16

| - | - | FIXED_DEFMSTR | DEFMSTR_TYPE |
15 14 13 12 1 10 9 8

| - [ - | - - - — [ - SLOT_CYCLE |
7 6 5 4 3 2 1 0

| SLOT_CYCLE |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

SLOT_CYCLE: Maximum Bus Grant Duration for Masters

When SLOT_CYCLE AHB clock cycles have elapsed since the last arbitration, a new arbitration takes place to let another master access
this slave. If another master is requesting the slave bus, then the current master burst is broken.

If SLOT_CYCLE = 0, the Slot Cycle Limit feature is disabled and bursts always complete unless broken according to the ULBT.

This limit has been placed in order to enforce arbitration so as to meet potential latency constraints of masters waiting for slave access.

This limit must not be too small. Unreasonably small values break every burst and the Bus Matrix arbitrates without performing any data
transfer. The default maximum value is usually an optimal conservative choice.

In most cases, this feature is not needed and should be disabled for power saving.
See Section 19.10.1.2 “Slot Cycle Limit Arbitration” for details.

DEFMSTR_TYPE: Default Master Type

Value

Name

Description

NONE

No Default Master—At the end of the current slave access, if no other master request is pending, the slave
is disconnected from all masters.

This results in a one clock cycle latency for the first access of a burst transfer or for a single access.

LAST

Last Default Master—At the end of the current slave access, if no other master request is pending, the
slave stays connected to the last master having accessed it.

This results in not having one clock cycle latency when the last master tries to access the slave again.

FIXED

Fixed Default Master—At the end of the current slave access, if no other master request is pending, the
slave connects to the fixed master the number that has been written in the FIXED_DEFMSTR field.

This results in not having one clock cycle latency when the fixed master tries to access the slave again.

FIXED_DEFMSTR: Fixed Default Master

This is the number of the Default Master for this slave. Only used if DEFMSTR_TYPE value = 2. Specifying the number of a master which
is not connected to the selected slave is equivalent to clearing DEFMSTR_TYPE.
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19.13.3
Name:

Bus Matrix Priority Registers A For Slaves
MATRIX_PRASX [x=0..14]

Address: 0xF0018080 (0)[0], 0xF0018088 (0)[1], OXFO018090 (0)[2], 0xFO018098 (0)[3], OXFOO180A0 (0)[4], OXFO0180A8 (0)[5],
0xF00180B0 (0)[6], 0xFO0180B8 (0)[7], 0xF00180CO (0)[8], 0xFO0180C8 (0)[9], 0xFO0180DO (0)[10], 0xFO0180D8 (0)[11], OXFOO180EQ
(0)[12], OXFOO180E8 (0)[13], 0xFOO180F0 (0)[14], OXFCO3C080 (1)[0], OXFCO3C088 (1)[1], OXFCO3C090 (1)[2], 0XFC03C098 (1)[3],
OXFCO3COAO (1)[4], OXFCO3COA8 (1)[5], OXFCO3COBO (1)[6], OXFCO3COB8 (1)[7], OXFCO3COCO (1)[8], OXFC03COC8 (1)[9],
0xFCO03CODO (1)[10], 0XFCO3CODS (1)[11], 0XFCO3COEOQ (1)[12], 0XFCO3COES (1)[13], 0OXFCO3COFO (1)[14]

Access: Read/Write
31 30 29 28 27 26 25 24
| - | - | M7PR | - | - M6PR |
23 22 21 20 19 18 17 16
| - | - | M5PR | - | - M4PR |
15 14 13 12 11 10 9 8
| - | - | M3PR | - | - M2PR |
7 6 5 4 3 2 1 0
— M1PR | _ | — MOPR |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

MxPR: Master x Priority

Fixed priority of Master x for accessing the selected slave. The higher the number, the higher the priority.

All the masters programmed with the same MxPR value for the slave make up a priority pool.

Round-robin arbitration is used in the lowest (MxPR = 0) and highest (MxPR = 3) priority pools.

Fixed priority is used in intermediate priority pools (MXPR = 1) and (MxPR = 2).

See Section 19.10.2 “Arbitration Priority Scheme” for details.
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19.13.4 Bus Matrix Priority Registers B For Slaves
Name: MATRIX_PRBSx [x=0..14]

Address: 0xF0018084 (0)[0], 0xFO01808C (0)[1], 0xF0018094 (0)[2], 0xFO01809C (0)[3], OXFOO180A4 (0)[4], OXFOO180AC (0)[5],
0xF00180B4 (0)[6], 0xFO0180BC (0)[7], 0XF00180C4 (0)[8], 0XFO0180CC (0)[9], 0xF00180D4 (0)[10], 0XFO0180DC (0)[11], 0xFOO180E4
(0)[12], OXFOO180EC (0)[13], 0xFOO0180F4 (0)[14], OXFCO3C084 (1)[0], OXFCO3CO8C (1)[1], OXFCO3C094 (1)[2], 0XFCO3C09C (1)[3],
OXFCO3COA4 (1)[4], OXFCO3COAC (1)[5], OXFCO3COB4 (1)[6], OXFCO3COBC (1)[7], OXFCO3COC4 (1)[8], OXFCO3COCC (1)[9],
0xFC03C0D4 (1)[10], 0XFCO3CODC (1)[11], OXFCO3COE4 (1)[12], 0XFCO3COEC (1)[13], 0XFCO3COF4 (1)[14]

Access: Read/Write

31 30 29 28 27 26 25 24

. - r - r - r - r - [ - [ - [ - |}
23 22 21 20 19 18 17 16

. - r - - r - ' - [ - [ - [ - ]
15 14 13 12 1 10 9 8

| - | - | M11PR | - | - | M10PR |
7 6 5 4 3 2 1 0

| - | - | M9PR | - | - | M8PR |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

MxPR: Master x Priority

Fixed priority of Master x for accessing the selected slave. The higher the number, the higher the priority.
All the masters programmed with the same MxPR value for the slave make up a priority pool.
Round-robin arbitration is used in the lowest (MxPR = 0) and highest (MxPR = 3) priority pools.

Fixed priority is used in intermediate priority pools (MXPR = 1) and (MxPR = 2).

See Section 19.10.2 “Arbitration Priority Scheme” for details.
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19.13.5 Master Error Interrupt Enable Register
Name: MATRIX_MEIER

Address: 0xF0018150 (0), 0xFC03C150 (1)

Access:  Write-only

31 30 29 28 27 26 25 24

. - r - - r - ' - [ - [ - [ - ]
23 22 21 20 19 18 17 16

. - r - r - r - r - [ - [ - [ - |}
15 14 13 12 11 10 9 8

| - | - | - | - | MERR11 | MERR10 | MERR9 | MERRS |
7 6 5 4 3 2 1 0

| MERR7 | MERRG | MERRS | MERRA4 | MERR3 | MERR?2 | MERR1 | MERRO |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

MERRXx: Master x Access Error
0: No effect.
1: Enables Master x Access Error interrupt source.
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19.13.6 Master Error Interrupt Disable Register

Name: MATRIX_MEIDR

Address: 0xF0018154 (0), 0xFC03C154 (1)

Access:  Write-only
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 1 10 9 8

| - | - | - | - | MERR11 | MERR210 | MERR9 | MERRS8 |
7 6 5 4 3 2 1 0

| MERR7 | MERRG6 | MERRS | MERR4 | MERR3 | MERR2 | MERR1 | MERRO |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

MERRXx: Master x Access Error
0: No effect.
1: Disables Master x Access Error interrupt source.
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19.13.7 Master Error Interrupt Mask Register
Name: MATRIX_MEIMR

Address: 0xF0018158 (0), 0xFC03C158 (1)

Access: Read-only

31 30 29 28 27 26 25 24

. - r - - r - ' - [ - [ - [ - ]
23 22 21 20 19 18 17 16

. - r - r - r - r - [ - [ - [ - |}
15 14 13 12 11 10 9 8

| - | - | - | - | MERR11 | MERR10 | MERR9 | MERRS |
7 6 5 4 3 2 1 0

| MERR7 | MERRG | MERRS | MERRA4 | MERR3 | MERR?2 | MERR1 | MERRO |

MERRXx: Master x Access Error
0: Master x Access Error does not trigger any interrupt.
1: Master x Access Error triggers the Bus Matrix interrupt line.
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19.13.8 Master Error Status Register

Name: MATRIX_MESR

Address: 0xF001815C (0), 0xFC03C15C (1)

Access: Read-only
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - - |
15 14 13 12 11 10 9 8

| - | - | - | - | MERR11 | MERR210 | MERR9 | MERRS8 |
7 6 5 4 3 2 1 0

| MERR7 | MERRG | MERRS | MERR4 | MERR3 | MERR2 | MERR1 | MERRO |

MERRXx: Master x Access Error

0: No Master Access Error has occurred since the last read of the MATRIX_MESR.

1: At least one Master Access Error has occurred since the last read of the MATRIX_MESR.
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19.13.9 Master Error Address Registers
Name: MATRIX_MEARX [x=0..11]

Address: 0xF0018160 (0), 0xFC03C160 (1)
Access: Read-only

31 30 29 28 27 26 25 24
| ERRADD |
23 22 21 20 19 18 17 16
| ERRADD |
15 14 13 12 11 10 9 8
| ERRADD |
7 6 5 4 3 2 1 0

| ERRADD

ERRADD: Master Error Address
Master Last Access Error Address
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19.13.10 Write Protection Mode Register
Name: MATRIX_WPMR
Address: 0xF00181E4 (0), OXFCO3C1E4 (1)
Access: Read/Write

31 30 29 28 27 26 25 24
| WPKEY

23 22 21 20 19 18 17 16
| WPKEY

15 14 13 12 1 10 9 8
| WPKEY

7 6 5 4 3 2 1 0
| - - - - [ - - - WPEN

WPEN: Write Protection Enable

0: Disables the Write Protection if WPKEY corresponds to 0x4D4154 (“MAT” in ASCII).
1: Enables the Write Protection if WPKEY corresponds to 0x4D4154 (“MAT” in ASCII).
See Section 19.11 “Register Write Protection” for list of registers that can be write-protected.

WPKEY: Write Protection Key (Write-only)

Value Name Description

Writing any other value in this field aborts the write operation of the WPEN bit.
0x4D4154 PASSWD

Always reads as 0.

© 2018 Microchip Technology Inc.

Datasheet

DS60001532A-page 187




SAMASD27C AUTO

19.13.11 Write Protection Status Register
Name: MATRIX_WPSR
Address: 0xF00181E8 (0), OXFCO3C1E8 (1)

Access: Read-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16

| WPVSRC |
15 14 13 12 11 10 9 8

| WPVSRC |
7 6 5 4 3 2 1 0

| — — — — — — — WPVS ]

WPVS: Write Protection Violation Status

0: No write protection violation has occurred since the last read of MATRIX_WPSR.

1: A write protection violation has occurred since the last write of MATRIX_WPMR.

WPVSRC: Write Protection Violation Source

When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.
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19.13.12 Security Slave Registers
Name: MATRIX_SSRx [x=0..14]
Address: 0xF0018200 (0), 0xFC03C200 (1)
Access: Read/Write
31 30 29 28 27 26 25 24

23 22 21 20 19 18 17 16
| WRNSECH7 | WRNSECHG6 | WRNSECH5 | WRNSECH4 | WRNSECH3 | WRNSECH2 | WRNSECH1 | WRNSECHO |

15 14 13 12 11 10 9 8
| RDNSECH7 | RDNSECH6 | RDNSECH5 | RDNSECH4 | RDNSECH3 | RDNSECH2 | RDNSECH1 | RDNSECHO |

7 6 5 4 3 2 1 0
| LANSECH7 | LANSECH6 | LANSECHS5 | LANSECH4 | LANSECHS3 | LANSECH2 | LANSECH1 | LANSECHO |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

LANSECHXx: Low Area Non-secured in HSELx Security Region

0: The security of the HSELx AHB slave area lying below the corresponding MATRIX_SASSR.SASPLITx boundary is configured accord-
ing to RDNSECHx and WRNSECHNX. The entire remaining HSELX upper address space is configured as Non-secured access.

1: The HSELx AHB slave address area lying below the corresponding MATRIX_SASSR.SASPLITx boundary is configured as Non-
secured access, and the entire remaining upper address space according to RDNSECHx and WRNSECHX.
RDNSECHx: Read Non-secured for HSELx Security Region

0: The HSELx AHB slave security region is split into one Read Secured and one Read Non-secured area, according to LANSECHXx and
MATRIX_SASSR.SASPLITx. That is, the so defined Securable High or Low Area is Secured for Read access.

1: The HSELx AHB slave security region is Non-secured for Read access.

WRNSECHx: Write Non-secured for HSELx Security Region

0: The HSELx AHB slave security region is split into one Write Secured and one Write Non-secured area, according to LANSECHXx and
MATRIX_SASSR.SASPLITx. That is, the so defined Securable High or Low Area is Secured for Write access.

1: The HSELx AHB slave security region is Non-secured for Write access.

Securable Area access rights:

WRNSECHx / RDNSECHXx Non-secure Access Secure Access
00 Denied Write - Read
01 Read Write - Read
10 Write Write - Read
11 Write - Read Write - Read
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19.13.13 Security Areas Split Slave Registers

Name: MATRIX_SASSRXx [x=0..14]

Address: 0xF0018240 (0), 0xFC03C240 (1)

Access: Read/Write
31 30 29 28 27 26 25 24

| SASPLIT7 | SASPLIT6 |
23 22 21 20 19 18 17 16

| SASPLITS | SASPLIT4 |
15 14 13 12 1 10 9 8

| SASPLIT3 | SASPLIT2 |
7 6 5 4 3 2 1 0

| SASPLIT1 | SASPLITO |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

SASPLITx: Security Areas Split for HSELx Security Region

This field defines the boundary address offset where the HSELx AHB slave security region splits into two Security Areas whose access is
controlled according to the corresponding MATRIX_SSR. It also defines the Security Low Area size inside the HSELXx region.

If this Low Area size is set at or above the HSELx Region Size, then the Security High Area is no longer available and the MATRIX_SSR
settings for the Low Area apply to the entire HSELx Security Region.

SASPLITX Split Offset Security Low Area Size
0000 0x00001000 4 Kbytes
0001 0x00002000 8 Kbytes
0010 0x00004000 16 Kbytes
0011 0x00008000 32 Kbytes
0100 0x00010000 64 Kbytes
0101 0x00020000 128 Kbytes
0110 0x00040000 256 Kbytes
0111 0x00080000 512 Kbytes
1000 0x00100000 1 Mbyte
1001 0x00200000 2 Mbytes
1010 0x00400000 4 Mbytes
1011 0x00800000 8 Mbytes
1100 0x01000000 16 Mbytes
1101 0x02000000 32 Mbytes
1110 0x04000000 64 Mbytes
1111 0x08000000 128 Mbytes
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19.13.14 Security Region Top Slave Registers

Name: MATRIX_SRTSRx [x=0..14]

Address: 0xF0018284 (0), 0xFC03C284 (1)

Access: Read/Write
31 30 29 28 27 26 25 24

| SRTOP7 | SRTOP6 |
23 22 21 20 19 18 17 16

| SRTOP5 | SRTOP4 |
15 14 13 12 1 10 9 8

| SRTOP3 [ SRTOP2 |
7 6 5 4 3 2 1 0

| SRTOP1 | SRTOPO |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

SRTOPx: HSELx Security Region Top

This field defines the size of the HSELX security region address space. Invalid sizes for the slave region must never be programmed. Valid
sizes and number of security regions are product-, slave- and slave-configuration dependent.

Note:

The slaves featuring multiple scalable contiguous security regions have a single SRTOPO field for all the security regions.

If this HSELX security region size is set at or below the HSELx low area size, then there is no Security High Area and the MATRIX_SSR
settings for the Low Area apply to the whole HSELXx security region.

SRTOPX Top Offset Security Region Size
0000 0x00001000 4 Kbytes
0001 0x00002000 8 Kbytes
0010 0x00004000 16 Kbytes
0011 0x00008000 32 Kbytes
0100 0x00010000 64 Kbytes
0101 0x00020000 128 Kbytes
0110 0x00040000 256 Kbytes
0111 0x00080000 512 Kbytes
1000 0x00100000 1 Mbyte
1001 0x00200000 2 Mbytes
1010 0x00400000 4 Mbytes
1011 0x00800000 8 Mbytes
1100 0x01000000 16 Mbytes
1101 0x02000000 32 Mbytes
1110 0x04000000 64 Mbytes
1111 0x08000000 128 Mbytes
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19.13.15 Security Peripheral Select x Registers

Name: MATRIX_SPSELRXx [x=1..3]

Address: 0xF00182CO0 (0), 0OXFC0O3C2CO (1)

Access: Read/Write
31 30 29 28 27 26 25 24

| NSECP31 | NSECP30 | NSECP29 | NSECP28 | NSECP27 | NSECP26 | NSECP25 | NSECP24 |
23 22 21 20 19 18 17 16

| NSECP23 | NSECP22 | NSECP21 | NSECP20 | NSECP19 | NSECP18 | NSECP17 | NSECP16 |
15 14 13 12 1 10 9 8

| NSECP15 | NSECP14 | NSECP13 | NSECP12 | NSECP11 | NSECP10 | NSECP9 | NSECP8 |
7 6 5 4 3 2 1 0

| NSECP7 | NSECP6 | NSECP5 | NSECP4 | NSECP3 | NSECP2 | NSECP1 | NSECPO |

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Each MATRIX_SPSELR can configure the access security type for up to 32 peripherals:
— MATRIX_SPSELRL1 configures the access security type for peripheral identifiers 0-31 (bits NSECP0O-

NSECP31).

— MATRIX_SPSELR?2 configures the access security type for peripheral identifiers 32—63 (bits NSECP0O—

NSECP31).

— MATRIX_SPSELR3 configures the access security type for peripheral identifiers 64—95 (bits NSECP0O—

NSECP31).
Note:

NSECPy: Non-secured Peripheral

The actual number of peripherals implemented is device-specific; see Table 19-9 "Peripheral Identifiers” for details.

0: The selected peripheral address space is configured as “Secured” access (value of ‘0’ has no effect if the peripheral security type is

“Peripheral Always Non-secured”).

1: The selected peripheral address space is configured as “Non-secured” access (value of ‘1’ has no effect if the peripheral security type

is “Peripheral Always Secured”).
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20. Special Function Registers (SFR)

20.1 Description

Special Function Registers (SFR) manage specific aspects of the integrated memory, bridge implementations, processor and other func-
tionality not controlled elsewhere.

20.2 Embedded Characteristics

« 32-bit Special Function Registers control specific behavior of the product
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20.3 Special Function Registers (SFR) User Interface

Table 20-1: Register Mapping

Offset™ Register Name Access Reset
0x00 Reserved - - -
0x04 DDR Configuration Register SFR_DDRCFG Read/Write 0x01

0x08-0x0C Reserved - - -
0x10 OHCI Interrupt Configuration Register SFR_OHCIICR Read/Write 0x0
0x14 OHCI Interrupt Status Register SFR_OHCIISR Read-only -
0x18 Reserved - - -
0x1C Reserved - - -
0x20-0x24 Reserved - - -
0x28 Security Configuration Register SFR_SECURE Read/Write 0x0
0x2C Reserved - - -
0x30 UTMI Clock Trimming Register SFR_UTMICKTRIM Read/Write 0x00010000
0x34 UTMI High-Speed Trimming Register SFR_UTMIHSTRIM Read/Write 0x00044433
0x38 UTMI Full-Speed Trimming Register SFR_UTMIFSTRIM Read/Write 0x00430211
0x3C UTMI DP/DM Pin Swapping Register SFR_UTMISWAP Read/Write 0x0
0x40 Reserved - - -
0x44 Reserved - - -
0x48 CAN Memories Address-based Register SFR_CAN Read/Write 0x00200020
0x4C Serial Number 0 Register SFR_SNO Read-only -
0x50 Serial Number 1 Register SFR_SN1 Read-only -
0x54 AIC Interrupt Redirection Register SFR_AICREDIR Read/Write 0x0
0x58 L2CC_HRAMC1 SFR_L2CC_HRAMC Read/Write 0x0
0x5C-0x8C Reserved - - -
0x90 12SC Register SFR_I2SCLKSEL Read/Write 0x0
0x94 QSPI Clock Pad Supply Select Register QSPICLK_REG Read/Write 0x1
0x98-0x3FFC Reserved - - -

Note 1: If an offset is not listed in the table, it must be considered as reserved.
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20.3.1 DDR Configuration Register
Name: SFR_DDRCFG

Address: 0xF8030004

Access: Read/Write

31 30 29 28 27 26 25 24

| - | - | - | - | - | - | - | - |
23 22 21 20 19 18 17 16

| - | - | - | - | - | - | FDQSIEN | FDQIEEN |
15 14 13 12 11 10 9 8

| - | - | - | - | - | - | - | - |
7 6 5 4 3 2 1 0

I - I - I - I - I - I - I - I - |
FDQIEN: Force DDR_DQ Input Buffer Always On

0: DDR_DQ input buffer controlled by DDR controller.
1: DDR_DQ input buffer always on.

FDQSIEN: Force DDR_DQS Input Buffer Always On
0: DDR_DQS input buffer controlled by DDR controller.
1: DDR_DQS input buffer always on.

Note:  FDQIEN and FDQSIEN =1 are used to force the selection of the analog comparator inside the 1O. If those bits are cleared the
DDR controller automatically manages the selection of the analog comparator. Forcing the bits to O reduces power consump-
tion.
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20.3.2 OHCI Interrupt Configuration Register
Name: SFR_OHCIICR

Address: 0xF8030010

Access: Read/Write

31 30 29 28 27 26 25 24

I - I - I - I - | Hsic seL | - I - | - |
23 22 21 20 19 18 17 16

| upPPuDIS | - I - I - I - I - I - | - |
15 14 13 12 11 10 9 8

| - | - | - | - | - | SUSPEND C [ SUSPEND B | SUSPEND A |
7 6 5 4 3 2 1 0

| — | — | APPSTART [ AREE | — | RrRes2 | RrREst | REsO |

RESx: USB PORTx RESET
0: Resets USB Port.
1: Usable USB Port.

ARIE: OHCI Asynchronous Resume Interrupt Enable
0: Interrupt disabled.
1: Interrupt enabled.

APPSTART: Reserved
0: Must write 0.

SUSPEND_A: USB PORT A
0: Suspends controlled by EHCI-OCHO.
1: Forces the suspend for PORTA.

SUSPEND_B: USB PORT B
0: Suspend controlled by EHCI-OCHO.
1: Forces the suspend for PORTB.

SUSPEND_C: USB PORT C
0: Suspends controlled by EHCI-OCHO.
1: Forces the suspend for PORTC.

UDPPUDIS: USB DEVICE PULLUP DISABLE
0: USB device pullup connection is enabled.
1: USB device pullup connection is disabled.

HSIC_SEL: Reserved
0: Must write 0.
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20.3.3 OHCI Interrupt Status Register
Name: SFR_OHCIISR

Address: 0xF8030014

Access: Read/Write

31 30 29 28 27 26 25 24
I T - SR I N B
23 22 21 20 19 18 17 16
I T - SR S N B
15 14 13 12 11 10 9 8
I T - SR S R B
7 6 5 4 3 2 1 0
| — | — | — — - | rRs2 | rs1 [ Rriso |

RISx: OHCI Resume Interrupt Status Port x

0: OHCI port resume not detected.

1: OHCI port resume detected.
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20.3.4 Security Configuration Register
Name: SFR_SECURE

Address: 0xF8030028

Access: Read/Write

31 30 29 28 27 26 25 24

. - r - r - r -+ - 1 - ¢ - [ - |
23 22 21 20 19 18 17 16

. - r - r - r -+ - - ¢ - [ - |
15 14 13 12 11 10 9 8

. - r - r - - - [ - [ - | Fuse |
7 6 5 4 3 2 1 0

. - r - r - - - [ - [ - | Rrom |

ROM: Disable Access to ROM Code

This bit is writable once only. When the ROM is secured, only a reset signal can clear this bit.
0: ROM is enabled.

1: ROM is disabled.

FUSE: Disable Access to Fuse Controller

This bit is writable once only. When the Fuse Controller is secured, only a reset signal can clear this bit.

0: Fuse Controller is enabled.
1: Fuse Controller is disabled.
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20.3.5 UTMI Clock Trimming Register
Name: SFR_UTMICKTRIM

Address: 0xF8030030

Access: Read/Write

31 30 29 28 27 26 25 24
. - - ¢ - - 1 - [ - [ - - |
23 22 21 20 19 18 17 16
. - r - ¢ - - [ - [ - | VBG |
15 14 13 12 11 10 9 8
. - - ¢ - - r - r - ¢ - [ - 1}
7 6 5 4 3 2 1 0
. - r - ¢ - - [ - [ - | FREQ |
FREQ: UTMI Reference Clock Frequency
Value Name Description
0 12 12 MHz reference clock
1 16 16 MHz reference clock
2 24 24 MHz reference clock
3 12 12 MHz reference clock

VBG: UTMI Band Gap Voltage Trimming
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20.3.6 UTMI High-Speed Trimming Register
Name: SFR_UTMIHSTRIM
Address: 0xF8030034
Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
| - | - - - - SLOPE2
15 14 13 12 11 10 9 8
| — | SLOPE1 SLOPEO
7 6 5 4 3 2 1 0
| - | DISC - SQUELCH

SQUELCH: UTMI HS SQUELCH Voltage Trimming

Calibration bits to adjust squelch threshold.

DISC: UTMI Disconnect Voltage Trimming
Calibration bits to adjust disconnect threshold.

SLOPEX: UTMI HS PORTx Transceiver Slope Trimming

Calibration bits to adjust HS Transceiver output slope for PORTX.
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20.3.7 UTMI Full-Speed Trimming Register
Name: SFR_UTMIFSTRIM

Address: 0xF8030038

Access: Read/Write

31 30 29 28 27 26 25 24

I - I - - - I - I - - - |
23 22 21 20 19 18 17 16

I - I zp I - I ZN |
15 14 13 12 11 10 9 8

I - I - - - I - I - XCVR |
7 6 5 4 3 2 1 0

| - | FALL | - | RISE |

RISE: FS Transceiver Output Rising Slope Trimming

Calibration bits to adjust the FS transceiver output rising slope.

FALL: FS Transceiver Output Falling Slope Trimming
Calibration bits to adjust the FS transceiver output falling slope.

XCVR: FS Transceiver Crossover Voltage Trimming
Calibration bits to adjust the FS transceiver crossover voltage.

ZN: FS Transceiver NMOS Impedance Trimming

Calibration bits to adjust the FS transceiver NMOS output impedance.

ZP: FS Transceiver PMOS Impedance Trimming
Calibration bits to adjust the FS transceiver PMOS output impedance.
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20.3.8
Name:

Address: 0xF803003C

UMTI DP/DM Pin Swapping Register
SFR_UTMISWAP

Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| — | — | - - — PORT2 | POrRT1 [ PORTO |
PORTx: PORT x DP/DM Pin Swapping
0 (NORMAL): DP/DM normal pinout.
1 (SWAPPED): DP/DM swapped pinout.
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20.3.9 CAN Memories Address-based Register

Name: SFR_CAN

Address: 0xF8030048

Access: Read/Write
31 30 29 28 27 26 25 24

| EXT_MEM_CAN1 ADDR |
23 22 21 20 19 18 17 16

| EXT_MEM_CAN1 ADDR |
15 14 13 12 11 10 9 8

| EXT_MEM_CANO_ADDR |
7 6 5 4 3 2 1 0

EXT_MEM_CANO_ADDR

EXT_MEM_CANO_ADDR: MSB CANO DMA Base Address
Gives the 16-bit MSB of the CANO DMA base address. The 16-bit LSB must be programmed in the CANO user interface.

EXT_MEM_CAN1_ADDR: MSB CAN1 DMA Base Address
Gives the 16-bit MSB of the CAN1 DMA base address. The 16-bit LSB must be programmed in the CAN1 user interface.
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20.3.10 Serial Number 0 Register

Name: SFR_SNO

Address: 0xF803004C

Access: Read-only
31 30 29 28 27 26 25 24

| SNO |
23 22 21 20 19 18 17 16

| SNO |
15 14 13 12 11 10 9 8

| SNO |
7 6 5 4 3 2 1 0

| SNO |

This register is used to read the first 32 bits of the 64-bit Serial Number (unique ID).

SNO: Serial Number 0
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20.3.11 Serial Number 1 Register

Name: SFR_SN1

Address: 0xF8030050

Access: Read-only
31 30 29 28 27 26 25 24

| SN1 |
23 22 21 20 19 18 17 16

| SN1 |
15 14 13 12 11 10 9 8

| SN1 |
7 6 5 4 3 2 1 0

| SN1 |

This register is used to read the last 32 bits of the 64-bit Serial Number (unique ID).

SN1: Serial Number 1
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20.3.12 AIC Interrupt Redirection Register
Name: SFR_AICREDIR

Address: 0xF8030054

Access: Read/Write

31 30 29 28 27 26 25 24

| AICREDIRKEY |
23 22 21 20 19 18 17 16

| AICREDIRKEY |
15 14 13 12 11 10 9 8

| AICREDIRKEY |
7 6 5 4 3 2 1 0

| AICREDIRKEY | nNsaic |

NSAIC: Interrupt Redirection to Non-Secure AIC
0: Interrupts are managed by the AIC corresponding to the Secure State of the peripheral (secure AIC or non-secure AIC).
1: All interrupts are managed by the non-secure AIC.

AICREDIRKEY: Unlock Key

Value is a XOR between 0xb6d81c4d and SN1[31:0] but only field [31:1] of the result must be written in this field. In case of set in Secure
mode by fuse configuration, this register is read_only O (it is not possible to redirect secure interrupts on non-secure AIC for products set
in secure mode for security reasons).

Note:  After three tries, entering a wrong key results in locking the NSAIC bit. A reset is needed.
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20.3.13 HRAMC L2CC Register

Name: SFR_L2CC_HRAMC

Address: 0xF8030058

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - - - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - - - I - |
15 14 13 12 11 10 9 8

S I R B R - ]
7 6 5 4 3 2 1 0

| — | — | - | - | — — - | srAM_SEL |

This register is used to configure the L2 cache to be used as an internal SRAM.

SRAM_SEL: SRAM Selector

0: Selects SRAM.
1: Selects L2CC.
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20.3.14 12S Register
Name: SFR_I2SCLKSEL
Address: 0xF8030090
Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| — | — - - — — | ciLkseLt | cLkseElLo |
CLKSELO: Clock Selection 0
0: Selects PCLK (peripheral clock).
1: Selects GCLK.
CLKSEL1: Clock Selection 1
0: Selects PCLK (peripheral clock).
1: Selects GCLK.
DS60001532A-page 208 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

20.3.15 QSPI Clock Pad Supply Select Register
Name: QSPICLK_REG
Address: 0xF8030094
Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - | — — - - — — [ sup seL |
SUP_SEL: Supply Selection
0: 1.8V supply selected.
1: 3.3V supply selected.
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21. Special Function Registers Backup (SFRBU)

21.1 Description

Special Function Registers Backup (SFRBU) manages specific aspects of the integrated memory, bridge implementations, processor and
other functionality not controlled elsewhere.

21.2 Embedded Characteristics

« 32-bit Special Function Registers Backup controls specific behavior of the product.
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21.3 Special Function Registers Backup (SFRBU) User Interface

Table 21-1: Register Mapping

Offset Register Name Access Reset
0x00 Power Switch BU Control Register SFRBU_PSWBUCTRL Read/Write 0x09
0x04 TS Range Configuration Register SFRBU_TSRANGECFG Read/Write 0x00
0x08 Reserved - - -
0x0C Reserved - - -
0x10 DDR BU Mode Control Register SFRBU_DDRBUMCR Read/Write 0x00
0x14 RXLP Pull-Up Control Register SFRBU_RXLPPUCR Read/Write 0x01
0x18-0xFC Reserved - - -
0x100 Reserved - - -
0x104—-0x3FFC Reserved - - -
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21.3.1 SFRBU Power Switch BU Control Register
Name: SFRBU_PSWBUCTRL

Address: 0xFC05C000

Access: Read/Write

31 30 29 28 27 26 25 24

| KEY PSW MODE |
23 22 21 20 19 18 17 16

| KEY PSW MODE |
15 14 13 12 11 10 9 8

| KEY PSW MODE |
7 6 5 4 3 2 1 0

| — — - - STATE SMCTRL SSWCTRL SCTRL |

SCTRL: Power Switch BU Software Control

This bit is used to control the Power Switch BU state by software in addition to the SSWCTRL bit.
0: Power Switch BU is controlled by hardware (SSWCTRL bit has no action).

1 (Reset value): Power Switch BU is controlled by software (SSWCTRL bit has an action).

SSWCTRL: Power Switch BU Source Selection
This bit has an action only if SCTRL bit value is “1".
0 (Reset value): LDO Supply source is VDDBU.

1: LDO Supply source is VDDANA.

SMCTRL: Allow Power Switch BU Control by Security Module Autobackup (Hardware)

Enables to select automatically the VDDBU source when the security module enters Backup mode.

This automatic supply source switching is independent from the SCTRL and SSWCTRL bhits.
0 (Reset value): No automatic supply source switching from security module.
1: Automatic supply source switching from security module activated.

STATE: Power Switch BU state (Read-only)

This bit reflects the power switch BU supply source selection in real time. After a switching request, the user must wait for the analog cell

switching time to have an updated status (see Electrical Characteristics section).
0: LDO BU Supply source is VDDBU.
1: LDO BU Supply source is VDDANA.

KEY_PSW_MODE: Specific value mandatory to allow writing of other register bits (Write-only)
This field is a security key preventing power switch changes due to software error or malicious code.

0x4BD20C: SFRBU_PSWBUCTRL register write possible.
Other values: SFRBU_PSWBUCTRL register write impossible.
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21.3.2 SFRBU Temperature Sensor Range Configuration Register

Name: SFRBU_TSRANGECFG

Address: 0xFC05C004

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

- r - r - [ - [ - [ - ] TsHrRseL |

TSHRSEL: Temperature Sensor Range Selection

0 (Reset value): Temperature Sensor High Triggering level is +105°C (internal transistor junction temperature).

1: Temperature Sensor High Triggering level is +115°C (internal transistor junction temperature).

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 213



SAMASD27C AUTO

21.3.3 SFRBU DDR BU Mode Control Register
Name: SFRBU_DDRBUMCR

Address: 0xFC05C010

Access: Read/Write

31 30 29 28 27 26 25 24

. - r - r - r -+ - 1 - ¢ - [ - |
23 22 21 20 19 18 17 16

. - r - r - r -+ - - ¢ - [ - |
15 14 13 12 11 10 9 8

. - r - r - -+ - r - ¢ - [ - |
7 6 5 4 3 2 1 0

. - r - r - - @ - [ - [ - | BUMEN |

BUMEN: DDR BU Mode Enable

This bit is used to isolate the DDR Pads from the CPU domain (VDDCORE).

It has to be set after enabling the Self-refresh mode on the DDR memory and before doing power-down on VDDCORE. ")
0 (Reset value): DDR Backup mode disabled. The DDR pads are not isolated from CPU domain.

1: DDR Backup mode enabled. The DDR pads are isolated from CPU domain (IOs are in memory state).

Note 1: To enable Self-refresh mode, refer to MPDDRC Low-power Register (in Multi-port DDR-SDRAM Controller section) and to
Self-refresh Backup mode (in Electrical Characteristics section).
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21.34 SFRBU RXLP Pull-Up Control Register
Name: SFRBU_RXLPPUCR

Address: 0xFC05C014

Access: Read/Write

31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

| - | - | - | - | - | - | - | RXDPUCTRL |

RXDPUCTRL: RXLP RXD Pull-Up Control
0 (Reset value): Pull-up enabled on RXD IO.
1: Pull-up disabled on RXD IO.

Note:  If the RXLP is not used, it is recommended to enable the pull-up to avoid power consumption on VDDBU rail.
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22.  Advanced Interrupt Controller (AIC)

22.1 Description

The Advanced Interrupt Controller (AIC) is an 8-level priority, individually maskable, vectored interrupt controller providing handling of up
to one hundred and twenty-eight interrupt sources. It is designed to substantially reduce the software and real-time overhead in handling
internal and external interrupts.

The AIC drives the nFIQ (fast interrupt request) and the nIRQ (standard interrupt request) inputs of an ARM processor. Inputs of the AIC
are either internal peripheral interrupts or external interrupts coming from the product's pins.

The 8-level Priority Controller allows the user to define the priority for each interrupt source, thus permitting higher priority interrupts to be
serviced even if a lower priority interrupt is being processed.

Internal interrupt sources can be programmed to be level-sensitive or edge-triggered. External interrupt sources can be programmed to
be rising-edge or falling-edge triggered or high-level or low-level sensitive.

22.2 Embedded Characteristics

¢ Controls the Interrupt Lines (nIRQ and nFIQ) of an ARM Processor
« 128 Individually Maskable and Vectored Interrupt Sources
- Source 0 is reserved for the fast interrupt input (FIQ)
- Source 74 is reserved for system peripheral interrupts
- Sources 2 to 73 and Sources 75 to 127 control up to 125 embedded peripheral interrupts or external interrupts
- Programmable edge-triggered or level-sensitive internal sources
- Programmable rising/falling edge-triggered or high/low level-sensitive external sources
¢ 8-level Priority Controller
- Drives the normal interrupt of the processor
- Handles priority of the interrupt sources 1 to 127
- Higher priority interrupts can be served during service of lower priority interrupt
* Vectoring
- Optimizes interrupt service routine branch and execution
- One 32-bit vector register for all interrupt sources
- Interrupt vector register reads the corresponding current interrupt vector
« Protect Mode
- Easy debugging by preventing automatic operations when protect models are enabled
¢ General Interrupt Mask
- Provides processor synchronization on events without triggering an interrupt
* Register Write Protection
* AICO is Non-Secure AIC, AIC1 is Secure AIC
« AICO manages nIRQ line, AIC1 manages nFIQ line
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22.3 Block Diagram

Figure 22-1:

Block Diagram

22.4 Application Block Diagram

Figure 22-2:
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Sources nIRQ
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Embedded
Peripheral
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¥ AP?
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IRQO-IRQN
nFIQ
Up to >
~.__Embedded [ 128 nIRQ
.. Embedded [ Sources
- Embedded
Peripheral
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Standalone
Applications

0OS-based Applications

OS Drivers

RTOS Drivers

General OS Interrupt Handler

Hard Real-Time Tasks

Advanced Interrupt Controller

Embedded Peripherals

External Peripherals
(External Interrupts)
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22.5 AIC Detailed Block Diagram

Figure 22-3: AIC Detailed Block Diagram
IRQ
—_—
Non-
> Secured
> AIC

Non-Secured

Peripheral FIQ — nIRQ — Cortex-A5
—_—
S d
P:?iuLeeraI ——{ Secured
P /] AC  |— nFia—

! : |

Secured MATRIX

Master / Slave

Always Always Non- Programmable
Secured Secured by Software
Security
22.6 1/O Line Description
Table 22-1: I/O Line Description
Pin Name Pin Description Type
FIQ Fast Interrupt Input
IRQO-IRQn Interrupt O—Interrupt n Input
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22.7 Product Dependencies

22.7.1 I/O Lines

The interrupt signals FIQ and IRQO to IRQn are normally multiplexed through the PIO controllers. Depending on the features of the PIO
controller used in the product, the pins must be programmed in accordance with their assigned interrupt functions. This is not applicable
when the PIO controller used in the product is transparent on the input path.

Table 22-2: I/O Lines

Instance Signal I/O Line Peripheral
AIC FIQ PB4 C
AIC FIQ PC8 C
AIC FIQ PC9 A
AIC FIQ PD3 B
AIC IRQ PA12 B
AIC IRQ PA21 A
AIC IRQ PB3 C
AIC IRQ PD31 C

22.7.2 Power Management

The Advanced Interrupt Controller is continuously clocked. The Power Management Controller has no effect on the Advanced Interrupt
Controller behavior.

The assertion of the Advanced Interrupt Controller outputs, either nIRQ or nFIQ, wakes up the ARM processor while itis in Idle mode. The
General Interrupt Mask feature enables the AIC to wake up the processor without asserting the interrupt line of the processor, thus pro-
viding synchronization of the processor on an event.

22.7.3 Interrupt Sources
Interrupt Source 0 is always located at FIQ. If the product does not feature any FIQ pin, Interrupt Source 0 cannot be used.

Interrupt Source 1 is always located at System Interrupt. This is the result of the OR-wiring of the system peripheral interrupt lines. When
a system interrupt occurs, the service routine must first distinguish the cause of the interrupt. This is performed by reading successively
the status registers of the above-mentioned system peripherals.

Interrupt sources 2 to 73 and 75 to 127 can either be connected to the interrupt outputs of an embedded user peripheral, or to external
interrupt lines. The external interrupt lines can be connected either directly or through the PIO Controller.

PIO controllers are considered as user peripherals in the scope of interrupt handling. Accordingly, the PIO controller interrupt lines are
connected to interrupt sources 2 to 73 and 75 to 127.

The peripheral identification defined at the product level corresponds to the interrupt source number (as well as the bit number controlling
the clock of the peripheral). Consequently, to simplify the description of the functional operations and the user interface, the interrupt
sources are named FIQ, SYS, and PID2 to PID73 and PID75 to PID127.

AICO manages all Non-Secure Interrupts including IRQn; AIC1 manages all Secure Interrupts including FIQ.
Each AIC has its own User Interface. The user should pay attention to use the relevant user interface for each source.
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22.8 Functional Description

22.8.1 Interrupt Source Control

228.1.1 Interrupt Source Mode

The Advanced Interrupt Controller independently programs each interrupt source. The SRCTYPE field of the Source Mode register
(AIC_SMR) selects the interrupt condition of the interrupt source selected by the INTSEL field of the Source Select register (AIC_SSR).

Note:  Configuration registers such as AIC_SMR and AIC_SSR return the values corresponding to the interrupt source selected by
INTSEL.

The internal interrupt sources wired on the interrupt outputs of the embedded peripherals can be programmed either in Level-Sensitive
mode or in Edge-Triggered mode. The active level of the internal interrupts is not important for the user.

The external interrupt sources can be programmed either in High Level-Sensitive or Low Level-Sensitive modes, or in Rising Edge-Trig-
gered or Negative Edge-Triggered modes.
22.8.1.2 Interrupt Source Enabling

Each interrupt source, including the FIQ in source 0, can be enabled or disabled by using the command registers Interrupt Enable Com-
mand register (AIC_IECR) and Interrupt Disable Command register (AIC_IDCR). The interrupt mask of the selected interrupt source can
be read in the Interrupt Mask register (AIC_IMR). A disabled interrupt does not affect servicing of other interrupts.

22.8.1.3 Interrupt Clearing and Setting

All interrupt sources programmed to be edge-triggered (including the FIQ in source 0) can be individually set or cleared by writing respec-
tively the Interrupt Set Command register (AIC_ISCR) and Interrupt Clear Command register (AIC_ICCR). Clearing or setting interrupt
sources programmed in Level-Sensitive mode has no effect.

The clear operation is perfunctory, as the software must perform an action to reset the “memorization” circuitry activated when the source
is programmed in Edge-Triggered mode. However, the set operation is available for auto-test or software debug purposes. It can also be
used to execute an AlC-implementation of a software interrupt.

The AIC features an automatic clear of the current interrupt when AIC_IVR (Interrupt Vector register) is read. Only the interrupt source
being detected by the AIC as the current interrupt is affected by this operation. (See Section 22.8.3.1 “Priority Controller”.) The automatic
clear reduces the operations required by the interrupt service routine entry code to read AIC_IVR.

The automatic clear of interrupt source 0 is performed when the FIQ Vector register (AIC_FVR) is read.

22.8.14 Interrupt Status

Interrupt Pending registers (AIC_IPR) represent the state of the interrupt lines, whether they are masked or not. AIC_IMR can be used to
define the mask of the interrupt lines.

The Interrupt Status register (AIC_ISR) reads the number of the current interrupt (see Section 22.8.3.1 “Priority Controller”) and the Core
Interrupt Status register (AIC_CISR) gives an image of the nIRQ and nFIQ signals driven on the processor.

Each status referred to above can be used to optimize the interrupt handling of the systems.
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22.8.1.5 Internal Interrupt Source Input Stage
Figure 22-4: Internal Interrupt Source Input Stage
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22.8.1.6 External Interrupt Source Input Stage

Figure 22-5: External Interrupt Source Input Stage
AIC_SMRi
High/Low (SRCTYPE)
Level/ | AIC_IPR |
Edge
. | AIC_IMR |
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Priority Controller
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I
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22.8.2 Interrupt Latencies

Global interrupt latencies depend on several parameters, including:

¢ The time the software masks the interrupts

¢ Occurrence, either at the processor level or at the AIC level

« The execution time of the instruction in progress when the interrupt occurs

* The treatment of higher priority interrupts and the resynchronization of the hardware signals

This section addresses hardware resynchronizations only. It gives details about the latency times between the events on an external inter-
rupt leading to a valid interrupt (edge or level) or the assertion of an internal interrupt source and the assertion of the nIRQ or nFIQ line
on the processor. The resynchronization time depends on the programming of the interrupt source and on its type (internal or external).
For the standard interrupt, resynchronization times are given assuming there is no higher priority in progress.

The PIO Controller multiplexing has no effect on the interrupt latencies of the external interrupt sources.
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22821 External Interrupt Edge Triggered Source

Figure 22-6: External Interrupt Edge Triggered Source
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22.8.2.2 External Interrupt Level Sensitive Source
Figure 22-7: External Interrupt Level Sensitive Source
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22.8.2.3 Internal Interrupt Edge Triggered Source

Figure 22-8: Internal Interrupt Edge Triggered Source

MCK

IRQ or FIQ
(high level)

IRQ or FIQ
(low level)

niRQ

Maximum IRQ
Latency = 3 cycles |

nFIQ
Maximum FIQ
Latency = 3 cycles

22.8.2.4 Internal Interrupt Level Sensitive Source
Figure 22-9: Internal Interrupt Level Sensitive Source
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22.8.3 Normal Interrupt

22.8.3.1 Priority Controller

An 8-level priority controller drives the nIRQ line of the processor, depending on the interrupt conditions occurring on the interrupt sources
1to 127.

Each interrupt source has a programmable priority level of 7 to 0, which is user-definable by writing AIC_SMR.PRIOR. Level 7 is the high-
est priority and level O the lowest.

As soon as an interrupt condition occurs, as defined by AIC_SMR.SRCTYPE, the nIRQ line is asserted. As a new interrupt condition might
have happened on other interrupt sources since the nIRQ has been asserted, the priority controller determines the current interrupt at the
time AIC_IVR is read. The read of AIC_IVR is the entry point of the interrupt handling which allows the AIC to consider that the interrupt
has been taken into account by the software.

The current priority level is defined as the priority level of the current interrupt.

If several interrupt sources of equal priority are pending and enabled when AIC_IVR is read, the interrupt with the lowest interrupt source
number is serviced first.

The nIRQ line can be asserted only if an interrupt condition occurs on an interrupt source with a higher priority. If an interrupt condition
happens (or is pending) during the interrupt treatment in progress, it is delayed until the software indicates to the AIC the end of the current
service by writing AIC_EOICR (End of Interrupt Command register). The write of AIC_EOICR is the exit point of the interrupt handling.

22.8.3.2 Interrupt Nesting

The priority controller utilizes interrupt nesting in order for the high priority interrupt to be handled during the service of lower priority inter-
rupts. This requires the interrupt service routines of the lower interrupts to re-enable the interrupt at the processor level.
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When an interrupt of a higher priority happens during an already occurring interrupt service routine, the nIRQ line is re-asserted. If the

interrupt is enabled at the core level, the current execution is interrupted and the new interrupt service routine should read AIC_IVR. At

this time, the current interrupt number and its priority level are pushed into an embedded hardware stack, so that they are saved and
restored when the higher priority interrupt servicing is finished and AIC_EOICR is written.

The AIC is equipped with an 8-level wide hardware stack in order to support up to eight interrupt nestings to match the eight priority levels.

22.8.3.3 Interrupt Handlers

This section gives an overview of the fast interrupt handling sequence when using the AIC. Itis assumed that the programmer understands
the architecture of the ARM processor, and especially the Processor Interrupt modes and the associated status bits.

It is assumed that:

1.

2.

The Advanced Interrupt Controller has been programmed, AIC_SVR registers are loaded with corresponding interrupt service rou-
tine addresses and interrupts are enabled.

The instruction at the ARM interrupt exception vector address is required to work with the vectoring. Load the PC with the absolute
address of the interrupt handler.

When nIRQ is asserted, if the bit “I” of CPSR is 0, the sequence is as follows:

1.

Note:

The CPSR is stored in SPSR_irq, the current value of the Program Counter is loaded in the Interrupt link register (R14_irq) and the
Program Counter (R15) is loaded with 0x18. In the following cycle during fetch at address 0x1C, the ARM core adjusts R14 _irq,
decrementing it by four.

The ARM core enters Interrupt mode, if it has not already done so.

When the instruction loaded at address 0x18 is executed, the program counter is loaded with the value read in AIC_IVR. Reading
AIC_IVR has the following effects:

Sets the current interrupt to be the pending and enabled interrupt with the highest priority. The current level is the priority level of
the current interrupt.

De-asserts the nIRQ line on the processor. Even if vectoring is not used, AIC_IVR must be read in order to de-assert nIRQ.
Automatically clears the interrupt, if it has been programmed to be edge-triggered.

Pushes the current level and the current interrupt number on to the stack.

Returns the value written in AIC_SVR corresponding to the current interrupt.

The previous step has the effect of branching to the corresponding interrupt service routine. This should start by saving the link
register (R14_irq) and SPSR_IRQ. The link register must be decremented by four when it is saved if it is to be restored directly into
the program counter at the end of the interrupt. For example, the instruction SUB PC, LR, #4 may be used.

Further interrupts can then be unmasked by clearing the “I” bit in CPSR, allowing re-assertion of the nIRQ to be taken into account
by the core. This can happen if an interrupt with a higher priority than the current interrupt occurs.

The interrupt handler can then proceed as required, saving the registers that will be used and restoring them at the end. During this
phase, an interrupt of higher priority than the current level will restart the sequence from step 1.

Note:  If the interrupt is programmed to be level-sensitive, the source of the interrupt must be cleared during this phase.

The “I” bit in CPSR must be set in order to mask interrupts before exiting to ensure that the interrupt is completed in an orderly
manner.

AIC_EOICR must be written in order to indicate to the AIC that the current interrupt is finished. This causes the current level to be
popped from the stack, restoring the previous current level if one exists on the stack. If another interrupt is pending, with lower or
equal priority than the old current level but with higher priority than the new current level, the nIRQ line is re-asserted, but the inter-
rupt sequence does not immediately start because the “I” bit is set in the core. SPSR_irq is restored. Finally, the saved value of the
link register is restored directly into the PC. This has the effect of returning from the interrupt to whatever was being executed
before, and of loading the CPSR with the stored SPSR, masking or unmasking the interrupts depending on the state saved in
SPSR_irg.

The “I” bit in SPSR is significant. If it is set, it indicates that the ARM core was on the verge of masking an interrupt when the
mask instruction was interrupted. Hence, when SPSR is restored, the mask instruction is completed (interrupt is masked).

2284 Fast Interrupt

228.4.1 Fast Interrupt Source

Interrupt source 0 is the only source which can raise a fast interrupt request to the processor. Interrupt source 0 is generally connected to
a FIQ pin of the product, either directly or through a P1O Controller.
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22.84.2 Fast Interrupt Control

The fast interrupt logic of the AIC has no priority controller. The mode of interrupt source 0 is programmed with AIC_SMR and INTSEL =
0; the PRIOR field of this register is not used even if it reads what has been written. AIC_SMR.SRCTYPE enables programming the fast
interrupt source to be rising-edge triggered or falling-edge triggered or high-level sensitive or low-level sensitive.

Writing Ox1 in AIC_IECR and AIC_IDCR respectively enables and disables the fast interrupt when INTSEL = 0. Bit 0 of AIC_IMR indicates
whether the fast interrupt is enabled or disabled.

22.8.4.3 Fast Interrupt Handlers

This section gives an overview of the fast interrupt handling sequence when using the AIC. Itis assumed that the programmer understands
the architecture of the ARM processor, and especially the Processor Interrupt modes and associated status bits.

Assuming that:
1. The Advanced Interrupt Controller has been programmed, AIC_SVR is loaded with the fast interrupt service routine address, and
interrupt source 0O is enabled.

2. The Instruction at address 0x1C (FIQ exception vector address) is required to vector the fast interrupt. Load the PC with the abso-
lute address of the interrupt handler.

3. The user does not need nested fast interrupts.
When nFIQ is asserted, if bit “F” of CPSR is 0, the sequence is:

1. The CPSR is stored in SPSR_fig, the current value of the program counter is loaded in the FIQ link register (R14_FIQ) and the
program counter (R15) is loaded with 0x1C. In the following cycle, during fetch at address 0x20, the ARM core adjusts R14_fiq,
decrementing it by four.

2. The ARM core enters FIQ mode.

3. The routine must read AIC1_CISR to know if the interrupt is the FIQ or a Secure Internal interrupt.

I dr rl, =REG SAIC ClI SR
I dr rl, [r1]

cnp r1, #Al C_Cl SR NFIQ
beq get _fiqgvec_addr

If FIQ is active, it is processed in priority, even if another interrupt is active.
get _i rqvec_addr

| dr ri4, =REG SAIC IVR
b read_vec
get _fiqvec_addr
| dr r14, =REG SAI C FVR
read_vec
| dr ro, [r14]

Now rO contains the correct vector address, IVR for a Secure Internal interrupt or FVR for FIQ.
The system can branch to the routine pointed to by rO.

FI Q_Handl er _Branch
nmov rl4, pc
bx ro
4. The previous step enables branching to the corresponding interrupt service routine. It is not necessary to save the link register
R14 fig and SPSR_fiq if nested fast interrupts are not needed.

5. The Interrupt Handler can then proceed as required. It is not necessary to save registers R8 to R13 because the FIQ mode has its
own dedicated registers and registers R8 to R13 are banked. The other registers, RO to R7, must be saved before being used, and
restored at the end (before the next step).

Note:  If the fast interrupt is programmed to be level-sensitive, the source of the interrupt must be cleared during this phase in order
to de-assert interrupt source 0.

6. Finally, Link register R14_fiq is restored into the PC after decrementing it by four (with instruction SUB PC, LR, #4 for example).
This has the effect of returning from the interrupt to whatever was being executed before, loading the CPSR with the SPSR and
masking or unmasking the fast interrupt depending on the state saved in the SPSR.

Note:  The “F” bit in SPSR is significant. If it is set, it indicates that the ARM core was just about to mask FIQ interrupts when the
mask instruction was interrupted. Hence, when the SPSR is restored, the interrupted instruction is completed (FIQ is masked).

Another way to handle the fast interrupt is to map the interrupt service routine at the address of the ARM vector 0x1C. This method does
not use vectoring, so that reading AIC_FVR must be performed at the very beginning of the handler operation. However, this method saves
the execution of a branch instruction.
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22.8.5 Protect Mode

The Protect mode is used to read the Interrupt Vector register without performing the associated automatic operations. This is necessary
when working with a debug system. When a debugger, working either with a Debug Monitor or the ARM processor's ICE, stops the appli-
cations and updates the opened windows, it might read the AIC User Interface and thus the IVR. This has adverse consequences:

« If an enabled interrupt with a higher priority than the current one is pending, it is stacked.
« If there is no enabled pending interrupt, the spurious vector is returned.
In either case, an End of Interrupt command is necessary to acknowledge and restore the context of the AIC. This operation is generally

not performed by the debug system, as the debug system would become strongly intrusive and cause the application to enter an undesired
state.

This is avoided by using the Protect mode. Writing PROT in the Debug Control register (AIC_DCR) at 0x1 enables the Protect mode.

When the Protect mode is enabled, the AIC performs interrupt stacking only when a write access is performed on AIC_IVR. Therefore,
the Interrupt Service Routines must write (arbitrary data) to AIC_IVR just after reading it. The new context of the AIC, including the value
of AIC_ISR, is updated with the current interrupt only when AIC_IVR is written.

An AIC_IVR read on its own (e.g., by a debugger) modifies neither the AIC context nor AIC_ISR. Extra AIC_IVR reads perform the same
operations. However, it is recommended to not stop the processor between the read and the write of AIC_IVR of the interrupt service rou-
tine to make sure the debugger does not modify the AIC context.

To summarize, in normal operating mode, the read of AIC_IVR performs the following operations within the AIC:

1. Calculates active interrupt (higher than current or spurious).
2. Determines and returns the vector of the active interrupt.

3.  Memorizes the interrupt.

4. Pushes the current priority level onto the internal stack.

5. Acknowledges the interrupt.

However, while the Protect mode is activated, only operations 1 to 3 are performed when AIC_IVR is read. Operations 4 and 5 are only
performed by the AIC when AIC_IVR is written.

Software that has been written and debugged using the Protect mode runs correctly in normal mode without modification. However, in
normal mode, the AIC_IVR write has no effect and can be removed to optimize the code.

22.8.6 Spurious Interrupt

The Advanced Interrupt Controller features a protection against spurious interrupts. A spurious interrupt is defined as being the assertion
of an interrupt source long enough for the AIC to assert the nIRQ, but no longer present when AIC_IVR is read. This is most prone to occur
when:

» An external interrupt source is programmed in Level-Sensitive mode and an active level occurs for only a short time.

» Aninternal interrupt source is programmed in level-sensitive and the output signal of the corresponding embedded peripheral is acti-
vated for a short time (as is the case for the watchdog).

» An interrupt occurs just a few cycles before the software begins to mask it, thus resulting in a pulse on the interrupt source.

The AIC detects a spurious interrupt at the time AIC_IVR is read while no enabled interrupt source is pending. When this happens, the
AIC returns the value stored by the programmer in the Spurious Vector register (AIC_SPU). The programmer must store the address of a
spurious interrupt handler in AIC_SPU as part of the application, to enable an as fast as possible return to the normal execution flow. This
handler writes in AIC_EOICR and performs a return from interrupt.

22.8.7 General Interrupt Mask

The AIC features a General Interrupt Mask bit (AIC_DCR.GMSK) to prevent interrupts from reaching the processor. Both the nIRQ and
the nFIQ lines are driven to their inactive state if AIC_DCR.GMSK is set. However, this mask does not prevent waking up the processor
if it has entered Idle mode. This function facilitates synchronizing the processor on a next event and, as soon as the event occurs, performs
subsequent operations without having to handle an interrupt. It is strongly recommended to use this mask with caution.
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22.8.8 Register Write Protection

To prevent any single software error from corrupting AIC behavior, certain registers in the address space can be write-protected by setting
the WPEN bit in the AIC Write Protection Mode Register (AIC_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the AIC Write Protection Status Register (AIC_WPSR) is set
and the field WPVSRC indicates the register in which the write access has been attempted.

The WPVS bit is automatically cleared after reading AIC_WPSR.

The following registers can be write-protected:

¢ AIC Source Mode Register

¢ AIC Source Vector Register

¢ AIC Spurious Interrupt Vector Register
¢ AIC Debug Control Register
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22.9 Advanced Interrupt Controller (AIC) User Interface

Table 22-3: Register Mapping

Offset Register Name Access Reset
0x00 Source Select Register AIC_SSR Read/Write 0x0
0x04 Source Mode Register AIC_SMR Read/Write 0x0
0x08 Source Vector Register AIC_SVR Read/Write 0x0
0x0C Reserved - - -
0x10 Interrupt Vector Register AIC_IVR Read-only 0x0
0x14 FIQ Vector Register AIC_FVR Read-only 0x0
0x18 Interrupt Status Register AIC_ISR Read-only 0x0
0x1C Reserved - - -
0x20 Interrupt Pending Register 0% AIC_IPRO Read-only oxo®)
0x24 Interrupt Pending Register 1(%) AIC_IPR1 Read-only oxo®)
0x28 Interrupt Pending Register 2(%) AIC_IPR2 Read-only oxo™
0x2C Interrupt Pending Register 3() AIC_IPR3 Read-only oxo™
0x30 Interrupt Mask Register AIC_IMR Read-only 0x0
0x34 Core Interrupt Status Register AIC_CISR Read-only 0x0
0x38 End of Interrupt Command Register AIC_EOICR Write-only -
0x3C Spurious Interrupt Vector Register AIC_SPU Read/Write 0x0
0x40 Interrupt Enable Command Register AIC_IECR Write-only -
0x44 Interrupt Disable Command Register AIC_IDCR Write-only -
0x48 Interrupt Clear Command Register AIC_ICCR Write-only -
0x4C Interrupt Set Command Register AIC_ISCR Write-only -
0x50-0x5C Reserved - - -
0x60—-0x68 Reserved - - -
0x6C Debug Control Register AIC_DCR Read/Write 0x0
0x70-0xEO Reserved - - -
OxE4 Write Protection Mode Register AIC_WPMR Read/Write 0x0
OxE8 Write Protection Status Register AIC_WPSR Read-only 0x0
OXEC-OxFC Reserved - - -

Note 1. The reset value of this register depends on the level of the external interrupt source. All other sources are cleared at reset,
thus not pending.

2. PID2...PID127 bit fields refer to the identifiers as defined in Section 12.2 “Peripheral Identifiers”.
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22.9.1 AIC Source Select Register
Name: AIC_SSR
Address: 0xFC020000 (AIC), 0xF803C000 (SAIC)
Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - | INTSEL |
INTSEL: Interrupt Line Selection
0-127 = Selects the interrupt line to handle.
See Section 22.8.1.1 “Interrupt Source Mode”.
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22.9.2 AIC Source Mode Register

Name: AIC_SMR

Address: 0xFC020004 (AIC), 0xF803C004 (SAIC)
Access: Read/Write

31 30 29 28 27 26 25 24

. - - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8

. - r - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

| - | SRCTYPE | - | - | PRIOR |

This register can only be written if the WPEN bit is cleared in the AIC Write Protection Mode Register.

PRIOR: Priority Level

Programs the priority level of the source selected by INTSEL except FIQ source (source 0).
The priority level can be between 0 (lowest) and 7 (highest).

The priority level is not used for the FIQ.

SRCTYPE: Interrupt Source Type

The active level or edge is not programmable for the internal interrupt source selected by INTSEL.

Value Name Description

High-level sensitive for internal source

0 INT_LEVEL_SENSITIVE N
Low-level sensitive for external source

1 EXT_NEGATIVE_EDGE Negative-edge triggered for external source
High-level sensitive for internal source

2 EXT_HIGH_LEVEL . N
High-level sensitive for external source

3 EXT_POSITIVE_EDGE Positive-edge triggered for external source
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22.9.3 AIC Source Vector Register

Name: AIC_SVR

Address: 0xFC020008 (AIC), 0xF803C008 (SAIC)
Access: Read/Write

31 30 29 28 27 26 25 24

| VECTOR |
23 22 21 20 19 18 17 16

| VECTOR |
15 14 13 12 11 10 9 8

| VECTOR |
7 6 5 4 3 2 1 0

| VECTOR |

This register can only be written if the WPEN bit is cleared in the AIC Write Protection Mode Register.

VECTOR: Source Vector

The user may store in this register the address of the corresponding handler for the interrupt source selected by INTSEL.
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22.9.4 AIC Interrupt Vector Register
Name: AIC_IVR

Address: 0xFC020010 (AIC), 0xF803C010 (SAIC)
Access: Read-only

31 30 29 28 27 26 25 24

| IRQV |
23 22 21 20 19 18 17 16

| IRQV |
15 14 13 12 11 10 9 8

| IRQV |
7 6 5 4 3 2 1 0

| IRQV |

IRQV: Interrupt Vector Register

The Interrupt Vector Register contains the vector programmed by the user in the Source Vector Register corresponding to the current inter-

rupt.

The Source Vector Register is indexed using the current interrupt number when the Interrupt Vector Register is read.

When there is no current interrupt, the Interrupt Vector Register reads the value stored in AIC_SPU.
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22.9.5 AIC FIQ Vector Register
Name: AIC_FVR

Address: 0xFC020014 (AIC), 0xF803C014 (SAIC)

Access: Read-only

31 30 29 28 27 26 25 24

| FIQV |
23 22 21 20 19 18 17 16

| FIQV |
15 14 13 12 11 10 9 8

| FIQV |
7 6 5 4 3 2 1 0

| FIQV |

FIQV: FIQ Vector Register

The FIQ Vector Register contains the vector programmed by the user in the Source Vector Register when INTSEL = 0. When there is no

fast interrupt, the FIQ Vector Register reads the value stored in AIC_SPU.
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22.9.6 AIC Interrupt Status Register
Name: AIC_ISR

Address: 0xFC020018 (AIC), 0xF803C018 (SAIC)
Access: Read-only

31 30 29 28 27 26 25 24
I R I S N - — T ]
23 22 21 20 19 18 17 16
I R I S S : — T ]
15 14 13 12 11 10 9 8
I R I S S - — T ]
7 6 5 4 3 2 1 0
| — [ IRQID |

IRQID: Current Interrupt Identifier
The Interrupt Status Register returns the current interrupt source number.
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22.9.7 AIC Interrupt Pending Register 0

Name: AIC_IPRO

Address: 0xFC020020 (AIC), 0xF803C020 (SAIC)

Access: Read-only

31 30 29 28 27 26 25 24

| PID31 | PID30 PID29 | PID28 PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 PID21 | PID20 PID19 | PID18 | PID17 | PID16 |
15 14 13 12 11 10 9 8

| PID15 | PID14 PID13 | PID12 PID11 | PID10 | PID9 | PID8 |
7 6 5 4 3 2 1 0

| PID7 [ PID6 PID5 [ PID4 PID3 [ PID2 [ PID1 | FIQ |

FIQ: Interrupt Pending

0: The corresponding interrupt is not pending.

1: The corresponding interrupt is pending.

PIDx: Interrupt Pending

0: The corresponding interrupt is not pending.

1: The corresponding interrupt is pending.
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22.9.8 AIC Interrupt Pending Register 1
Name: AIC_IPR1

Address: 0xFC020024 (AIC), 0xF803C024 (SAIC)
Access: Read-only

31 30 29 28 27 26 25 24

| PID63 | PID62 | PID61 | PID60 | PID59 | PID58 | PID57 | PID56 |
23 22 21 20 19 18 17 16

| PID55 | PID54 | PID53 | PID52 | PID51 | PID50 | PID49 | PID48 |
15 14 13 12 11 10 9 8

| PID47 | PID46 | PID45 | PID44 | PID43 | PID42 | PID41 | P1D40 |
7 6 5 4 3 2 1 0

| PID39 | PID38 | PID37 | PID36 | PID35 | PID34 | PID33 | PID32 |

PIDx: Interrupt Pending
0: The corresponding interrupt is not pending.
1: The corresponding interrupt is pending.

DS60001532A-page 236 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

22.9.9 AIC Interrupt Pending Register 2

Name: AIC_IPR2

Address: 0xFC020028 (AIC), 0xF803C028 (SAIC)

Access: Read-only

31 30 29 28 27 26 25 24

| PID95 | PID94 PID93 PID92 PID91 PID90 PID89 | PID88 |
23 22 21 20 19 18 17 16

| PID87 | PID86 PID85 PID84 PID83 PID82 PID81 | PID80 |
15 14 13 12 11 10 9 8

| PID79 | PID78 PID77 PID76 PID75 SYS PID73 | PID72 |
7 6 5 4 3 2 1 0

| PID71 | PID70 PID69 PID68 PID67 PID66 PID65 | PID64 |

PIDx: Interrupt Pending

0: The corresponding interrupt is not pending.

1: The corresponding interrupt is pending.

SYS: Interrupt Pending

0: The corresponding interrupt is not pending.

1: The corresponding interrupt is pending.
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22.9.10 AIC Interrupt Pending Register 3

Name: AIC_IPR3

Address: 0xFC02002C (AIC), 0xF803C02C (SAIC)

Access: Read-only
31 30 29 28 27 26 25 24

| PID127 | PID126 PID125 PID124 | PID123 | PID122 | PID121 | PID120 |
23 22 21 20 19 18 17 16

| PID119 | PID118 PID117 PID116 | PID115 | PID114 | PID113 | PID112 |
15 14 13 12 11 10 9 8

| PID111 | PID110 PID109 PID108 | PID107 | PID106 | PID105 | PID104 |
7 6 5 4 3 2 1 0

| PID103 | PID102 PID101 PID100 | PID99 | P1D98 | PID97 | PID96 |

PIDx: Interrupt Pending

0: The corresponding interrupt is not pending.

1: The corresponding interrupt is pending.
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22.9.11 AIC Interrupt Mask Register
Name: AIC_IMR
Address: 0xFC020030 (AIC), 0xF803C030 (SAIC)
Access: Read-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
[ - - - [ - - - | - [ W™
INTM: Interrupt Mask
0: The interrupt source selected by INTSEL is disabled.
1: The interrupt source selected by INTSEL is enabled.
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22.9.12 AIC Core Interrupt Status Register

Name: AIC_CISR

Address: 0xFC020034 (AIC), 0xF803C034 (SAIC)

Access: Read-only

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - [ — | - - - — NIRQ | NFIQ |
NFIQ: NFIQ Status
0: nFIQ line is deactivated.
1: nFIQ line is active.
NIRQ: NIRQ Status
0: nIRQ line is deactivated.
1: nIRQ line is active.
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22.9.13 AIC End of Interrupt Command Register
Name: AIC_EOICR
Address: 0xFC020038 (AIC), 0xF803C038 (SAIC)
Access: Write-only
31 30 29 28 27 26 25 24
I SR - - - S
23 22 21 20 19 18 17 16
- T - — T - - - — T - ]
15 14 13 12 11 10 9 8
I SR - - - S
7 6 5 4 3 2 1 0
- T - — T - - - -~ T eor ]

ENDIT: Interrupt Processing Complete Command

The End of Interrupt Command Register is used by the interrupt routine to indicate that the interrupt treatment is complete. Any value can
be written because it is only necessary to make a write to this register location to signal the end of interrupt treatment.
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22.9.14 AIC Spurious Interrupt Vector Register
Name: AIC_SPU

Address: 0xFC02003C (AIC), 0xF803CO03C (SAIC)
Access: Read/Write

31 30 29 28 27 26 25 24

| SIVR |
23 22 21 20 19 18 17 16

| SIVR |
15 14 13 12 11 10 9 8

| SIVR |
7 6 5 4 3 2 1 0

| SIVR |

This register can only be written if the WPEN bit is cleared in the AIC Write Protection Mode Register.

SIVR: Spurious Interrupt Vector Register

The user may store the address of a spurious interrupt handler in this register. The written value is returned in AIC_IVR in case of a spu-
rious interrupt, or in AIC_FVR in case of a spurious fast interrupt.
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22.9.15 AIC Interrupt Enable Command Register

Name: AIC_IECR

Address: 0xFC020040 (AIC), 0xF803C040 (SAIC)

Access:  Write-only
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

. - r - r - 1 - 1 - [ - [ NN ]

INTEN: Interrupt Enable
0: No effect.
1: Enables the interrupt source selected by INTSEL.
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22.9.16 AIC Interrupt Disable Command Register
Name: AIC_IDCR
Address: 0xFC020044 (AIC), 0xF803C044 (SAIC)
Access:  Write-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
- T - - - - - S L
INTD: Interrupt Disable
0: No effect.
1: Disables the interrupt source selected by INTSEL.
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22.9.17 AIC Interrupt Clear Command Register
Name: AIC_ICCR
Address: 0xFC020048 (AIC), 0xF803C048 (SAIC)
Access:  Write-only
31 30 29 28 27 26 25 24
- 1 - T - T - - - G
23 22 21 20 19 18 17 16
- T - T - T - - - SR
15 14 13 12 11 10 9 8
- 1 - T - T - - - — 1 -]
7 6 5 4 3 2 1 0
| _ [ Z [ _ — — — [  INTCLR |

INTCLR: Interrupt Clear
Clears one the following depending on the setting of the INTSEL bit FIQ, SYS, PID2-PID73 and PID75-PID127
0: No effect.

1: Clears the interrupt source selected by INTSEL.
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22.9.18

Name: AIC_ISCR

Address: O0xFC02004C (AIC), 0xF803C04C (SAIC)

AIC Interrupt Set Command Register

Access:  Write-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - [ — - - - — - INTSET |
INTSET: Interrupt Set
0: No effect.
1: Sets the interrupt source selected by INTSEL.
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22.9.19 AIC Debug Control Register

Name: AIC_DCR

Address: 0xFC02006C (AIC), 0xF803C06C (SAIC)

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - - I - I - I - I - I - |
7 6 5 4 3 2 1 0

| - | - - | - | - | - | GMSK | PROT |

This register can only be written if the WPEN bit is cleared in the AIC Write Protection Mode Register.

PROT: Protection Mode

0: The Protection mode is disabled.
1: The Protection mode is enabled.

GMSK: General Interrupt Mask

0: The nIRQ and nFIQ lines are normally controlled by the AIC.

1: The nIRQ and nFIQ lines are tied to their inactive state.
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22.9.20 AIC Write Protection Mode Register
Name: AIC_WPMR
Address: 0xFC0200E4 (AIC), 0xF803COE4 (SAIC)
Access: Read/Write

31 30 29 28 27 26 25 24
| WPKEY
23 22 21 20 19 18 17 16
| WPKEY
15 14 13 12 11 10 9 8
| WPKEY
7 6 5 4 3 2 1 0
| - - - - | - - - WPEN

WPEN: Write Protection Enable
0: Disables the write protection if WPKEY corresponds to 0x414943 (“AIC” in ASCII).
1: Enables the write protection if WPKEY corresponds to 0x414943 (“AIC” in ASCII).

See Section 22.8.8 “Register Write Protection” for the list of registers that can be protected.

WPKEY: Write Protection Key

Value Name Description
Writing any other value in this field aborts the write operation of the WPEN bit.
0x414943 PASSWD
Always reads as O.
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22.9.21 AIC Write Protection Status Register
Name: AIC_WPSR

Address: 0xFC0200E8 (AIC), 0xXF803COES8 (SAIC)
Access: Read-only

31 30 29 28 27 26 25 24
1T - 1T T — - - - ]
23 22 21 20 19 18 17 16
| WPVSRC |
15 14 13 12 1 10 9 8
| WPVSRC |
7 6 5 4 3 2 1 0
| — — — — — — — WPVS |

WPVS: Write Protection Violation Status

0: No write protection violation has occurred since the last read of AIC_WPSR.

1: A write protection violation has occurred since the last read of AIC_WPSR. If this violation is an unauthorized attempt to write a protected

register, the associated violation is reported into field WPVSRC.

WPVSRC: Write Protection Violation Source

When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.

© 2018 Microchip Technology Inc. Datasheet

DS60001532A-page 249



SAMA5SD27C AUTO

23.  Watchdog Timer (WDT)

23.1 Description

The Watchdog Timer (WDT) is used to prevent system lock-up if the software becomes trapped in a deadlock. It features a 12-bit down
counter that allows a watchdog period of up to 16 seconds (slow clock around 32 kHz). It can generate a general reset or a processor
reset only. In addition, it can be stopped while the processor is in Debug mode or Sleep mode (Idle mode).

23.2 Embedded Characteristics

* 12-bit Key-protected Programmable Counter

« Watchdog Clock is Independent from Processor Clock

« Provides Reset or Interrupt Signals to the System

« Counter May Be Stopped while the Processor is in Debug State or in Idle Mode

23.3 Block Diagram

Figure 23-1: Watchdog Timer Block Diagram
write WDT_MR
WDT_MR
WDT_CR WDV
| WDRSTT | reload J
..H >—“—x 1 0 ;
12-bit Down
Counter
WDT_MR
- reload
WDD Current
Value < |_1/128 SLCK
<=WDD
WDT_MR
WDRSTEN
o/
:] N\ | > wdt_fault
1_/ N (to Reset Controller)
set
WD@ . —— wdt_int
set reset r
WDERRI
read WDT_SR reset WDFIEN
or e
WDT_MR

reset
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23.4 Functional Description

The Watchdog Timer is used to prevent system lock-up if the software becomes trapped in a deadlock. It is supplied with VDDCORE. It
restarts with initial values on processor reset.

The watchdog is built around a 12-bit down counter, which is loaded with the value defined in the field WDV of the Mode Register
(WDT_MR). The Watchdog Timer uses the slow clock divided by 128 to establish the maximum watchdog period to be 16 seconds (with
a typical slow clock of 32.768 kHz).

After a processor reset, the value of WDV is OXFFF, corresponding to the maximum value of the counter with the external reset generation
enabled (field WDRSTEN at 1 after a backup reset). This means that a default watchdog is running at reset, i.e., at powerup. The user
can either disable the WDT by setting bit WDT_MR.WDDIS or reprogram the WDT to meet the maximum watchdog period the application
requires.

When setting the WDDIS bit, and while it is set, the fields WDV and WDD must not be modified.

If the watchdog is restarted by writing into the Control Register (WDT_CR), WDT_MR must not be programmed during a period of time of
three slow clock periods following the WDT_CR write access. In any case, programming a new value in WDT_MR automatically initiates
a restart instruction.

WDT_MR can be written until a LOCKMR command is issued in WDT_CR. Only a processor reset resets it. Writing WDT_MR reloads the
timer with the newly programmed mode parameters.

In normal operation, the user reloads the watchdog at regular intervals before the timer underflow occurs, by setting bit
WDT_CR.WDRSTT. The watchdog counter is then immediately reloaded from WDT_MR and restarted, and the slow clock 128 divider is
reset and restarted. WDT_CR is write-protected. As a result, writing WDT_CR without the correct hard-coded key has no effect. If an
underflow does occur, the “wdt_fault” signal to the Reset Controller is asserted if bit WDT_MR.WDRSTEN is set. Moreover, the bit WDUNF
is set in the Status Register (WDT_SR).

The reload of the watchdog must occur while the watchdog counter is within a window between 0 and WDD. WDD is defined in WDT_MR.

Any attempt to restart the watchdog while the watchdog counter is between WDV and WDD results in a watchdog error, even if the watch-
dog is disabled. The bit WDT_SR.WDERR is updated and the “wdt_fault” signal to the Reset Controller is asserted.

Note that this feature can be disabled by programming a WDD value greater than or equal to the WDV value. In such a configuration,
restarting the Watchdog Timer is permitted in the whole range [0; WDV] and does not generate an error. This is the default configuration
on reset (the WDD and WDV values are equal).

The status bits WDUNF (Watchdog Underflow) and WDERR (Watchdog Error) trigger an interrupt, provided the bit WDT_MR.WDFIEN is
set. The signal “wdt_fault” to the Reset Controller causes a watchdog reset if the WDRSTEN bit is set as already explained in the Reset
Controller documentation. In this case, the processor and the Watchdog Timer are reset, and the WDERR and WDUNF flags are reset.

If a reset is generated or if WDT_SR is read, the status bits are reset, the interrupt is cleared, and the “wdt_fault” signal to the reset con-
troller is deasserted.

Writing WDT_MR reloads and restarts the down counter.

While the processor is in debug state or in Sleep mode, the counter may be stopped depending on the value programmed for the bits
WDIDLEHLT and WDDBGHLT in WDT_MR.
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Figure 23-2: Watchdog Behavior
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23.5 Watchdog Timer (WDT) User Interface

Table 23-1: Register Mapping
Offset Register Name Access Reset
0x00 Control Register WDT_CR Write-only -
0x04 Mode Register WDT_MR Read/Write Ox3FFF_2FFF
0x08 Status Register WDT_SR Read-only 0x0000_0000
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WDRSTT: Watchdog Restart

23.5.1 Watchdog Timer Control Register

Name: WDT_CR

Address: 0xF8048040

Access:  Write-only
31 30 29 28 27 26 25 24

| KEY |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

| - | - | - | LOCKMR | - | - | - | WDRSTT |

Note:  The WDT_CR register values must not be modified within three slow clock periods following a restart of the watchdog per-

formed by a write access in WDT_CR. Any modification will cause the watchdog to trigger an end of period earlier than

expected.

0: No effect.

1: Restarts the watchdog if KEY is written to OxA5.

LOCKMR: Lock Mode Register Write Access
0: No effect.

1: Locks the Mode Register (WDT_MR) if KEY is written to 0xA5, write access to WDT_MR has no effect.

KEY: Password

Value

Name

Description

O0xA5

PASSWD

Writing any other value in this field aborts the write operation.
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23.5.2 Watchdog Timer Mode Register
Name: WDT_MR

Address: 0xF8048044

Access: Read/Write

31 30 29 28 27 26 25 24

| - - WDIDLEHLT | WDDBGHLT WDD |
23 22 21 20 19 18 17 16

| WDD |
15 14 13 12 1 10 9 8

| wbbis — WDRSTEN WDFIEN WDV |
7 6 5 4 3 2 1 0

| WDV |

Note 1: Write access to this register has no effect if the LOCKMR command is issued in WDT_CR (unlocked on hardware reset).

2. The WDT_MR register values must not be modified within three slow clock periods following a restart of the watchdog per-
formed by a write access in WDT_CR. Any modification will cause the watchdog to trigger an end of period earlier than

expected.

WDV: Watchdog Counter Value
Defines the value loaded in the 12-bit watchdog counter.

WDFIEN: Watchdog Fault Interrupt Enable
0: A watchdog fault (underflow or error) has no effect on interrupt.
1: A watchdog fault (underflow or error) asserts interrupt.

WDRSTEN: Watchdog Reset Enable
0: A watchdog fault (underflow or error) has no effect on the resets.
1: A watchdog fault (underflow or error) triggers a watchdog reset.

WDDIS: Watchdog Disable
0: Enables the Watchdog Timer.
1: Disables the Watchdog Timer.

Note:  When setting the WDDIS bit, and while it is set, the fields WDV and WDD must not be modified.

WDD: Watchdog Delta Value

Defines the permitted range for reloading the Watchdog Timer.

If the Watchdog Timer value is less than or equal to WDD, setting bit WDT_CR.WDRSTT restarts the timer.

If the Watchdog Timer value is greater than WDD, setting bit WDT_CR.WDRSTT causes a watchdog error.

WDDBGHLT: Watchdog Debug Halt
0: The watchdog runs when the processor is in debug state.
1: The watchdog stops when the processor is in debug state.

WDIDLEHLT: Watchdog Idle Halt
0: The watchdog runs when the system is in idle state.
1: The watchdog stops when the system is in idle state.
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23.5.3 Watchdog Timer Status Register
Name: WDT_SR

Address: 0xF8048048

Access  Read-only

31 30 29 28 27 26 25 24
. - r - r - r - r - - [ - [ -
23 22 21 20 19 18 17 16
. - r - r - r - r - - [ - [ -
15 14 13 12 11 10 9 8
. - r - r - r - r - - [ - [ -
7 6 5 4 3 2 1 0
| _ | — | — | - | - | - | WDERR | WDUNF

WDUNF: Watchdog Underflow (cleared on read)
0: No watchdog underflow occurred since the last read of WDT_SR.
1: At least one watchdog underflow occurred since the last read of WDT_SR.

WDERR: Watchdog Error (cleared on read)
0: No watchdog error occurred since the last read of WDT_SR.
1: At least one watchdog error occurred since the last read of WDT_SR.
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24. Reset Controller (RSTC)

24.1 Description

The Reset Controller (RSTC), based on power-on reset cells, handles all the resets of the system without any external components. It

reports which reset occurred last.

24.2 Embedded Characteristics

* Manages All Resets of the System, Including
- Processor Reset
- Backed-up Peripheral Reset
» Based on 2 Embedded Power-on Reset Cells
¢ Reset Source Status
- Status of the Last Reset
- Either General Reset, Wakeup Reset, Software Reset, User Reset, Watchdog Reset

24.3 Block Diagram

Figure 24-1: Reset Controller Block Diagram

Reset Controller

Main Supply
POR
Reset
Backup Supply Startup State ——> Reset Controller Interrupt
POR "l Counter Manager
NRST > Processor Reset
NRST User Reset
Manager

> Backup Reset

Watchdog Fault

SLCK
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24.4  Functional Description

24.4.1 Reset Controller Overview

The Reset Controller is made up of an NRST Manager, a Startup Counter and a Reset State Manager. It runs at Slow Clock and generates
the following reset signals:

« Processor Reset: resets the processor and the whole set of embedded peripherals.
« Backup Reset: resets all the peripherals powered by VDDBU.

These reset signals are asserted by the Reset Controller, either on external events or on software action. The Reset State Manager con-
trols the generation of reset signals.

The startup counter waits for the complete crystal oscillator startup. The wait delay is given by the crystal oscillator startup time maximum
value that can be found under “Crystal Oscillator Characteristics” in the “Electrical Characteristics” section.

The Reset Controller Mode Register (RSTC_MR), used to configure the reset controller, is powered with VDDBU, so that its configuration
is saved as long as VDDBU is on.

24.4.2 NRST Manager

The NRST Manager samples the NRST input pin and drives this pin low when required by the Reset State Manager. Figure 24-2 shows
the block diagram of the NRST Manager.

Figure 24-2: NRST Manager
RSTC_MR

RSTC_SR URSTIEN
URSTS
—> Reset Controller Interrupt
NRSTL [ RSTC MR Other [

| URSTEN | Intel’rupt
Sources

NRST

| I > User Reset

24421 NRST Signal or Interrupt

The NRST Manager samples the NRST pin at Slow Clock speed. When the line is detected low, a User Reset is reported to the Reset
State Manager.

However, the NRST Manager can be programmed to not trigger a reset when an assertion of NRST occurs. Writing a zero to the URSTEN
bit in the RSTC_MR disables the User Reset trigger.

The level of the pin NRST can be read at any time in the bit NRSTL (NRST level) in the Reset Controller Status Register (RSTC_SR). As
soon as the pin NRST is asserted, the bit URSTS in the RSTC_SR is set. This bit clears only when RSTC_SR is read.

The reset controller can also be programmed to generate an interrupt instead of generating a reset. To do so, the bit URSTIEN in the
RSTC_MR must be set.

2443 Reset States

The Reset State Manager handles the different reset sources and generates the internal reset signals. It reports the reset status in the
field RSTTYP of the RSTC_SR. The update of the field RSTTYP is performed when the processor reset is released.

24431 General Reset

A general reset occurs when VDDBU and VDDCORE are powered on. The backup supply POR cell output rises and is filtered with a
Startup Counter, which operates at Slow Clock. The purpose of this counter is to make sure the Slow Clock oscillator is stable before start-
ing up the device. The length of startup time is hardcoded to comply with the Slow Clock Oscillator startup time.

After this time, the processor clock is released at Slow Clock and all the other signals remain valid for 2 cycles for proper processor and
logic reset. Then, all the reset signals are released and the field RSTTYP in the RSTC_SR reports a General Reset.

When VDDBU is detected low by the backup supply POR cell, all resets signals are immediately asserted, even if the main supply POR
cell does not report a main supply shutdown.

VDDBU only activates the Backup Reset signal.
Backup Reset must be released so that any other reset can be generated by VDDCORE (main supply POR output).
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Figure 24-3 shows how the General Reset affects the reset signals.

Figure 24-3: General Reset State
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24.43.2 Wakeup Reset

The wakeup reset occurs when the main supply is down. When the main supply POR output is active, all the reset signals are asserted
except Backup Reset. When the main supply powers up, the POR output is resynchronized on Slow Clock. The processor clock is then
re-enabled during 2 Slow Clock cycles, depending on the requirements of the ARM processor.

At the end of this delay, the processor and other reset signals rise. The field RSTTYP in the RSTC_SR is updated to report a wakeup reset.

When the main supply is detected falling, the reset signals are immediately asserted. This transition is synchronous with the output of the
main supply POR.

Figure 24-4: Wakeup Reset
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24.4.3.3 User Reset

The User Reset is entered when a low level is detected on the NRST pin and the bit URSTEN in RSTC_MR is at 1. The NRST input signal
is resynchronized with SLCK to ensure proper behavior of the system.

The Processor Reset and the Peripheral Reset are asserted.

The User Reset is left when NRST rises, after a two-cycle resynchronization time and a 2-cycle processor startup. The processor clock is
re-enabled as soon as NRST is confirmed high.

When the processor reset signal is released, the RSTTYP field of the RSTC_SR is loaded with the value 0x4, indicating a User Reset.

Figure 24-5: User Reset State
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24.43.4 Software Reset

The Reset Controller offers several commands used to assert the different reset signals. These commands are performed by writing the
Control Register (RSTC_CR) with the following bits at 1:

« PROCRST: Writing PROCRST at 1 resets the processor, the watchdog timer and all the embedded peripherals, including the mem-
ory system, and, in particular, the Remap Command.

The software reset is entered if at least one of these bits is set by the software. All these commands can be performed independently or
simultaneously. The software reset lasts two Slow Clock cycles.

The internal reset signals are asserted as soon as the register write is performed. This is detected on the Master Clock (MCK). They are
released when the software reset is left, i.e., synchronously to SLCK.

If and only if the PROCRST bit is set, the reset controller reports the software status in the field RSTTYP of the RSTC_SR. Other software
resets are not reported in RSTTYP.

As soon as a software operation is detected, the bit SRCMP (Software Reset Command in Progress) is set in the RSTC_SR. It is cleared
as soon as the software reset is left. No other software reset can be performed while the SRCMP bit is set, and writing any value in
RSTC_CR has no effect.

Figure 24-6: Software Reset
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24.43.5 Watchdog Reset
The Watchdog Reset is entered when a watchdog fault occurs. This state lasts two Slow Clock cycles.

The Watchdog Timer is reset by the Processor Reset signal. As the watchdog fault always causes a processor reset if WDRSTEN is set,
the Watchdog Timer is always reset after a Watchdog Reset and the Watchdog is enabled by default and with a period set to a maximum.

When the WDRSTEN in WDT_MR bit is reset, the watchdog fault has no impact on the reset controller.

Figure 24-7: Watchdog Reset

MCK Any Frequency | | | I | | | I | I | I | I |
Watchdog Fault /_N

Procgssor Startup
2 cycles -~
Processor Reset
RSTTYP Any XXX 0x2 = Watchdog Reset

2444 Reset State Priorities
The Reset State Manager manages the following priorities between the different reset sources, given in descending order:

¢ Backup Reset

* Wakeup Reset
« Watchdog Reset
« Software Reset
e User Reset

Particular cases are listed below:

¢ When in User Reset:
- A watchdog event is impossible because the Watchdog Timer is being reset by the Processor Reset signal.
- A Software Reset is impossible, since the processor reset is being activated.
« When in Software Reset:
- A watchdog event has priority over the current state.
- The NRST has no effect.
* When in Watchdog Reset:
- The processor reset is active and so a Software Reset cannot be programmed.
- A User Reset cannot be entered.
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24.5 Reset Controller (RSTC) User Interface

Table 24-1: Register Mapping

Offset Register Name Access Reset Backup Reset
0x00 Control Register RSTC_CR Write-only - -

0x04 Status Register RSTC_SR Read-only 0x0000_0100 V) 0x0000_0000 @)
0x08 Mode Register RSTC_MR Read/Write - 0x0000_0000

Note 1: Only power supply VDDCORE rising
2: Both power supplies VDDCORE and VDDBU rising
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2451 RSTC Control Register

Name: RSTC_CR
Address: 0xF8048000
Access:  Write-only

31 30 29 28 27 26 25 24
| KEY |
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| - | - | - - | - - - | PROCRST |
PROCRST: Processor Reset
0: No effect
1: If KEY value = OxADb5, resets the processor and the peripherals
KEY: Write Access Password
Value Name Description
Writing any other value in this field aborts the write operation.
0xA5 PASSWD
Always reads as 0.
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24.5.2 RSTC Status Register
Name: RSTC_SR

Address: 0xF8048004

Access: Read-only

31 30 29 28 27 26 25 24

. - r - r - -+ - 1 - ; - [ - |
23 22 21 20 19 18 17 16

| - | - | - | - | - | - [ SRCMP [ NRSTL |
15 14 13 12 11 10 9 8

. - r - rr - [ - [ - 1] RSTTYP |
7 6 5 4 3 2 1 0

. - r - r - ! - [ - [ - - URSTS |

URSTS: User Reset Status
0: No high-to-low edge on NRST happened since the last read of RSTC_SR.

1: At least one high-to-low transition of NRST has been detected since the last read of RSTC_SR. Reading the RSTC_SR resets the
URSTS bit and clears the interrupt.

RSTTYP: Reset Type

This field reports the cause of the last processor reset. Reading this RSTC_SR does not reset this field.

Value Name Description
0 GENERAL_RST Both VDDCORE and VDDBU rising
1 WKUP_RST VDDCORE rising
2 WDT_RST Watchdog fault occurred
3 SOFT_RST Processor reset required by the software
4 USER_RST NRST pin detected low

NRSTL: NRST Pin Level
This bit records the level of the NRST pin sampled on each Master Clock (MCK) rising edge.

SRCMP: Software Reset Command in Progress
0: No software command is being performed by the reset controller. The reset controller is ready for a software command.
1: A software reset command is being performed by the reset controller. The reset controller is busy.
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24.5.3 RSTC Mode Register

Name: RSTC_MR

Address: 0xF8048008

Access: Read/Write
31 30 29 28 27 26 25 24

| KEY |
23 22 21 20 19 18 17 16

- 1 - T - T - T = - — T - ]
15 14 13 12 11 10 9 8

- T - T - T - T - - R R
7 6 5 4 3 2 1 0

| - | - | - | URSTIEN | - - - | URSTEN |

URSTEN: User Reset Enable

0: The detection of a low level on the pin NRST does not generate a User Reset.

1: The detection of a low level on the pin NRST triggers a User Reset.

URSTIEN: User Reset Interrupt Enable
0: USRTS bit in RSTC_SR at 1 has no effect on the Reset Controller Interrupt.
1: USRTS bit in RSTC_SR at 1 asserts the Reset Controller Interrupt if URSTEN = 0.

KEY: Write Access Password

Value Name Description

Writing any other value in this field aborts the write operation.
OxA5 PASSWD

Always reads as 0.
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25.  Shutdown Controller (SHDWC)

25.1 Description

The Shutdown Controller (SHDWC) controls the power supplies VDDIO and VDDCORE and the wakeup detection on debounced input
lines.

25.2 Embedded Characteristics

e Shutdown Logic
- Software Assertion of the Shutdown Output Pin (SHDN)
- Programmable deassertion from the PIOBU, WKUP Input Pins
« Wakeup Logic
- Programmable Assertion from the PIOBU, WKUP Input Pins, and Internal Wakeup Event from RTC, RXLP, ACC, Security Module

25.3 Block Diagram

Figure 25-1: Shutdown Controller Block Diagram
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25.4 1/O Lines Description

Table 25-1: I/O Lines Description

Name Description Type
WKUPO Wakeup inputs Input
PIOBU 0-7 Wakeup inputs, WKUP(2-9) Input
SHDN Shutdown output Output

25.5 Product Dependencies

2551 Power Management

The Shutdown Controller is continuously clocked by the Slow Clock (SLCK). The Power Management Controller has no effect on the
behavior of the Shutdown Controller.

25.6 Functional Description

The Shutdown Controller manages the main power supply. To do so, it is supplied with VDDBU and manages wakeup input pins and one
output pin, SHDN.

A typical application connects the pin SHDN to the shutdown input of the DC/DC Converter providing the main power supplies of the sys-
tem, and especially VDDCORE and/or VDDIO. The wakeup inputs (WKUPnN) connect to any push-buttons or signal that wake up the sys-
tem.

The software is able to control the pin SHDN by writing the Shutdown Control Register (SHDW_CR) with the bit SHDW at 1. The shutdown
is taken into account only two slow clock cycles after the write of SHDW_CR. This register is password-protected and so the value written
should contain the correct key for the command to be taken into account. As a result, the system should be powered down.

25.6.1 Wakeup Inputs

Any level change on a PIOBUx, WKUP pin, or Security Module event, can trigger a wakeup. Wakeup is configured in the Shutdown Mode
Register (SHDW_MR) and Shutdown Wakeup Inputs Register (SHDW_WUIR). The transition detector can be programmed to detect
either a positive or negative transition on any PIOBUx, WKUP pin. The detection can also be disabled. Programming is performed by
enabling the Wakeup Input (WKUPENX bit) and defining the Wakeup Input Type (WKUPTX bit) in the SHDW_WUIR.

Moreover, a debouncing circuit can be programmed for PIOBUx, WKUP. The debouncing circuit filters pulses on PIOBUx, WKUP shorter
than the programmed value in the WKUPDBC field in SHDW_MR. If the programmed level change is detected on a pin, a counter starts.
When the counter reaches the value programmed in the corresponding field WKUPDBC, the SHDN pin is released. If a new input change
is detected before the counter reaches the corresponding value, the counter is stopped and cleared. One counter is shared among all
PIOBUx, WKUP inputs and all programmed level detection is merged into this counter. The WKUPISx bit of the Status Register
(SHDW_SR) reports the detection of the programmed events on PIOBUx, WKUP with a reset after the read of SHDW_SR.

Figure 25-2: Entering and Exiting Backup Mode with a PIOBUx, WKUP Pin
WKUPDBC > 0
WKUPTx=0
PlOBUX ——— Edge dEteC_t + Edge detect +
debounce time debounce time
™ -y
[ 1] VROFF= [ 1] VROFF=1
YVvy vYy
System  Active BACKUP Active BACKUP Active BACKUP
: H icheck
' active runtime & : active runtime 1 PIOBUX
r e “————— — — — y§tatus,
check
PIOBUx
status
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The Shutdown Controller can be programmed so as to activate the wakeup using the RTC alarm, RXLP event, ACC comparison event,
security module event (detection of the rising edge event is synchronized with SLCK). This is done by writing the SHDW_MR using the
RTCWKEN bit, RXLPWKEN bit and ACCWKEN bit. When enabled, the detection of RTC alarm, RXLP event, ACC comparison event,
security module event is reported in the RTCWK bit, RXLPWK and ACCWK bits of SHDW_SR. They are cleared after reading SHDW_SR.
When using the RTC alarm to wake up the system, the user must ensure that RTC alarm, RXLPWK and ACCWK status flags are cleared
before shutting down the system. Otherwise, no rising edge of the status flags may be detected and the wakeup will fail.
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25.7

Shutdown Controller (SHDWC) User Interface

Table 25-2: Register Mapping

Offset Register Name Access Reset
0x00 Shutdown Control Register SHDW_CR Write-only -

0x04 Shutdown Mode Register SHDW_MR Read/Write 0x0000_0000
0x08 Shutdown Status Register SHDW_SR Read-only 0x0000_0000
0x0C Shutdown Wakeup Inputs Register SHDW_WUIR Read/Write 0x0000_0000
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25.7.1 Shutdown Control Register
Name: SHDW_CR

Address: 0xF8048010

Access:  Write-only

31 30 29 28 27 26 25 24
| KEY |
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
- 1 - 1T - T - T = - - SHOW_|
SHDW: Shutdown Command
0: No effect.
1: If KEY value is correct, asserts the SHDN pin.
KEY: Password
Value Name Description
O0xA5 PASSWD Writing any other value in this field aborts the write operation.
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25.7.2 Shutdown Mode Register
Name: SHDW_MR
Address: 0xF8048014
Access: Read/Write
31 30 29 28 27 26 25 24
| - | - | - | - | - | WKUPDBC
23 22 21 20 19 18 17 16
| - [ — | - [ - | RXLPWKEN [ ACCWKEN [ RTCWKEN | -
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
RTCWKEN: Real-time Clock Wakeup Enable
0: The RTC Alarm signal has no effect on the Shutdown Controller.
1: The RTC Alarm signal forces the deassertion of the SHDN pin.
ACCWKEN: Analog Comparator Controller Wakeup Enable
0: The Analog comparator alarm signal has no effect on the Shutdown Controller.
1: The Analog comparator alarm signal forces the deassertion of the SHDN pin.
RXLPWKEN: Debug Unit Wakeup Enable
0: The Backup RX UART Comparison event has no effect on the Shutdown Controller.
1: The Backup RX UART Comparison event forces the deassertion of the SHDN pin.
WKUPDBC: Wakeup Inputs Debouncer Period
Value Name Description
0 IMMEDIATE Immediate, no debouncing, detected active at least on one Slow Clock edge
1 3 _SLCK PIOBUX shall be in its active state for at least 3 SLCK periods
2 32_SLCK PIOBUXx shall be in its active state for at least 32 SLCK periods
3 512_SLCK PIOBUXx shall be in its active state for at least 512 SLCK periods
4 4096 _SLCK PIOBUX shall be in its active state for at least 4,096 SLCK periods
5 32768 SLCK PIOBUX shall be in its active state for at least 32,768 SLCK periods
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25.7.3 Shutdown Status Register
Name: SHDW_SR

Address: 0xF8048018

Access: Read-only

31 30 29 28 27 26 25 24

| - | - | - | - | - | - [ WKUPIS9 [ WKUPIS8 |
23 22 21 20 19 18 17 16

[ WKUPIS7 | WKUPIS6 | WKUPIS5 | WKUPIS4 | WKUPIS3 | WKUPIS2 | WKUPIS1 [ WKUPISO |
15 14 13 12 1 10 9 8

- r - r - r - r - rr - [ - [ - ]
7 6 5 4 3 2 1 0

[ RXLPWK | ACCWK [ RTCWK | - | - | - | - [  wkups |

WKUPS: PIOBU, WKUP Wakeup Status

0 (NO): No wakeup due to the assertion of the PIOBU, WKUP pins has occurred since the last read of SHDW_SR.

1 (PRESENT): At least one wakeup due to the assertion of the PIOBU, WKUP pins has occurred since the last read of SHDW_SR.
Note:  WKUPISL1 reports the status of the Security Module event.

ACCWK: Analog Comparator Controller Wakeup
0: No wakeup alarm from the ACC occurred since the last read of SHDW_SR.
1: At least one wakeup alarm from the ACC occurred since the last read of SHDW_SR.

RXLPWK: Debug Unit Wakeup
0: No wakeup alarm from the Backup RX UART Comparison unit (RXLP) occurred since the last read of SHDW_SR.
1: At least one wakeup alarm from the Backup RX UART Comparison unit (RXLP) occurred since the last read of SHDW_SR.

WKUPISO-WKUPIS9: Wakeup 0 to 9 Input Status
0 (DISABLE): The corresponding wakeup input is disabled, or was inactive at the time the debouncer triggered a wakeup event.

1 (ENABLE): The corresponding wakeup input was active at the time the debouncer triggered a wakeup event.
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25.7.4 Shutdown Wakeup Inputs Register
Name: SHDW_WUIR

Address: 0xF804801C

Access: Read/Write

31 30 29 28 27 26 25 24

| - | - | - | - | - | - | WKUPT9 | WKUPT8 |
23 22 21 20 19 18 17 16

| WKUPT7 | WKUPT6 | WKUPT5 | WKUPT4 | WKUPT3 | WKUPT2 | WKUPT1 | WKUPTO |
15 14 13 12 11 10 9 8

| — | - | - | - | - | - | WKUPEN9 | WKUPENS |

7 6 5 4 3 2 1 0
| WKUPEN7 | WKUPENG | WKUPENS5 | WKUPEN4 | WKUPEN3 | WKUPEN2 | WKUPEN1 | WKUPENO |

WKUPENO-WKUPEN9: Wakeup 0to 9 Input Enable
0 (DISABLE): The corresponding wakeup input has no wakeup effect.
1 (ENABLE): The corresponding wakeup input forces the wakeup of the core power supply.

WKUPTO-WKUPT9: Wakeup 0 to 9 Input Type

0 (LOW): A falling edge followed by a low level, for a period defined by WKUPDBC, on the corresponding wakeup input forces the wakeup
of the core power supply.

1 (HIGH): Arising edge followed by a high level, for a period defined by WKUPDBC, on the corresponding wakeup input forces the wakeup
of the core power supply.
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26.  Periodic Interval Timer (PIT)

26.1 Description

The Periodic Interval Timer (PIT) provides the operating system'’s scheduler interrupt. It is designed to offer maximum accuracy and effi-
cient management, even for systems with long response time.

26.2 Embedded Characteristics

» 20-bit Programmable Counter plus 12-bit Interval Counter
¢ Reset-on-read Feature
¢ Both Counters Work on Master Clock/16

26.3 Block Diagram

Figure 26-1: Periodic Interval Timer
PIT_MR
PIV
\ =/ PIT_MR
PITIEN
lset o
0 PIT_SR | PITS | ~ pILirg
l ¢ freset
0 1/
12-bit
Adder
read PIT_PIVR
MCK 20-bit
Counter
MCK/16
Prescaler > | CPIV | PIT_PIVR | PICNT |
| CPIV | PIT_PIIR | PICNT |
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26.4 Functional Description

The Periodic Interval Timer aims at providing periodic interrupts for use by operating systems.

The PIT provides a programmable overflow counter and a reset-on-read feature. It is built around two counters: a 20-bit CPIV counter and
a 12-bit PICNT counter. Both counters work at Master Clock /16.

The first 20-bit CPIV counter increments from O up to a programmable overflow value set in the field PIV of the Mode Register (PIT_MR).
When the counter CPIV reaches this value, it resets to 0 and increments the Periodic Interval Counter, PICNT. The status bit PITS in the
Status Register (PIT_SR) rises and triggers an interrupt, provided the interrupt is enabled (PITIEN in PIT_MR).

Writing a new PIV value in PIT_MR does not reset/restart the counters.

When CPIV and PICNT values are obtained by reading the Periodic Interval Value Register (PIT_PIVR), the overflow counter (PICNT) is
reset and the PITS bhit is cleared, thus acknowledging the interrupt. The value of PICNT gives the number of periodic intervals elapsed
since the last read of PIT_PIVR.

When CPIV and PICNT values are obtained by reading the Periodic Interval Image Register (PIT_PIIR), there is no effect on the counters
CPIV and PICNT, nor on the bit PITS. For example, a profiler can read PIT_PIIR without clearing any pending interrupt, whereas a timer
interrupt clears the interrupt by reading PIT_PIVR.

The PIT may be enabled/disabled using the PITEN bit in the PIT_MR register (disabled on reset). The PITEN bit only becomes effective
when the CPIV value is 0. Figure 26-2 illustrates the PIT counting. After the PIT Enable bit is reset (PITEN = 0), the CPIV goes on counting
until the PIV value is reached, and is then reset. PIT restarts counting, only if the PITEN is set again.

The PIT is stopped when the core enters debug state.

Figure 26-2: Enabling/Disabling PIT with PITEN
APB cycle APB cycle
<> <>
v TUUUL - TULLUL
15
estarts MCK Prescaler
MCK Prescaler 0 N
PITEN
CPV | 0 1 v - 1 piv 0 X1

PICNT 0 1 0

PITS (PIT_SR)
APB Interface :>(

read PIT_PIVR
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26.5 Periodic Interval Timer (PIT) User Interface

Table 26-1: Register Mapping

Offset Register Name Access Reset

0x00 Mode Register PIT_MR Read/Write 0x000F_FFFF
0x04 Status Register PIT_SR Read-only 0x0000_0000
0x08 Periodic Interval Value Register PIT_PIVR Read-only 0x0000_0000
0x0C Periodic Interval Image Register PIT_PIIR Read-only 0x0000_0000
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26.5.1 PIT Mode Register

Name: PIT_MR

Address: 0xF8048030

Access: Read/Write
31 30 29 28 27 26 25 24

| _ | — — - | — — PITIEN PITEN |
23 22 21 20 19 18 17 16

- T - - — 1 Gl |
15 14 13 12 11 10 9 8

| PIV |
7 6 5 4 3 2 1 0

PIV |

PIV: Periodic Interval Value

Defines the value compared with the primary 20-bit counter of the Periodic Interval Timer (CPIV). The period is equal to (PIV + 1).

PITEN: Period Interval Timer Enabled

0: The Periodic Interval Timer is disabled when the PIV value is reached.

1: The Periodic Interval Timer is enabled.

PITIEN: Periodic Interval Timer Interrupt Enable
0: The bit PITS in PIT_SR has no effect on interrupt.

1: The bit PITS in PIT_SR asserts interrupt.
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26.5.2 PIT Status Register
Name: PIT_SR
Address: 0xF8048034
Access: Read-only
31 30 29 28 27 26 25 24
- T - T - - - - - —
23 22 21 20 19 18 17 16
- 1T - 1T - - - - - — ]
15 14 13 12 11 10 9 8
- T - T - - - - - — 1]
7 6 5 4 3 2 1 0
| — — — — — PITS |

PITS: Periodic Interval Timer Status
0: The Periodic Interval timer has not reached PIV since the last read of PIT_PIVR.
1: The Periodic Interval timer has reached PIV since the last read of PIT_PIVR.
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26.5.3 PIT Value Register
Name: PIT_PIVR

Address: 0xF8048038

Access: Read-only

31 30 29 28 27 26 25 24
| PICNT

23 22 21 20 19 18 17 16
| PICNT CPIV

15 14 13 12 11 10 9 8
| CPIV

7 6 5 4 3 2 1 0
| CPIV

Reading this register clears PITS in PIT_SR.

CPIV: Current Periodic Interval Value

Returns the current value of the periodic interval timer.

PICNT: Periodic Interval Counter

Returns the number of occurrences of periodic intervals since the last read of PIT_PIVR.
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26.5.4 PIT Image Register
Name: PIT_PIIR

Address: 0xF804803C

Access: Read-only

31 30 29 28 27 26 25 24
| PICNT

23 22 21 20 19 18 17 16
| PICNT CPIV

15 14 13 12 11 10 9 8
| CPIV

7 6 5 4 3 2 1 0
| CPIV

CPIV: Current Periodic Interval Value
Returns the current value of the periodic interval timer.

PICNT: Periodic Interval Counter
Returns the number of occurrences of periodic intervals since the last read of PIT_PIVR.
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27. Real-time Clock (RTC)

27.1 Description

The Real-time Clock (RTC) peripheral is designed for very low power consumption. For optimal functionality, the RTC requires an accurate
external 32.768 kHz clock, which can be provided by a crystal oscillator.

It combines a complete time-of-day clock with alarm and a Gregorian or Persian calendar, complemented by a programmable periodic
interrupt. The alarm and calendar registers are accessed by a 32-bit data bus.

The RTC can also be configured for the UTC time format.

The time and calendar values are coded in binary-coded decimal (BCD) format. The time format can be 24-hour mode or 12-hour mode
with an AM/PM indicator.

Updating time and calendar fields and configuring the alarm fields are performed by a parallel capture on the 32-bit data bus. An entry
control is performed to avoid loading registers with incompatible BCD format data or with an incompatible date according to the current
month/year/century.

A clock divider calibration circuitry can be used to compensate for crystal oscillator frequency variations.

Timestamping capability reports the first and last occurrences of tamper events.

27.2 Embedded Characteristics

« Full Asynchronous Design for Ultra Low Power Consumption
¢ Gregorian, UTC and Persian Modes Supported
¢ Programmable Periodic Interrupt
« Safety/security Features:
- Valid Time and Date Programming Check
- On-The-Fly Time and Date Validity Check
¢ Counters Calibration Circuitry to Compensate for Crystal Oscillator Variations
« Waveform Generation for Trigger Event
« Tamper Timestamping Registers
« Register Write Protection

27.3 Block Diagram

Figure 27-1: Real-time Clock Block Diagram

: }

RTCOUTO
Slow Clock 32768 Divider _ Wave | | (ADC AD[n:0] trigger)
SLCK Time Date Generator
—> RTCOUT1
Clock Calibration (ADC ADI[n] trigger)

Where n is the higher index

* available (last channel)

b4 o

Entry Interrupt
Control Alarm Control

System
Bus <@==t=3| User Interface

RTC Interrupt
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27.4 Product Dependencies

27.4.1 Power Management
The Real-time Clock is continuously clocked at 32.768 kHz. The Power Management Controller has no effect on RTC behavior.

27.4.2 Interrupt

Within the System Controller, the RTC interrupt is OR-wired with all the other module interrupts.

Only one System Controller interrupt line is connected on one of the internal sources of the interrupt controller.
RTC interrupt requires the interrupt controller to be programmed first.

When a System Controller interrupt occurs, the service routine must first determine the cause of the interrupt. This is done by reading each
status register of the System Controller peripherals successively.

27.5 Functional Description
The RTC provides a full binary-coded decimal (BCD) clock that includes century (19/20), year (with leap years), month, date, day, hours,
minutes and seconds reported in RTC Time Register (RTC_TIMR) and RTC Time Register (UTC_MODE) (RTC_CALR).

The RTC can operate in UTC mode, giving the number of seconds elapsed since a reference time defined by the user (the UTC standard—
ISO 8601—reference time is the 30th of June 1972). In this mode, the timefield is 32-bit wide and coded in hexadecimal format.

The valid year range is up to 2099 in Gregorian mode (or 1300 to 1499 in Persian mode).
The RTC can operate in 24-hour mode or in 12-hour mode with an AM/PM indicator.
Corrections for leap years are included (all years divisible by 4 being leap years except 1900). This is correct up to the year 2099.

The RTC can generate events to trigger ADC measurements.

275.1 Reference Clock
The reference clock is the Slow Clock (SLCK). It can be driven internally or by an external 32.768 kHz crystal.

During low power modes of the processor, the oscillator runs and power consumption is critical. The crystal selection has to take into
account the current consumption for power saving and the frequency drift due to temperature effect on the circuit for time accuracy.

27.5.2 Timing

In Gregorian and Persian modes, the RTC is updated in real time at one-second intervals in Normal mode for the counters of seconds, at
one-minute intervals for the counter of minutes and so on.

In UTC mode, the RTC is updated in real time at one-second intervals (32-bit UTC counter default configuration).

Due to the asynchronous operation of the RTC with respect to the rest of the chip, to be certain that the value read in the RTC registers
(century, year, month, date, day, hours, minutes, seconds) are valid and stable, it is necessary to read these registers twice. If the data is
the same both times, then it is valid. Therefore, a minimum of two and a maximum of three accesses are required.

27.5.3 Alarm

In Gregorian and Persian modes, the RTC has five programmable fields: month, date, hours, minutes and seconds.

Each of these fields can be enabled or disabled to match the alarm condition:

« If all the fields are enabled, an alarm flag is generated (the corresponding flag is asserted and an interrupt generated if enabled) at a
given month, date, hour/minute/second.

« If only the “seconds” field is enabled, then an alarm is generated every minute.

Depending on the combination of fields enabled, a large number of possibilities are available to the user ranging from minutes to 365/366
days.

Hour, minute and second matching alarm (SECEN, MINEN, HOUREN) can be enabled independently of SEC, MIN, HOUR fields.

Note:  To change one of the SEC, MIN, HOUR, DATE, MONTH fields, it is recommended to disable the field before changing the
value and then re-enable it after the change has been made. This requires up to three accesses to the RTC_TIMALR or
RTC_CALALR. The first access clears the enable corresponding to the field to change (SECEN, MINEN, HOUREN, DATEEN,
MTHEN). If the field is already cleared, this access is not required. The second access performs the change of the value (SEC,
MIN, HOUR, DATE, MONTH). The third access is required to re-enable the field by writing 1 in SECEN, MINEN, HOURER,
DATEEN, MTHEN fields.
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In UTC mode, RTC_TIMALR must be configured to set the UTC alarm value and bit 0 in RTC_CALALR must be used to enable or disable
the UTC alarm. If the UTC alarm is enabled, the alarm is generated once the UTC time matches the programmed UTC_TIME alarm field.

To change the UTC_TIME alarm field, proceed as follows:

1. Disable the UTC alarm by clearing the UTCEN bit in RTC_CALALR if it is not already cleared.
2. Change the UTC_TIME alarm value in RTC_TIMALR.
3. Re-enable the UTC alarm by setting the UTCEN bit in RTC_CALALR.

2754 Error Checking when Programming

Verification on user interface data is performed when accessing the century, year, month, date, day, hours, minutes, seconds and alarms.
A check is performed on illegal BCD entries such as illegal date of the month with regard to the year and century configured.

If one of the time fields is not correct, the data is not loaded into the register/counter and a flag is set in the validity register. The user can
not reset this flag. It is reset as soon as an acceptable value is programmed. This avoids any further side effects in the hardware. The
same procedure is followed for the alarm.

The following checks are performed:

Century (check if it is in range 19-20 or 13-14 in Persian mode)

Year (BCD entry check)

Date (check range 01-31)

Month (check if it is in BCD range 01-12, check validity regarding “date”)
Day (check range 1-7)

Hour (BCD checks: in 24-hour mode, check range 00-23 and check that AM/PM flag is not set if RTC is set in 24-hour mode; in
12-hour mode check range 01-12)

Minute (check BCD and range 00-59)
8. Second (check BCD and range 00-59)
Note:  If the 12-hour mode is selected by means of the RTC Mode Register (RTC_MR), a 12-hour value can be programmed and the

returned value on RTC_TIMR will be the corresponding 24-hour value. The entry control checks the value of the AM/PM indi-
cator (bit 22 of RTC_TIMR) to determine the range to be checked.

Note:  In UTC mode, no check is performed on the entries. The RTC does not report any failure.

2B A

~

2755 RTC Internal Free Running Counter Error Checking

To improve the reliability and security of the RTC, a permanent check is performed on the internal free running counters to report non-BCD
or invalid date/time values.

An error is reported by TDERR bit in the status register (RTC_SR) if an incorrect value has been detected. The flag can be cleared by
setting the TDERRCLR bit in the Status Clear Command Register (RTC_SCCR).

Anyway the TDERR error flag will be set again if the source of the error has not been cleared before clearing the TDERR flag. The clearing
of the source of such error can be done by reprogramming a correct value on RTC_CALR and/or RTC_TIMR.

The RTC internal free running counters may automatically clear the source of TDERR due to their roll-over (i.e., every 10 seconds for
SECONDS[3:0] field in RTC_TIMR). In this case the TDERR is held high until a clear command is asserted by TDERRCLR bit in
RTC_SCCR.

27.5.6 Updating Time/Calendar

27.5.6.1 Gregorian and Persian Modes

The update of the time/calendar must be synchronized on a second periodic event by either polling the RTC_SR.SEC status bit or by
enabling the SECEN interrupt in the RTC_IER register.

Once the second event occurs, the user must stop the RTC by setting the corresponding field in the Control Register (RTC_CR). Bit UPD-
TIM must be set to update time fields (hour, minute, second) and bit UPDCAL must be set to update calendar fields (century, year, month,
date, day).

The ACKUPD bit must then be read to 1 by either polling the RTC_SR or by enabling the ACKUPD interrupt in the RTC_IER. Once ACK-
UPD is read to 1, it is mandatory to clear this flag by writing the corresponding bit in the RTC_SCCR, after which the user can write to the
Time Register, the Calendar Register, or both.

Once the update is finished, the user must write UPDTIM and/or UPDCAL to 0 in the RTC_CR.
The timing sequence of the time/calendar update is described in Figure 27-2 "Time/Calendar Update Timing Diagram”.
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When entering the Programming mode of the calendar fields, the time fields remain enabled. When entering the Programming mode of
the time fields, both the time and the calendar fields are stopped. This is due to the location of the calendar logical circuity (downstream
for low-power considerations). It is highly recommended to prepare all the fields to be updated before entering Programming mode. In
successive update operations, the user must wait for at least one second after resetting the UPDTIM/UPDCAL bit in the RTC_CR before
setting these bits again. This is done by waiting for the SEC flag in the RTC_SR before setting the UPDTIM/UPDCAL bit. After resetting
UPDTIM/UPDCAL, the SEC flag must also be cleared.

Figure 27-2: Time/Calendar Update Timing Diagram
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Figure 27-3: Gregorian and Persian Modes Update Sequence
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27.5.6.2 UTC Mode

The update of the UTC time field must be synchronized on a second periodic event by either polling the RTC_SR.SEC status bhit or by
enabling the SECEN interrupt in the RTC_IER.

Once the second event occurs, the user must stop the RTC by setting the UPDTIM field in the Control Register (RTC_CR).

The ACKUPD bit must then be read to 1 by either polling the RTC_SR or by enabling the ACKUPD interrupt in the RTC_IER. Once ACK-
UPD is read to 1, it is mandatory to clear this flag by writing the corresponding bit in the RTC_SCCR, after which the user can write to the
Time Register.

Once the update is finished, the user must write UPDTIM to 0 in the RTC_CR.
The timing sequence of the UTC time update is described in Figure 27-4 "UTC Time Update Timing Diagram”.

In successive update operations, the user must wait for at least one second after resetting the UPDTIM bit in the RTC_CR before setting
this bit again. This is done by waiting for the SEC flag in the RTC_SR before setting UPDTIM bit. After resetting UPDTIM, the SEC flag
must also be cleared.

Figure 27-4: UTC Time Update Timing Diagram
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Figure 27-5: UTC Mode Update Sequence

Begin

Prepare Time Field

Wait for second periodic event

Set RTC_CR.UPDTIM

Read RTC_SR

ACKUPD

Yes

Clear RTC_SR.ACKUPD by
writing a ‘1" to RTC_SCCR.ACKCLR

Update Time value in
RTC_TIMR

Clear RTC_CR.UPDTIM

End

Polling or
IRQ (if enabled)

© 2018 Microchip Technology Inc.

Datasheet

DS60001532A-page 289



SAMASD27C AUTO

27.5.7 RTC Accurate Clock Calibration

The crystal oscillator that drives the RTC may not be as accurate as expected mainly due to temperature variation. The RTC is equipped
with circuitry able to correct slow clock crystal drift.

To compensate for possible temperature variations over time, this accurate clock calibration circuitry can be programmed on-the-fly and
also programmed during application manufacturing, in order to correct the crystal frequency accuracy at room temperature (20—25°C).
The typical clock drift range at room temperature is £20 ppm.

In the device operating temperature range, the 32.768 kHz crystal oscillator clock inaccuracy can be up to -200 ppm.
The RTC clock calibration circuitry allows positive or negative correction in a range of 1.5 ppm to 1950 ppm.

The calibration circuitry is fully digital. Thus, the configured correction is independent of temperature, voltage, process, etc., and no addi-
tional measurement is required to check that the correction is effective.

If the correction value configured in the calibration circuitry results from an accurate crystal frequency measure, the remaining accuracy
is bounded by the values listed below:

» Below 1 ppm, for an initial crystal drift between 1.5 ppm up to 20 ppm, and from 30 ppm to 90 ppm

» Below 2 ppm, for an initial crystal drift between 20 ppm up to 30 ppm, and from 90 ppm to 130 ppm

» Below 5 ppm, for an initial crystal drift between 130 ppm up to 200 ppm

The calibration circuitry does not modify the 32.768 kHz crystal oscillator clock frequency but it acts by slightly modifying the 1 Hz clock
period from time to time. The correction event occurs every 1 + [(20 - (19 x HIGHPPM)) x CORRECTION] seconds. When the period is
modified, depending on the sign of the correction, the 1 Hz clock period increases or reduces by around 4 ms. Depending on the COR-
RECTION, NEGPPM and HIGHPPM values configured in RTC_MR, the period interval between two correction events differs.

Figure 27-6: Calibration Circuitry
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Figure 27-7:
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The inaccuracy of a crystal oscillator at typical room temperature (20 ppm at 20-25 °C) can be compensated if a reference clock/signal
is used to measure such inaccuracy. This kind of calibration operation can be set up during the final product manufacturing by means of
measurement equipment embedding such a reference clock. The correction of value must be programmed into the (RTC_MR), and this
value is kept as long as the circuitry is powered (backup area). Removing the backup power supply cancels this calibration. This room
temperature calibration can be further processed by means of the networking capability of the target application.

In any event, this adjustment does not take into account the temperature variation.

© 2018 Microchip Technology Inc.

Datasheet

DS60001532A-page 291



SAMASD27C AUTO

The frequency drift (up to -200 ppm) due to temperature variation can be compensated using a reference time if the application can access
such a reference. If a reference time cannot be used, a temperature sensor can be placed close to the crystal oscillator in order to get the
operating temperature of the crystal oscillator. Once obtained, the temperature may be converted using a lookup table (describing the
accuracy/temperature curve of the crystal oscillator used) and RTC_MR configured accordingly. The calibration can be performed on-the-
fly. This adjustment method is not based on a measurement of the crystal frequency/drift and therefore can be improved by means of the
networking capability of the target application.

If no crystal frequency adjustment has been done during manufacturing, it is still possible to do it. In the case where a reference time of
the day can be obtained through LAN/WAN network, it is possible to calculate the drift of the application crystal oscillator by comparing
the values read on RTC Time Register (RTC_TIMR) and programming the HIGHPPM and CORRECTION fields on RTC_MR according
to the difference measured between the reference time and those of RTC_TIMR.

27.5.8 Waveform Generation

Waveforms can be generated by the RTC in order to take advantage of the RTC inherent prescalers while the RTC is the only powered
circuitry (Low-power mode of operation, Backup mode) or in any active mode. Going into Backup or Low-power operating modes does
not affect the waveform generation outputs.

The RTC waveforms are internally routed to ADC trigger events and those events have a source driver selected among five possibilities.
Two different triggers can be generated at a time, the first one is configurable through field OUTO in RTC_MR while the second trigger is
configurable through field OUT1 in RTC_MR. OUTO field manages the trigger for channel AD[n:0] (where n is the higher index available
(last channel)), while OUT1 manages the channel AD[n] only for specific modes. See the ADC section for selection of the measurement
triggers and associated mode of operations.

The first selection choice sticks the associated output at O (This is the reset value and it can be used at any time to disable the waveform
generation).

Selection choices 1 to 4 respectively select 1 Hz, 32 Hz, 64 Hz and 512 Hz.

Selection choice 6 provides a copy of the alarm flag, so the associated output is set high (logical 1) when an alarm occurs and immediately
cleared when software clears the alarm interrupt source.
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Figure 27-8: Waveform Generation for ADC Trigger Event
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27.5.9

As soon as a tamper is detected, the tamper counter is incremented and the RTC stores the time of the day, the date and the source of
the tamper event in registers located in the backup area. Up to two tamper events can be stored.

Tamper Timestamping

In UTC mode, only the UTC time is stored. The date information is not relevant.

The tamper counter saturates at 15. Once this limit is reached, the exact number of tamper occurrences since the last read of stamping
registers cannot be known.

The first set of timestamping registers (RTC_TSTRO, RTC_TSDRO0, RTC_TSSRO0) cannot be overwritten, so once they have been written
all data are stored until the registers are reset. Therefore these registers are storing the first tamper occurrence after a read.

The second set of timestamping registers (RTC_TSTR1, RTC_TSDR1, RTC_TSSR1) are overwritten each time a tamper event is
detected. Thus the date and the time data of the first and the second stamping registers may be equal. This occurs when the tamper coun-
ter value carried on field TEVCNT in RTC_TSTRO equals 1. Thus this second set of registers stores the last occurrence of tamper before
aread.

Reading a set of timestamping registers requires three accesses, one for the time of the day, one for the date and one for the tamper
source.

Reading the third part (RTC_TSSRO0/1) of a timestamping register set clears the whole content of the registers (time, date and tamper
source) and makes the timestamping registers available to store a new event.
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27.6 Real-time Clock (RTC) User Interface

Table 27-1: Register Mapping

Offset Register Name Access Reset
0x00 Control Register RTC_CR Read/Write 0x00000000
0x04 Mode Register RTC_MR Read/Write 0x00000000
0x08 Time Register RTC_TIMR Read/Write 0x00000000
0x0C Calendar Register RTC_CALR Read/Write 0x01E11220
0x10 Time Alarm Register RTC_TIMALR Read/Write 0x00000000
0x14 Calendar Alarm Register RTC_CALALR Read/Write 0x01010000
0x18 Status Register RTC_SR Read-only 0x00000000
0x1C Status Clear Command Register RTC_SCCR Write-only -
0x20 Interrupt Enable Register RTC_IER Write-only -
0x24 Interrupt Disable Register RTC_IDR Write-only -
0x28 Interrupt Mask Register RTC_IMR Read-only 0x00000000
0x2C Valid Entry Register RTC_VER Read-only 0x00000000
0xBO TimeStamp Time Register 0 RTC_TSTRO Read-only 0x00000000
0xB4 TimeStamp Date Register 0 RTC_TSDRO Read-only 0x00000000
0xB8 TimeStamp Source Register 0 RTC_TSSRO Read-only 0x00000000
0xBC TimeStamp Time Register 1 RTC_TSTR1 Read-only 0x00000000
0xCO TimeStamp Date Register 1 RTC_TSDR1 Read-only 0x00000000
0xC4 TimeStamp Source Register 1 RTC_TSSR1 Read-only 0x00000000
0xC8 Reserved - - -
oxCC Reserved - - -
0xDO Reserved - - -

0xD4—-0xF8 Reserved - - -
OxFC Reserved - - -

Note: If an offset is not listed in the table it must be considered as reserved.
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27.6.1 RTC Control Register
Name: RTC_CR

Address: 0xF80480B0

Access: Read/Write

31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - - |
23 22 21 20 19 18 17 16

| — | _ | _ | — | — | _ | CALEVSEL |
15 14 13 12 11 10 9 8

| — | _ | — | — | — | _ | TIMEVSEL |
7 6 5 4 3 2 1 0

| - | - | - | - | - | - | upbcaL | upDTIVM |

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register (SYSC_WPMR).

UPDTIM: Update Request Time Register

0: No effect or, if UPDTIM has been previously written to 1, stops the update procedure.

1: Stops the RTC time counting.

Time counting consists of second, minute and hour counters. Time counters can be programmed once this bit is set and acknowledged
by the bit ACKUPD of the RTC_SR.

UPDCAL: Update Request Calendar Register

0: No effect or, if UPDCAL has been previously written to 1, stops the update procedure.

1: Stops the RTC calendar counting.

Calendar counting consists of day, date, month, year and century counters. Calendar counters can be programmed once this bit is set and
acknowledged by the bit ACKUPD of the RTC_SR.

Note: In UTC mode, this bit has no effect on the RTC behavior.

TIMEVSEL: Time Event Selection
The event that generates the flag TIMEV in RTC_SR depends on the value of TIMEVSEL.

Value Name Description
0 MINUTE Minute change
1 HOUR Hour change
2 MIDNIGHT Every day at midnight
3 NOON Every day at noon

Note:  In UTC mode, this field has no effect on the RTC_SR.
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CALEVSEL: Calendar Event Selection
The event that generates the flag CALEV in RTC_SR depends on the value of CALEVSEL

Value Name Description
0 WEEK Week change (every Monday at time 00:00:00)
1 MONTH Month change (every 01 of each month at time 00:00:00)
2 YEAR Year change (every January 1 at time 00:00:00)
3 - Reserved

Note:

In UTC mode, this field has no effect on the RTC_SR.
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27.6.2 RTC Mode Register
Name: RTC_MR

Address: 0xF80480B4

Access: Read/Write

31 30 29 28 27 26 25 24

| _ [ _ TPERIOD [ — | THIGH |
23 22 21 20 19 18 17 16

| - | oUT1 | - | ouUTO |
15 14 13 12 11 10 9 8

| HiGHPPM | CORRECTION |
7 6 5 4 3 2 1 0

| — | — - NEGPPM - uTC PERSIAN [ HRMOD |

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register (SYSC_WPMR).

HRMOD: 12-/24-hour Mode
0: 24-hour mode is selected.
1: 12-hour mode is selected.

PERSIAN: PERSIAN Calendar
0: Gregorian calendar.
1: Persian calendar.

UTC: UTC Time Format

0: Gregorian or Persian calendar.

1: UTC format.

It is forbidden to write a one to the UTC and PERSIAN bits at the same time.

NEGPPM: NEGative PPM Correction
0: Positive correction (the divider will be slightly higher than 32768).
1: Negative correction (the divider will be slightly lower than 32768).
Refer to CORRECTION and HIGHPPM field descriptions.
Note:  NEGPPM must be cleared to correct a crystal slower than 32.768 kHz.

CORRECTION: Slow Clock Correction
0: No correction
1-127: The slow clock will be corrected according to the formula given in HIGHPPM description.

HIGHPPM: HIGH PPM Correction
0: Lower range ppm correction with accurate correction.
1: Higher range ppm correction with accurate correction.

If the absolute value of the correction to be applied is lower than 30 ppm, it is recommended to clear HIGHPPM. HIGHPPM set to 1 is
recommended for 30 ppm correction and above.

Formula:

If HIGHPPM = 0, then the clock frequency correction range is from 1.5 ppm up to 98 ppm. The RTC accuracy is less than 1 ppm
for a range correction from 1.5 ppm up to 30 ppm.

The correction field must be programmed according to the required correction in ppm; the formula is as follows:

3906

CORRECTION = -———— -
20x ppm
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The value obtained must be rounded to the nearest integer prior to being programmed into CORRECTION field.

If HIGHPPM = 1, then the clock frequency correction range is from 30.5 ppm up to 1950 ppm. The RTC accuracy is less than 1
ppm for a range correction from 30.5 ppm up to 90 ppm.

The correction field must be programmed according to the required correction in ppm; the formula is as follows:

CORRECTION =
ppm

3906 _,

The value obtained must be rounded to the nearest integer prior to be programmed into CORRECTION field.

If NEGPPM is set to 1, the ppm correction is negative (used to correct crystals that are faster than the nominal 32.768 kHz).

OUTO: All ADC Channel Trigger Event Source Selection

Value Name Description
0 NO_WAVE No waveform, stuck at ‘0’
1 FREQ1HZ 1 Hz square wave
2 FREQ32HZ 32 Hz square wave
3 FREQ64HZ 64 Hz square wave
4 FREQ512HZ 512 Hz square wave
5 ALARM_TOGGLE Output toggles when alarm flag rises
6 ALARM_FLAG Output is a copy of the alarm flag
7 PROG_PULSE Duty cycle programmable pulse

OUT1: ADC Last

Channel Trigger Event Source Selection

Value Name Description
0 NO_WAVE No waveform, stuck at ‘0’
1 FREQ1HZ 1 Hz square wave
2 FREQ32HZ 32 Hz square wave
3 FREQ64HZ 64 Hz square wave
4 FREQ512HZ 512 Hz square wave
5 ALARM_TOGGLE Output toggles when alarm flag rises
6 ALARM_FLAG Output is a copy of the alarm flag
7 PROG_PULSE Duty cycle programmable pulse
THIGH: High Duration of the Output Pulse
Value Name Description
0 H_31MS 31.2ms
1 H_16MS 15.6 ms
2 H_4MS 3.91ms
3 H_976US 976 s
4 H_488US 488 ps
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Value Name Description
5 H_122US 122 ps
6 H_30US 30.5 us
7 H_15US 15.2 s
TPERIOD: Period of the Output Pulse
Value Name Description
0 P_1S 1 second
1 P_500MS 500 ms
2 P_250MS 250 ms
3 P_125MS 125 ms
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27.6.3 RTC Time Register
Name: RTC_TIMR

Address: 0xF80480B8

Access: Read/Write

31 30 29 28 27 26 25 24

| - | - | - - - - - - |
23 22 21 20 19 18 17 16

| — [ avpm | HOUR |
15 14 13 12 11 10 9 8

| - | MIN |
7 6 5 4 3 2 1 0

| - | SEC |

SEC: Current Second
The range that can be set is 0-59 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

MIN: Current Minute
The range that can be set is 0-59 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

HOUR: Current Hour
The range that can be set is 1-12 (BCD) in 12-hour mode or 0-23 (BCD) in 24-hour mode.

AMPM: Ante Meridiem Post Meridiem Indicator
This bit is the AM/PM indicator in 12-hour mode.
0: AM.

1: PM.
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27.6.4 RTC Time Register (UTC_MODE)

Name:  RTC_TIMR (UTC_MODE)

Address: 0xF80480B8

Access: Read/Write
31 30 29 28 27 26 25 24

| UTC_TIME |
23 22 21 20 19 18 17 16

| UTC_TIME |
15 14 13 12 11 10 9 8

| UTC_TIME |
7 6 5 4 3 2 1 0

| UTC_TIME |

This configuration is relevant only if UTC = 1 in RTC_MR

UTC_TIME: Current UTC Time

Any value can be set.
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27.6.5 RTC Calendar Register
Name: RTC_CALR

Address: 0xF80480BC

Access: Read/Write

31 30 29 28 27 26 25 24

| — — DATE |
23 22 21 20 19 18 17 16

| DAY MONTH |
15 14 13 12 11 10 9 8

| YEAR |
7 6 5 4 3 2 1 0

| - CENT |

Note:  In UTC mode, values read in this register are not relevant

CENT: Current Century
The range that can be set is 19-20 (Gregorian) or 13—-14 (Persian) (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

YEAR: Current Year
The range that can be set is 00-99 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

MONTH: Current Month
The range that can be set is 01-12 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

DAY: Current Day in Current Week
The range that can be set is 1-7 (BCD).
The coding of the number (which number represents which day) is user-defined as it has no effect on the date counter.

DATE: Current Day in Current Month
The range that can be set is 01-31 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.
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27.6.6 RTC Time Alarm Register

Name:  RTC_TIMALR

Address: 0xF80480CO0O

Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16

| HOUREN | AwmPM HOUR |
15 14 13 12 11 10 9 8

[ MINEN | MIN |
7 6 5 4 3 2 1 0

|  SECEN | SEC |

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register (SYSC_WPMR).

Note:

To change one of the SEC, MIN, HOUR fields, it is recommended to disable the field before changing the value and then re-

enable it after the change has been made. This requires up to three accesses to the RTC_TIMALR. The first access clears
the enable corresponding to the field to change (SECEN, MINEN, HOUREN). If the field is already cleared, this access is not
required. The second access performs the change of the value (SEC, MIN, HOUR). The third access is required to re-enable

the field by writing 1 in SECEN, MINEN, HOUREN fields.

SEC: Second Alarm
This field is the alarm field corresponding to the BCD-coded second counter.

SECEN: Second Alarm Enable
0: The second-matching alarm is disabled.
1: The second-matching alarm is enabled.

MIN: Minute Alarm
This field is the alarm field corresponding to the BCD-coded minute counter.

MINEN: Minute Alarm Enable
0: The minute-matching alarm is disabled.
1: The minute-matching alarm is enabled.

HOUR: Hour Alarm
This field is the alarm field corresponding to the BCD-coded hour counter.

AMPM: AM/PM Indicator
This field is the alarm field corresponding to the BCD-coded hour counter.

HOUREN: Hour Alarm Enable
0: The hour-matching alarm is disabled.
1: The hour-matching alarm is enabled.
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27.6.7 RTC Time Alarm Register (UTC_MODE)
Name: RTC_TIMALR (UTC_MODE)

Address: 0xF80480CO0

Access: Read/Write

31 30 29 28 27 26 25 24

| UTC_TIME |
23 22 21 20 19 18 17 16

| UTC_TIME |
15 14 13 12 11 10 9 8

| UTC_TIME |
7 6 5 4 3 2 1 0

| UTC_TIME |

This configuration is relevant only if UTC = 1 in RTC_MR.

UTC_TIME: UTC_TIME Alarm
This field is the alarm field corresponding to the UTC time counter. To change it, proceed as follows:
1. Disable the UTC alarm by clearing the UTCEN bit in RTC_CALALR if it is not already cleared.

2. Change the UTC_TIME alarm value.
3. Enable the UTC alarm by setting the UTCEN bit in RTC_CALALR.
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27.6.8 RTC Calendar Alarm Register

Name: RTC_CALALR

Address: 0xF80480C4

Access: Read/Write
31 30 29 28 27 26 25 24

| DATEEN | - | DATE |
23 22 21 20 19 18 17 16

[ MTHEN | - | - | MONTH |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register (SYSC_WPMR).

Note:

To change one of the DATE, MONTH fields, it is recommended to disable the field before changing the value and then re-
enable it after the change has been made. This requires up to three accesses to the RTC_CALALR. The first access clears
the enable corresponding to the field to change (DATEEN, MTHEN). If the field is already cleared, this access is not required.
The second access performs the change of the value (DATE, MONTH). The third access is required to re-enable the field by
writing 1 in DATEEN, MTHEN fields.

MONTH: Month Alarm
This field is the alarm field corresponding to the BCD-coded month counter.

MTHEN: Month Alarm Enable
0: The month-matching alarm is disabled.

1: The month-matching alarm is enabled.

DATE: Date Alarm
This field is the alarm field corresponding to the BCD-coded date counter.

DATEEN: Date Alarm Enable
0: The date-matching alarm is disabled.

1: The date-matching alarm is enabled.
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27.6.9 RTC Calendar Alarm Register (UTC_MODE)

Name: RTC_CALALR (UTC_MODE)

Address: 0xF80480C4

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

I - I - I - I - I - I - I - | utcen |

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register (SYSC_WPMR).

UTCEN: UTC Alarm Enable
0: The UTC-matching alarm is disabled.
1: The UTC-matching alarm is enabled.
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27.6.10 RTC Status Register
Name: RTC_SR

Address: 0xF80480C8

Access: Read-only

31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

| - | - | TERR [ cAalev | TIMEV | SEC |  ALARM | AckupD |

ACKUPD: Acknowledge for Update

Value Name Description
0 FREERUN Time and calendar registers cannot be updated.
1 UPDATE Time and calendar registers can be updated.

ALARM: Alarm Flag

Value Name Description
0 NO_ALARMEVENT No alarm matching condition occurred.
1 ALARMEVENT An alarm matching condition has occurred.

SEC: Second Event

Value Name Description
0 NO_SECEVENT No second event has occurred since the last clear.
1 SECEVENT At least one second event has occurred since the last clear.

TIMEV: Time Event

Value Name Description
0 NO_TIMEVENT No time event has occurred since the last clear.
1 TIMEVENT At least one time event has occurred since the last clear.

Note:  Thetime eventis selected in the TIMEVSEL field in the Control Register (RTC_CR) and can be any one of the following events:
minute change, hour change, noon, midnight (day change). If the RTC is configured in UTC mode, the value returned by this
field is not relevant.

CALEV: Calendar Event

Value Name Description
0 NO_CALEVENT No calendar event has occurred since the last clear.
1 CALEVENT At least one calendar event has occurred since the last clear.

Note:  The calendar event is selected in the CALEVSEL field in the Control Register (RTC_CR) and can be any one of the following
events: week change, month change and year change. If the RTC is configured in UTC mode, the value returned by this field
is not relevant.
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TDERR: Time and/or Date Free Running Error

Value Name Description
0 CORRECT The'lnternal free running counters are carrying valid values since the last read of the Status
Register (RTC_SR).
1 ERR TIMEDATE The |nter_nal free running counters have beer? c_orrupted (invalid date or time, non-BCD
- values) since the last read and/or they are still invalid.
Note:  If the RTC is configured in UTC mode, the value returned by this field is not relevant.
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27.6.11 RTC Status Clear Command Register
Name: RTC_SCCR

Address: 0xF80480CC

Access:  Write-only

31 30 29 28 27 26 25 24

. - r - ¢ - - [ - [ - | - [ -
23 22 21 20 19 18 17 16

. - r - ¢ - - [ - [ - | - [ - ]
15 14 13 12 11 10 9 8

. - - r - - [ - [ - | - [ - ]
7 6 5 4 3 2 1 0

| — | — | TDERRCLR [ cAlctR | T7iMClR | secctR | ALRCLR | AckclrR |

ACKCLR: Acknowledge Clear
0: No effect.
1: Clears corresponding status flag in the Status Register (RTC_SR).

ALRCLR: Alarm Clear
0: No effect.
1: Clears corresponding status flag in the Status Register (RTC_SR).

SECCLR: Second Clear
0: No effect.
1: Clears corresponding status flag in the Status Register (RTC_SR).

TIMCLR: Time Clear

0: No effect.

1: Clears corresponding status flag in the Status Register (RTC_SR).
If the RTC is configured in UTC mode, this bit has no effect.

CALCLR: Calendar Clear

0: No effect.

1: Clears corresponding status flag in the Status Register (RTC_SR).
If the RTC is configured in UTC mode, this bit has no effect.

TDERRCLR: Time and/or Date Free Running Error Clear
0: No effect.
1: Clears corresponding status flag in the Status Register (RTC_SR).

If the RTC is configured in UTC mode, this bit has no effect.
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27.6.12 RTC Interrupt Enable Register
Name: RTC_IER

Address: 0xF80480D0

Access:  Write-only

31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - I - |
7 6 5 4 3 2 1 0

| - | - | TDERREN [ cAlEN | TMEN | SECEN | ALREN | ACKEN |

ACKEN: Acknowledge Update Interrupt Enable
0: No effect.
1: The acknowledge for update interrupt is enabled.

ALREN: Alarm Interrupt Enable
0: No effect.
1: The alarm interrupt is enabled.

SECEN: Second Event Interrupt Enable
0: No effect.
1: The second periodic interrupt is enabled.

TIMEN: Time Event Interrupt Enable

0: No effect.

1: The selected time event interrupt is enabled.

If the RTC is configured in UTC mode, this bit has no effect.

CALEN: Calendar Event Interrupt Enable

0: No effect.

1: The selected calendar event interrupt is enabled.

If the RTC is configured in UTC mode, this bit has no effect.

TDERREN: Time and/or Date Error Interrupt Enable
0: No effect.
1: The time and date error interrupt is enabled.

If the RTC is configured in UTC mode, this bit has no effect.
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27.6.13 RTC Interrupt Disable Register
Name: RTC_IDR

Address: 0xF80480D4

Access:  Write-only

31 30 29 28 27 26 25 24

. - r - ¢ - - [ - [ - | - [ -
23 22 21 20 19 18 17 16

. - r - ¢ - - [ - [ - | - [ - ]
15 14 13 12 11 10 9 8

. - - r - - [ - [ - | - [ - ]
7 6 5 4 3 2 1 0

| — | — | TDERRDIS [ cabis | TivDis | secbis | AlRbDis | Ackpis |

ACKDIS: Acknowledge Update Interrupt Disable
0: No effect.
1: The acknowledge for update interrupt is disabled.

ALRDIS: Alarm Interrupt Disable
0: No effect.
1: The alarm interrupt is disabled.

SECDIS: Second Event Interrupt Disable
0: No effect.
1: The second periodic interrupt is disabled.

TIMDIS: Time Event Interrupt Disable

0: No effect.

1: The selected time event interrupt is disabled.

If the RTC is configured in UTC mode, this bit has no effect.

CALDIS: Calendar Event Interrupt Disable

0: No effect.

1: The selected calendar event interrupt is disabled.

If the RTC is configured in UTC mode, this bit has no effect.

TDERRDIS: Time and/or Date Error Interrupt Disable
0: No effect.
1: The time and date error interrupt is disabled.

If the RTC is configured in UTC mode, this bit has no effect.
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27.6.14 RTC Interrupt Mask Register
Name: RTC_IMR

Address: 0xF80480D8

Access: Read-only

31 30 29 28 27 26 25 24

. - r - ¢ - - [ - [ - | - [ -
23 22 21 20 19 18 17 16

. - r - ¢ - - [ - [ - | - [ - ]
15 14 13 12 11 10 9 8

. - - r - - [ - [ - | - [ - ]
7 6 5 4 3 2 1 0

| — | — |  TDERR | CAL | TIM | SEC | ALR [ Ack |

ACK: Acknowledge Update Interrupt Mask
0: The acknowledge for update interrupt is disabled.
1: The acknowledge for update interrupt is enabled.

ALR: Alarm Interrupt Mask
0: The alarm interrupt is disabled.
1: The alarm interrupt is enabled.

SEC: Second Event Interrupt Mask
0: The second periodic interrupt is disabled.
1: The second periodic interrupt is enabled.

TIM: Time Event Interrupt Mask

0: The selected time event interrupt is disabled.

1: The selected time event interrupt is enabled.

If the RTC is configured in UTC mode, this bit is not relevant.

CAL: Calendar Event Interrupt Mask

0: The selected calendar event interrupt is disabled.

1: The selected calendar event interrupt is enabled.

If the RTC is configured in UTC mode, this bit is not relevant.

TDERR: Time and/or Date Error Mask
0: The time and/or date error event is disabled.
1: The time and/or date error event is enabled.

If the RTC is configured in UTC mode, this bit has no effect.
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27.6.15 RTC Valid Entry Register
Name: RTC_VER

Address: 0xF80480DC

Access: Read-only

31 30 29 28 27 26 25 24

. - r - ¢ - - [ - [ - | - [ -
23 22 21 20 19 18 17 16

. - r - ¢ - - [ - [ - | - [ - ]
15 14 13 12 11 10 9 8

. - - r - - [ - [ - | - [ - ]
7 6 5 4 3 2 1 0

| — | — | - | - | NvCALALR [ NvTIMALR [ NvcAaL | NvTiv |

If the RTC is configured in UTC mode, the values returned by this register are not relevant.

NVTIM: Non-valid Time
0: No invalid data has been detected in RTC_TIMR (Time Register).
1: RTC_TIMR has contained invalid data since it was last programmed.

NVCAL: Non-valid Calendar

0: No invalid data has been detected in RTC_CALR (Calendar Register).

1: RTC_CALR has contained invalid data since it was last programmed.
NVTIMALR: Non-valid Time Alarm

0: No invalid data has been detected in RTC_TIMALR (Time Alarm Register).

1: RTC_TIMALR has contained invalid data since it was last programmed.
NVCALALR: Non-valid Calendar Alarm

0: No invalid data has been detected in RTC_CALALR (Calendar Alarm Register).

1: RTC_CALALR has contained invalid data since it was last programmed.
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27.6.16 RTC TimeStamp Time Register O
Name: RTC_TSTRO

Address: 0xF8048160

Access: Read-only

31 30 29 28 27 26 25 24

| BACKUP | _ | _ _ TEVCNT |
23 22 21 20 19 18 17 16

| — [ avpm | HOUR |
15 14 13 12 11 10 9 8

| - | MIN |
7 6 5 4 3 2 1 0

| - | SEC |

These fields are valid for non-UTC mode only.
RTC_TSTRO reports the timestamp of the first tamper event after reading RTC_TSSRO.
This register is cleared by reading RTC_TSSRO.

SEC: Seconds of the Tamper

MIN: Minutes of the Tamper

HOUR: Hours of the Tamper

AMPM: AM/PM Indicator of the Tamper

TEVCNT: Tamper Events Counter

Each time a tamper event occurs, this counter is incremented. This counter saturates at 15. Once this value is reached, it is no more pos-
sible to know the exact number of tamper events.

If this field is not null, this implies that at least one tamper event occurs since last register reset and that the values stored in timestamping
registers are valid.

BACKUP: System Mode of the Tamper

0: The state of the system is different from backup mode when the tamper event occurs.

1: The system is in backup mode when the tamper event occurs.
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27.6.17 RTC TimeStamp Time Register 0 (UTC_MODE)
Name: RTC_TSTRO (UTC_MODE)

Address: 0xF8048160

Access: Read-only

31 30 29 28 27 26 25 24

| BACKUP | - | - | - | TEVCNT |
23 22 21 20 19 18 17 16

| - | - | - | - | - | - | - | - |
15 14 13 12 11 10 9 8

| - | - | - | - | - | - | - | - |
7 6 5 4 3 2 1 0

RTC_TSTRO reports the timestamp of the first tamper event.

TEVCNT: Tamper Events Counter (cleared by reading RTC_TSSRO)

Each time a tamper event occurs, this counter is incremented. This counter saturates at 15. Once this value is reached, it is no more pos-
sible to know the exact number of tamper events.

If this field is not null, this implies that at least one tamper event occurs since last register reset and that the values stored in timestamping
registers are valid.

BACKUP: System Mode of the Tamper (cleared by reading RTC_TSSRO)

0: The state of the system is different from Backup mode when the tamper event occurs.

1: The system is in Backup mode when the tamper event occurs.
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27.6.18 RTC TimeStamp Time Register 1
Name: RTC_TSTR1

Address: 0xF804816C

Access: Read-only

31 30 29 28 27 26 25 24

| BACKuP | _ | _ _ _ _ _ — |
23 22 21 20 19 18 17 16

| — [ avpm | HOUR |
15 14 13 12 11 10 9 8

| - | MIN |
7 6 5 4 3 2 1 0

| - | SEC |

These fields are valid for non-UTC mode only.
RTC_TSTR1 reports the timestamp of the last tamper event.
This register is cleared by reading RTC_TSSR1.

SEC: Seconds of the Tamper

MIN: Minutes of the Tamper

HOUR: Hours of the Tamper

AMPM: AM/PM Indicator of the Tamper

BACKUP: System Mode of the Tamper
0: The state of the system is different from Backup mode when the tamper event occurs.
1: The system is in Backup mode when the tamper event occurs.
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27.6.19 RTC TimeStamp Time Register 1 (UTC_MODE)
Name: RTC_TSTR1 (UTC_MODE)

Address: 0xF804816C

Access: Read-only

31 30 29 28 27 26 25 24
| ackor | - | - [ - ! - [ - [ - [ - |
23 22 21 20 19 18 17 16
. - r - r - r -+ - - ¢ - [ - |
15 14 13 12 1 10 9 8
. - r - r - -+ - ;- - ¢ - [ - |
7 6 5 4 3 2 1 0

RTC_TSTR1 reports the timestamp of the last tamper event.

BACKUP: System Mode of the Tamper
0: The state of the system is different from Backup mode when the tamper event occurs.

1: The system is in Backup mode when the tamper event occurs.
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27.6.20 RTC TimeStamp Date Register
Name: RTC_TSDRx

Address: 0xF8048164 [0], 0xF8048170 [1]
Access: Read-only

31 30 29 28 27 26 25 24

| _ | _ | DATE |
23 22 21 20 19 18 17 16

| DAY MONTH |
15 14 13 12 11 10 9 8

| YEAR |
7 6 5 4 3 2 1 0

| - CENT |

These fields are relevant for non-UTC mode only.

RTC_TSTRO reports the timestamp of the first tamper event after reading RTC_TSSRO0, and RTC_TSTR1 reports the timestamp of the
last tamper event.

This register is cleared by reading RTC_TSSR.
CENT: Century of the Tamper

YEAR: Year of the Tamper

MONTH: Month of the Tamper

DAY: Day of the Tamper

DATE: Date of the Tamper
The fields contain the date and the source of a tamper occurrence if the TEVCNT is not null.
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27.6.21 RTC TimeStamp Date Register (UTC_MODE)

Name:  RTC_TSDRx (UTC_MODE)

Address: OxF8048164 [0], 0xF8048170 [1]

Access: Read-only
31 30 29 28 27 26 25 24

| UTC_TIME |
23 22 21 20 19 18 17 16

| UTC_TIME |
15 14 13 12 11 10 9 8

| UTC_TIME |
7 6 5 4 3 2 1 0

| UTC_TIME |

UTC_TIME: Time of the Tamper (UTC format)
This configuration is relevant only if UTC = 1 in RTC_MR.
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27.6.22 RTC TimeStamp Source Register

Name: RTC_TSSRx

Address: OxF8048168 [0], OxF8048174 [1]

Access: Read-only
31 30 29 28 27 26 25 24

| - | - | - | - | - | - | - | - |
23 22 21 20 19 18 17 16

[ oer7 | oDete | oDeErs | ©pbEta | pbEts | pDET2 | DET1 | DETO |
15 14 13 12 11 10 9 8

| - | - | - | - | - | - | - | - |
7 6 5 4 3 2 1 0

| - | - | - | - | gac | TsT | - | - |

The following configuration values are valid for all listed bit names of this register:

0: No alarm generated since the last clear.

1: An alarm has been generated by the corresponding monitor since the last clear.

TST: Test Pin Monitor

JTAG: JTAG Pins Monitor

DETx: PIOBU Intrusion Detector
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28. System Controller Write Protection (SYSCWP)

28.1 Functional Description

To prevent any single software error from corrupting System Controller (SYSC) behavior, certain registers in the address space can be
write-protected by setting the WPEN bit in the "System Controller Write Protection Mode Register” (SYSC_WPMR).

The following registers can be write-protected:

¢« RSTC Mode Register

¢ RTC Control Register

¢« RTC Mode Register

¢« RTC Time Alarm Register

¢ RTC Calendar Alarm Register

¢ PIT Mode Register

¢ Shutdown Mode Register

¢ Shutdown Wakeup Inputs Register

¢ Slow Clock Controller Configuration Register
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28.2 System Controller Write Protect (SYSCWP) User Interface

Table 28-1: Register Mapping

Offset Register Name Access Reset

0x00 Write Protection Mode Register SYSC_WPMR Read/Write 0x0000_0000
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28.2.1 System Controller Write Protection Mode Register
Name: SYSC_WPMR

Address:  OxF80480E4

Access: Read/Write

31 30 29 28 27 26 25 24

| WPKEY |
23 22 21 20 19 18 17 16

| WPKEY |
15 14 13 12 11 10 9 8

| WPKEY |
7 6 5 4 3 2 1 0

— - - 1T T : WPER ]

WPEN: Write Protection Enable

0: Disables the write protection if WPKEY corresponds to 0x535943 (“SYC” in ASCII).

1: Enables the write protection if WPKEY corresponds to 0x535943 (“SYC” in ASCII).

See Section 28.1 "Functional Description” for the list of registers that can be write-protected.

WPKEY: Write Protection Key

Value Name Description

Writing any other value in this field aborts the write operation of the WPEN bit. Always

0x535943 PASSWD
reads as 0.
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29. Slow Clock Controller (SCKC)

29.1 Description

The System Controller embeds a Slow Clock Controller (SCKC). The SCKC selects the slow clock from one of two sources:

« External 32.768 kHz crystal oscillator
« Embedded 64 kHz (typical) RC oscillator

29.2 Embedded Characteristics

* 64 kHz (typical) RC Oscillator or 32.768 kHz Crystal Oscillator Selector
* VDDBU Powered

29.3 Block Diagram

Figure 29-1: Block Diagram

Security Module

Embedded j
64 kHz 32 kHz \

RC Oscillator

Slow Clock
» SLCK

XIN32 D 32.768 kHz

Crystal
XOUT32 | I Oscillator /| OSCSEL

29.4 Functional Description
The OSCSEL bit is located in the Slow Clock Controller Configuration Register (SCKC_CR) located at the address 0xFC068650 in the
backed-up part of the System Controller and, thus, it is preserved while VDDBU is present.

The embedded 64 kHz (typical) RC oscillator and the 32.768 kHz crystal oscillator are always enabled as soon as VDDBU is established.
The Slow Clock Selector command (OSCSEL bit) selects the slow clock source.

Atfter the VDDBU power-on reset, the default configuration is OSCSEL = 0, allowing the system to start on the embedded 64 kHz (typical)
RC oscillator.

The programmer controls the slow clock switching by software and so must take precautions during the switching phase.

294.1 Switching from Embedded 64 kHz RC Oscillator to 32.768 kHz Crystal Oscillator
The sequence to switch from the embedded 64 kHz (typical) RC oscillator to the 32.768 kHz crystal oscillator is the following:

1. Switch the master clock to a source different from slow clock (PLL or Main Oscillator) through the Power Management Controller.
2. Switch from the embedded 64 kHz (typical) RC oscillator to the 32.768 kHz crystal oscillator by writing a 1 to the OSCSEL bit.
3. Wait 5 slow clock cycles for internal resynchronization.

29.4.2 Switching from 32.768 kHz Crystal Oscillator to Embedded 64 kHz RC Oscillator
The sequence to switch from the 32.768 kHz crystal oscillator to the embedded 64 kHz (typical) RC oscillator is the following:

1. Switch the master clock to a source different from slow clock (PLL or Main Oscillator).
2. Switch from the 32.768 kHz crystal oscillator to the embedded RC oscillator by writing a 0 to the OSCSEL bit.
3. Wait 5 slow clock cycles for internal resynchronization.

DS60001532A-page 324 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

29.5 Slow Clock Controller (SCKC) User Interface

Table 29-1: Register Mapping

Offset Register Name Access Reset

0x0 Slow Clock Controller Configuration Register SCKC_CR Read/Write 0x0000_0001
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29.5.1 Slow Clock Controller Configuration Register
Name: SCKC_CR

Address: 0xF8048050

Access: Read/Write

31 30 29 28 27 26 25 24
| - . - r - r - - r - { - [ - |
23 22 21 20 19 18 17 16
| - . - r - r - - r - { - [ - |
15 14 13 12 11 10 9 8
| - . - r - r - - +r - { - [ - |
7 6 5 4 3 2 1 0
| - . - r - [ - Joosese. | - [ - | - |

OSCSEL: Slow Clock Selector
0 (RC): Slow clock is the embedded 64 kHz (typical) RC oscillator.
1 (XTAL): Slow clock is the 32.768 kHz crystal oscillator.
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30. Peripheral Touch Controller (PTC)

30.1 Description

The QTouch Peripheral Touch Controller (PTC) subsystem offers built-in hardware for capacitive touch measurement on sensors that
function as buttons, sliders and wheels. The PTC subsystem supports both mutual and self-capacitance measurement without the need
for any external component. It offers sensitivity and noise tolerance, as well as self-calibration, and minimizes the sensitivity tuning effort
by the user.

The PTC subsystem is intended for autonomously performing capacitive touch sensor measurements. The external capacitive touch sen-
sor is typically formed on a PCB, and the sensor electrodes are connected to the analog charge integrator of the PTC using the device I/
O pins. The PTC supports mutual capacitance sensors organized as capacitive touch matrices in different X-Y configurations. In Mutual
Capacitance mode, the PTC requires one pin per X line (drive line) and one pin per Y line (sense line). In Self-capacitance mode, the PTC
requires only one pin with a Y-line driver for each self-capacitance sensor.

30.2 Embedded Characteristics

« Implements Low-power, High-sensitivity, Environmentally-robust Capacitive Touch Buttons, Sliders, and Wheels
- One Pin per Electrode — No External Components
- Zero Drift over Temperature and supply/reference ranges
- No Need for Temperature or supply/reference compensation
* “On demand” or “Timed” measurement
¢ Supports Mutual Capacitance and Self-capacitance Sensing
- Up to 8 Buttons in Self-capacitance Mode
- Up to 64 Buttons in Mutual Capacitance Mode
- Supports Lumped Mode Configuration(?)
« Calibration
- Load Compensating Charge Sensing
- Parasitic capacitance compensation together with the electrode capacitance
¢ Adjustable Gain for Higher Sensitivity
- Analog Gain 1 to 16
- Digital Gain 1 to 32
« Noise Immunity
- Hardware Noise Filtering by Accumulation 1 to 64
- Adjacent Key Suppression (AKS), Removal of False Detection®
- Frequency Hopping: Noise Signal De-synchronization for High Conducted Immunity(3)
- Noise Signal De-synchronization for High Conducted Immunity
¢ Provided PTC Subsystem Firmware®
« Acquisition Module (Node Definitions, pPP and PTC Management) is Product-dependent, which implements all Hardware-depen-
dent Operations for Configuration and Measurement of Capacitive Touch or Proximity Sensors
« Signal Conditioning Module (Frequency Hopping) applies Algorithmic and Feedback Control Methods to improve the Quality of Mea-
surement Data captured by an Acquisition Module
« Post-processing Modules (Key, Scroller) interpret Measurement Data in the Context of a Capacitive Touch or Proximity Sensor
« Scroller Module defines Slider and Wheels Configuration and Data, based on Keys Module Setting

Note 1: A lumped sensor is implemented as a combination of multiple sense lines (self-capacitance measurement) or multiple drive
and sense lines (mutual capacitance measurement) to act as one single button sensor. This provides the application developer
with greater flexibility in the touch sensor implementation.

2: The PTC incorporates the Adjacent Key Suppression (AKS) technology, which can be selected on a per-key basis. The AKS
technology is used to suppress multiple key presses based on relative signal strength. This feature assists in solving the prob-
lem of surface moisture which can bridge a key touch to an adjacent key, causing multiple key presses.

3: This PTC subsystem supports frequency hopping, which tries to select a sampling frequency that does not clash with noise at
specific frequencies elsewhere in products or product operating environments. Frequency Hopping tries to hop away from the
noise.

4: ltis necessary to use the firmware provided by Microchip in order to use the PTC subsystem.
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30.3 Block Diagram

Figure 30-1:

PTC Block Diagram
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Note:

30.4 Signal Description

QTM is the QTouch Manager Firmware interface.

Table 30-1: Signal Description
Name Type Description
8 X-lines with n=7
PTC_X[n..0] Input/Output | Transmit lines in Mutual Capacitance mode.
Receive lines in Self-capacitance mode.
PTC_Y[m..0] Input 8 Yrlines with m=7 .
Receive lines in Mutual/Self-capacitance mode.
SCLK Input Connection to the product system 32 kHz slow clock
RC12MHZ_PTC Input Direct connection to the 12 MHz RC oscillator
RC12MHZ_REQ Output Request to supply the RC12MHz PTC subsystem clock
Periph_CLK_PTC Input Peripheral clock enabled by the PTC ID (max 83 MHz)
Periph_CLK_REQ Output Request to supply the peripheral clock
PTC_IRQ Output One PTC IRQ rises for host flag (28, 29, 30 or 31).
30.5 Product Dependencies

The PTC subsystem needs to have some other peripherals of the ARM system configured correctly, as described in the following sections.
Those peripherals are the PIO Controller (P10O), the Advanced Interrupt Controller (AIC) and the Power Management Controller (PMC).
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30.5.1 Power Management

The PTC Controller is not continuously clocked. The programmer must first enable the PTC Controller peripheral clock in the Power Man-
agement Controller (PMC) before using the PTC Controller. However, if the application does not require PTC operations, the PTC Con-
troller clock can be stopped when not needed and restarted when necessary. Configuring the PTC Controller requires the PTC Controller
clock to be enabled.

Figure 30-2: PTC Subsystem Clock Sources
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PTC Subsystem

Embedded 64 kHz

RC Oscillator >

—  SCLK

Slow
X|N32- 32.768 kHz Clock
Crystal > SCLK
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RC Oscillator 12 MHz RC 2 RC12MHZ_REQ

/I , RC12MHZ_PTC

Peripheral Control Register
P s /] » Periph_CLK_PTC

Periph_CLK_REQ

1 MCK?2
1/2 9 ON/OFF - >
[~ | Periph_clk

(ID=58)

MCK

The PTC subsystem operates both from a peripheral clock synchronous to the master clock of the system and from an asynchronous clock
source directly connected to the embedded 12 MHz RC oscillator. The selected clocks must be enabled in the PMC before they can be
used by the PTC. By default, the 12 MHz RC oscillator is enabled at startup of the product.

The various clock sources are as follows:
e PERIPH_CLK_PTC

This clock source is dedicated to the picoPower processor. It is located in the PMC as Periph_clk[PID]=PCLOCK_LS. This clock is syn-
chronous with the AHB/APB matrix controlling the host interface and the mailbox. The clock frequency is between 12 MHz and 83 MHz.
The same clock is used for the ARM interface connected as an APB slave via an AHB/APB bridge. It is also used to program the code/
data SRAM and to access the mailbox SRAM.

« RC12MHZ

A different clock is used for the PTC digital controller. This clock can be divided internally in the pPP before being used. There is also a
small local prescaler in the PTC digital controller to allow lower clock rates. Thus, the PTC operates from an asynchronous clock source
and the operation is independent from the main system clock and its derivative clocks, such as the peripheral bus clock
(PERIPH_CLK_PTC).

e SCLK
For the timers, a 32 kHz clock is used and divided internally down to a 1 kHz clock for counting the timer interrupt.
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Figure 30-3: PTC Subsystem Clock Schematic
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The RC12HMZ clock is internally divided by 3 in the PTC subsystem, and so a 4 MHz clock is provided to the PTC digital controller. This
controller can divide the clock further by 1, 2, 4 or 8 to slow down the PTC clock.

¢ ADC_CLK
The prescaled clock PTC_CLK is divided by 4 to supply an ADC_CLK to the PTC analog front end.
The ADC data rate is defined by the controller. The typical value is about 33 kHz to 66 kHz depending on the timing configuration.

30.5.2 I/O Lines

The pins used for interfacing the PTC may be multiplexed with GPIO lines. When the PTC subsystem is activated and the X-Y lines
selected, the GPIO switches automatically to analog state. The ADC modules possibly hanging on the same PTC analog lines should not
use the same GPIO for ADC conversion. Adjacent GPIO lines to PTC lines must not be used to output high speed signals to avoid crosstalk
with PTC sensing.

When a line is disabled, the corresponding I/O pin is not reserved for the PTC subsystem, and it can be used for some alternative 1/0
function.

There is an individual selection bit for each Y or X line. In normal cases, just one line should be active at the same time. For more advanced
uses, like proximity sensing, several lines may be selected in parallel. The input and output functionality, such as charging and sensing
pulses of the selected line, is controlled automatically by the PTC digital controller sequencer in various operating modes. The I/O lines
used for analog PTC_X lines and PTC_Y lines must be connected to external capacitive touch sensor electrodes. External components
are not required for normal operation.

30.5.3 Interrupt Sources

The PTC_IRQ interrupt line is connected on one of the internal sources of the host processor interrupt controller (AIC). Using the PTC_IRQ
interrupt requires the interrupt controller to be programmed first.

Four interrupts (IRQO0,1,2,3) can be generated in the host interface register. The PTC_IRQ line is a logical “OR” between the four IRQO,
IRQ1, IRQ2 and IRQ3.

30.6 Functional Description

The PTC analog front end (AFE) and the digital controller are not managed directly by the Cortex-A5 processor. An intermediate processor
(pPP) is introduced to manage all functionalities of the PTC. A pPP program, a “firmware”, is needed. This program is loaded by the ARM
(host) in a shared SRAM area. The firmware embeds many software functionalities and algorithms to ensure an efficient touch detection.
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30.6.1 picoPower Processor (pPP)

The picoPower Processor (pPP) is a small processor dedicated to handling the PTC and to processing its data in order to offload the main
host ARM processor.

The pPP uses a unified memory architecture where instructions and data share the address space. The pPP embeds a 16 Kbytes SRAM
block. When the processor is stopped, the 16 Kbytes SRAM block can be used by the ARM processor.

The pPP has single-cycle access to instructions and data that reside in the SRAM.
Loads and stores go to the local code/data SRAM, the shared mailbox SRAM or the local /O space.
Accesses to the mailbox enter a wait state for every other access cycle.

Accesses to code/data SRAM and local I/O space never enter wait states.

30.6.2 Shared Memories

The SRAM memory space contains context save, interrupt vectors and a unified instruction/data space that can be used for stacks and
instructions.

On top of the SRAM space is the shared mailbox SRAM.

Figure 30-4: Memory Map

Cortex-A5 System PTC Subsystem
Memory Map

0x0080_5000

PTC X and Y Configuration

Topology Mailbox Buttons, Wheels, Sliders
& (4 KB) Gain and Filtering
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0x0080_4000

Firmware

0x0080_0000
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Host Interface API N User Interface Host Flag (interrupt)
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30.6.2.1 Mailbox
The mailbox (4 Kbytes) is used to indicate to the pPP the X and Y topoloy as well as the number of sensors implemented.

The mailbox can also be used, for example, to pass the parameters required by an application to adjust the analog or digital gain, the
filtering functions and some touch operation timing values.

The mailbox is the main way to control the PTC digital and analog components. The pPP firmware reads the mailbox and performs the
tasks requested. After execution, some data are fed back to the mailbox to be read by the main processor, such as touch button confir-
mation or touch position on the slider or wheel.

30.6.2.2 SRAM Data Area

The pPP uses the SRAM data area for its own needs and to work with the firmware local variables. This SRAM section is not used to
communicate with the ARM.
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30.6.2.3 Firmware in SRAM Code Area

The firmware contains all PTC subsystem functionalities, allowing PTC measurement in the different conditions of parameters and con-
figurations. The firmware is a binary file copied to the SRAM code area at the address defined by the memory map. The firmware makes
the pPP work properly with some peripherals like the timer, a clock generator and obviously the PTC digital controller and the PTC analog
front end. The firmware embeds all QTML (QTouch Modular Library) functionalities. Those modules are not modifiable by the application
developer. The QTML functionalities configuration and data are controllable by the mailbox. The host has read and write accesses to the
mailbox.

30.6.2.4 Host Interface

The pPP can be controlled by the host processor through an APB interface and the user interface registers. This is referred to as the “host
interface”. Some configurations are only accessible when the pPP is stopped. The host interface includes pPP flags, which are also called
host flags on the firmware, for interprocessor communications. The user interface registers can run, stop and reset the pPP and read the
IRQ host flags. Nevertheless, the mailbox remains the main means of communication.

» Processor Command Registers

The CMD field is part of the host interface and is used to start, stop and reset the pPP. Writing a valid command to this field changes the
internal state of the pPP. After a number of cycles, this state change is reflected in the processor state register.

When a START command is issued, the host is no longer able to write to host interface registers which are marked as run-time write-
locked. The pPP RAM block is also locked by this command. The host interface registers and RAM block can be unlocked by using the
STOP or RESET commands. The lock is released when the processor state register reflects this state.

30.6.3 PTC Digital Controller

The PTC digital controller is a peripheral of the pPP. It is intended for acquiring capacitive touch sensor and capacitive proximity sensor
signals under limited firmware control by the controlling processor. The PTC digital controller consists of an Analog Charge Integrator and
a 10-bit ADC Controller, 16-bit Digital Accumulator for the ADC results and a State Machine taking care of sensor sampling and digital
accumulation sequence.

30.6.3.1 PTC Digital Controller Operations

* Sensing mode (mutual or self)
« Control of the ADC 10-bit SAR state machine single ADC conversion or free run mode (comparator and ADC data/accumulator reg-
ister)
« Digital gain up to 32 and averaging up to 64 ADC codes
« Selection of the filtering resistance (0, 20, 50 or 100 k?)
¢ Adjustment of the compensation capacitor up to 30 pF
¢ Adjustment of the integration capacitor up to 30 pF
« Frequency hopping® implementation (modification of the sampling rate to avoid synchronous parasitic noise)
« Channel Change Delay Selection CDS@ (settling time)
e Prescaling (1, 1/2, 1/4, 1/8), 4 MHz down to ADC_CLK
Note 1: A programmable sampling delay can be used to choose (modify) the sampling frequency that is best suited in an application
where other periodic noise sources may otherwise disturb the sampling. Frequency hopping can also be modified automati-
cally from one sampling cycle to another, by setting the software driver parameters.

2: CDS bits define the delay when changing input channels. The delay allows the analog circuits to settle on a new (Y) channel
or channel pair (X-Y). The delay is application-dependent, and therefore this option enables the user to select a suitable delay.
The delay is expressed as a number of PTC clock cycles.

30.6.4 PTC Analog Front End (AFE)

The analog front end consists of X-line drivers, a sensor capacitance compensation circuit and a parasitic capacitance insensitive analog
Switched Capacitor Charge Integrator (SCCI). The integrator is connected to sensor Y-lines via an analog multiplexer. When the PTC
digital controller is enabled, the SCCI output is automatically connected to the ADC input.

The external capacitive touch sensor is typically formed on a PCB and the sensor electrodes are connected to the Analog Charge Inte-
grator of the PTC AFE via MCU 1/O port pins. The PTC AFE supports mutual capacitance sensors organized as capacitive touch matrices
in different X-Y configurations (QTouch Surface). The PTC AFE requires one pin per X-line and one pin per Y-line. No external compo-
nents are needed.

The PTC AFE also supports “self-capacitance touch sensors” (QTouch). In Self-capacitance mode, the PTC AFE requires just one Y-line
pin per self-capacitance sensor.
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Figure 30-5: PTC Analog Front End
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30.6.5 Operations in Mutual Capacitance

A mutual capacitance sensor is formed between two 1/O lines, a PTC_X electrode for transmitting, and a PTC_Y electrode for receiving.
The mutual capacitance between the PTC_X and PTC_Y electrodes is calibrated and measured by the PTC. It is not necessary to connect
all X and Y lines; when unused, they can be left unconnected.
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Figure 30-6: Mutual Capacitance Sensor Arrangement
Sensor Capacitance Cx,y
CxO,yO CxO,y1 CxO,ym
Cx1 Yo Cx1,y1 Cx1 ,ym
Cx2,y0 Cx2,y1 /K‘ /K'
an,yo an,y1 xn,ym

30.6.6 Operations in Self-capacitance
The self-capacitance sensor is connected to a single pin on the PTC through the PTC_Ym electrodes to receive the signal. The sensor

electrode capacitance is measured by the PTC.

Figure 30-7: Self-capacitance Sensor Arrangement

Sensor Capacitance Cy,gnd
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30.7 Peripheral Touch Controller (PTC) User Interface

Table 30-2: Register Mapping
Offset Register Name Access Reset
0x28 PTC Command Register PTC_CMD Write-only -
0x30 PTC Interrupt Status Register PTC_ISR Read/Write 0x00
0x35 PTC Enable Register PTC_IED Write-only -
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30.7.1
Name:
Access:

PTC Command Register
PTC_CMD
Write-only

- CMD

CMD: Host Command
Issues commands to the pPP.

Value Name Description

0x0 NO_ACTION -

0x1 STOP Waits for ongoing execution to complete, then stops.
0x2 RESET Stops and resets.

0x3 Reserved -

ox4 ABORT Stops without waiting for ongoing execution to complete.
0x5 RUN Starts execution (from stopped state).

0x6—-0xF Reserved -
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30.7.2 PTC Interrupt Status Register
Name: PTC_ISR
Access: Read/Write

7 6 5 4 3 2 1 0
| IRQ3 [ IRQ2 [ IRQ1 [ IRQO [ - - — NOTIFYO

NOTIFYO: Notification to the Firmware
Used for communications between the host processor and the pPP. The firmware is notified when a command is used.
IRQx: Interrupt to the Host

Used for communications between the host processor and the pPP. The firmware can set an IRQ event in fields IRQO to IRQ3. Any of the
pPP IRQO to IRQ3 fields automatically rises the PTC_IRQ signal.
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30.7.3 PTC Enable Register
Name: PTC_IED
Access:  Write-only

7 6 5 4 1 0
IER3 IER2 IER1 IERO - -
IERX: Interrupt Enable
Enables interrupt for device-to-host interrupt.
Writing a zero to this field has no effect.
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31. Low Power Asynchronous Receiver (RXLP)

31.1 Description

The Low Power Asynchronous Receiver (RXLP) is a low-power UART with a slow clock. It works only in Receive mode. It features a
Receive Data (RXD) pin that can be used to wake up the system. The wakeup occurs only on data matching—expected data can be a
single value, two values, or a range of values.

The RXLP operates on a slow clock domain to reduce power consumption.

31.2 Embedded Characteristics

- Exit from Backup Mode on Comparison Match
- Programmable Baud Rate Generator

- Even, Odd, Mark or Space Parity Check

- Parity and Framing Error Detection

- Digital Filter on Receive Line

- Comparison Function on Received Character
- Register Write Protection

31.3 Block Diagram

Figure 31-1: RXLP Functional Block Diagram

RXLP (backup area)

Baud Rate )
Generator Receiver [ I:l

RXD

APB

-— Exit antrol > rxlp_wakeup
Logic (to Shutdown Controller)
32.768 kHz Clock |
Table 31-1: RXLP Pin Description
Pin Name Description Type
RXD RXLP Receive Data Input

31.4 Product Dependencies

31.4.1 Power Management

The peripheral clock is not managed by the PMC but rather automatically activated when the RXLP is enabled and receive line is active.
The peripheral clock is automatically deactivated after transmission of the wakeup signal.

31.5 Functional Description

The RXLP features an RS232 receive-only circuitry able to decode and compare data and parity while the system is in Backup mode. If a
matching comparison occurs, the RXLP instructs the system to wake up (if enabled).

The RXLP operates in Asynchronous mode only and supports only 8-bit character handling (with or without parity).
The RXLP is made up of a receiver and a baud rate generator. Receiver timeout is not implemented and there is no interrupt line.
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31.5.1 Baud Rate Generator
The baud rate generator provides the bit period clock named baud rate clock to the receiver.

The baud rate clock is the 32.768 kHz clock from the crystal oscillator, divided by 16 times the value (CD) written in the Baud Rate Gen-
erator Register (RXLP_BRGR). If RXLP_BRGR is set to 0, the baud rate clock is disabled and the RXLP remains inactive. The maximum
allowable baud rate is 32.768 kHz clock divided by 16. The minimum allowable baud rate is 32.768 kHz clock divided by (16 x 3).

f32.768 kHz clock

Baud Rate =
16 x CD
Figure 31-2: Baud Rate Generator
| CDh I
| CD |
32.768 kHz Clock > 16-bit Counter
ouT |
a®
>| 1 | —e—»| Divide ,Baud Rate
by 16 Clock
0 0
EE—
_ Receiver

" Sampling Clock

31.5.2 Receiver

31.5.2.1 Receiver Reset, Enable and Disable

After device reset, the RXLP is disabled and must be enabled before being used. The receiver can be enabled by setting bit RXEN in the
Control Register (RXLP_CR). At this command, the receiver starts looking for a start bit.

The programmer can disable the receiver by setting bit RXLP_CR.RXDIS. If the receiver is waiting for a start bit, it is immediately stopped.
However, if the receiver has already detected a start bit and is receiving the data, it waits for the stop bit before actually stopping its oper-
ation.

The receiver can be put in reset state by setting bit RXLP_CR.RSTRX. In this case, the receiver imnmediately stops its current operations
and is disabled, whatever its current state. If RSTRX is applied when data is being processed, this data is lost. After initiating a reset it is
mandatory to clear bit RXLP_CR.RSTRX.

31.5.2.2 Start Detection and Data Sampling

The RXLP only supports asynchronous operations, and this affects only its receiver. The RXLP detects the start of a received character
by sampling the RXD signal until it detects a valid start bit. A low level (space) on RXD is interpreted as a valid start bit if it is detected for
more than seven cycles of the sampling clock, which is 16 times the baud rate. Hence, a space that is longer than 7/16 of the bit period is
detected as a valid start bit. A space which is 7/16 of a bit period or shorter is ignored and the receiver continues to wait for a valid start bit.

When a valid start bit has been detected, the receiver samples the RXD at the theoretical midpoint of each bit. It is assumed that each bit
lasts 16 cycles of the sampling clock (1-bit period) so the bit sampling point is eight cycles (0.5-bit period) after the start of the bit. The first
sampling point is therefore 24 cycles (1.5-bit periods) after detecting the falling edge of the start bit.

Each subsequent bit is sampled 16 cycles (1-bit period) after the previous one.
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Figure 31-3: Character Reception
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31523 Parity Error

Each time a character is received, the receiver calculates the parity of the received data bits, in accordance with the field PAR in the Mode
Register (RXLP_MR). It then compares the result with the received parity bit. If different, the received character is ignored and the receiver
continues to wait for a new valid start bit.

31524 Receiver Framing Error

When a start bit is detected, it generates a character reception when all the data bits have been sampled. The stop bit is also sampled
and when it is detected at 0, the received character is ignored and the receiver continues to wait for a new valid start bit.

31.5.25 Receiver Digital Filter
The RXLP embeds a digital filter on the receive line. It is disabled by default and can be enabled by writing a logical 1 in the FILTER bit of

RXLP_MR. When enabled, the receive line is sampled using the 16x bit clock and a three-sample filter (majority 2 over 3) determines the
value of the line.

31.5.3 Comparison Function on Received Character

Each time a valid character is received (without parity error and without frame error) it is compared to the wakeup trigger values. If the
received character matches to the condition of wakeup, it is stored in the Receiver Holding Register (RXLP_RHR), a system wakeup is
generated and the RXLP is automatically disabled. If the character received does not match, it is ignored and the receiver continues to
wait for a new valid start bit.

RXLP_CMPR (see Section 31.6.5 “RXLP Comparison Register”) can be programmed to provide three different comparison methods:

« VAL1 equals VAL2—the comparison is performed on a single value and the wakeup request is generated if the received character
equals VALL.

« VAL is strictly lower than VAL2—any value between VAL1 and VAL2 generates a wakeup request.

« VAL is strictly higher than VAL2—the wakeup request is generated if either received character equals VAL1 or VAL2.
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3154 Register Write Protection

To prevent any single software error from corrupting RXLP behavior, certain registers in the address space can be write-protected by set-
ting the WPEN bit in the RXLP Write Protection Mode Register (RXLP_WPMR).

The following registers can be write-protected:

e RXLP Mode Register
« RXLP Baud Rate Generator Register
¢ RXLP Comparison Register
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31.6 Low Power Asynchronous Receiver (RXLP) User Interface

Table 31-2: Register Mapping

Offset Register Name Access Reset
0x0000 Control Register RXLP_CR Write-only -
0x0004 Mode Register RXLP_MR Read/Write 0x0
0x0008-0x0014 Reserved - - -
0x0018 Receive Holding Register RXLP_RHR Read-only 0x0
0x001C Reserved - - -
0x0020 Baud Rate Generator Register RXLP_BRGR Read/Write 0x0
0x0024 Comparison Register RXLP_CMPR Read/Write 0x0
0x0028—-0x00EOQ Reserved - - -
OxO00E4 Write Protection Mode Register RXLP_WPMR Read/Write 0x0
0x00E8-0x00FC Reserved - - -
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31.6.1 RXLP Control Register
Name: RXLP_CR
Address: 0xF8049000
Access:  Write-only
31 30 29 28 27 26 25 24
I - I - I - I - I - - I - -
23 22 21 20 19 18 17 16
S S I B R S -
15 14 13 12 11 10 9 8
I - I - I - I - I - - I - -
7 6 5 4 3 2 1 0
| - | - [ RrRxbis [ Rxen | - RSTRX | - -

RSTRX: Reset Receiver
0: Deactivate the reset of the receiver logic.

1: The receiver logic is reset and disabled. If a character is being received, the reception is aborted. The receiver logic remains in reset
state until RSTRX is written to 0.

RXEN: Receiver Enable

0: No effect.

1: The receiver is enabled if RXDIS is 0.

RXDIS: Receiver Disable

0: No effect.
1: The receiver is disabled. If a character is being processed and RSTRX is not set, the character is completed before the receiver is

stopped.
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31.6.2 RXLP Mode Register
Name: RXLP_MR

Address: 0xF8049004

Access: Read/Write

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
r - r - r - [ - ] PAR | - |
7 6 5 4 3 2 1 0
[ T 1 T wmer [ - — ]
FILTER: Receiver Digital Filter
Value Name Description
0 DISABLED RXLP does not filter the receive line.
1 ENABLED RXLP filters the receive line using a three-sample filter (16x-bit clock) (2 over 3 majority).
PAR: Parity Type
Value Name Description
0 EVEN Even Parity
1 ODD Odd Parity
2 SPACE Parity forced to O
3 MARK Parity forced to 1
4 NO No parity
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31.6.3 RXLP Receiver Holding Register
Name: RXLP_RHR
Address: 0xF8049018
Access: Read-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
| RXCHR |
RXCHR: Received Character
Last received character
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31.6.4 RXLP Baud Rate Generator Register
Name: RXLP_BRGR
Address: 0xF8049020
Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
I - - - - o |
CD: Clock Divisor
0: Baud rate clock is disabled
1 to 3: 32,768 kHz clock / (CD X 16)
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31.6.5 RXLP Comparison Register
Name: RXLP_CMPR

Address: 0xF8049024

Access: Read/Write

31 30 29 28 27 26 25 24
- - - - - - - S
23 22 21 20 19 18 17 16
| VAL2 |
15 14 13 12 11 10 9 8
- - - - - - - —
7 6 5 4 3 2 1 0
| VAL1 |

VAL1: First Comparison Value for Received Character
0 to 255.
The received character must be higher or equal to the value of VAL1 and lower or equal to VAL2 to request a system wakeup.

VAL2: Second Comparison Value for Received Character
0 to 255.
The received character must be lower or equal to the value of VAL2 and higher or equal to VALL1 to request a system wakeup.
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31.6.6 RXLP Write Protection Mode Register
Name: RXLP_WPMR
Address: OxF80490E4
Access: Read/Write

31 30 29 28 27 26 25 24
| WPKEY

23 22 21 20 19 18 17 16
| WPKEY

15 14 13 12 11 10 9 8
| WPKEY

7 6 5 4 3 2 1 0
| - - - - | - - - WPEN

WPEN: Write Protection Enable

0: Disables the write protection if WPKEY corresponds to 0x52584C (RXL in ASCII).
1: Enables the write protection if WPKEY corresponds to 0x52584C (RXL in ASCII).
See Section 31.5.4 “Register Write Protection” for the list of registers that can be protected.

WPKEY: Write Protection Key

Value

Name

Description

0x52584C

PASSWD

Writing any other value in this field aborts the write operation.

Always reads as 0.
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32. Analog Comparator Controller (ACC)

32.1 Description

The Analog Comparator Controller (ACC) controls the analog comparator in order to provide an additional source of wakeup when the
system wakes up from Wait mode.

32.2 Embedded Characteristics
¢ Source of Wakeup When System Wakes Up from Wait Mode and ULP1 Mode

32.3 Block Diagram

Figure 32-1: Analog Comparator Controller Block Diagram
VDDBU ——> BIAS
Analog Comparator Digital Controller

COMPP I ~\

AND
COMPN R - on L » Wakeup Input
| for Shutdown Controller
ACEN INV
User Interface

32.4 Signal Description
Table 32-1: ACC Signal Description

Pin Name Description Type

COMPP, COMPN External analog data inputs Input

32.5 Product Dependencies

325.1 I/O Lines
The analog input pins (COMPP and COMPN) are not multiplexed with digital functions (PIO) on the 10 line.

32.5.2 Power Management

By clearing the ACEN bit in the ACC Mode Register (ACC_MR), the analog comparator power consumption is reduced to current leakage
only.
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32.6 Functional Description

32.6.1 Description

The analog comparator is enabled by writing a one to the ACEN bit in the ACC Mode Register (ACC_MR) and the polarity of the compar-
ator output can be configured with bit ACC_MR.INV.

The ACC registers are listed in Table 32-2.

32.6.2 Register Write Protection

To prevent any single software error from corrupting ACC behavior, certain registers in the address space can be write-protected by setting
the WPEN bit in the ACC Write Protection Mode Register (ACC_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the ACC Write Protection Status Register (ACC_WPSR) is set
and the field WPVSRC indicates the register in which the write access has been attempted.

The WPVS bit is automatically cleared after reading the ACC_WPSR register.
The following registers can be write-protected:
¢ ACC Mode Register
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32.7 Analog Comparator Controller (ACC) User Interface

Table 32-2: Register Mapping

Offset Register Name Access Reset
0x00 Control Register ACC_CR Write-only -
0x04 Mode Register ACC_MR Read/Write 0

0x08-0xEO Reserved - - -

OXE4 Write Protection Mode Register ACC_WPMR Read/Write 0
OXE8 Write Protection Status Register ACC_WPSR Read-only 0

OXEC-OxFC Reserved - - -
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32.7.1 ACC Control Register
Name: ACC_CR
Address: O0xF804A000
Access:  Write-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10
7 6 5 4 3 2 1 0
| - | - - - - - - | SWRST |
SWRST: Software Reset
0: No effect.
1: Resets the module.
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32.7.2

Name: ACC_MR

Address: 0xF804A004

ACC Mode Register

Access: Read/Write
31 30 29 28 27 26 25 24

. - r - ¢ - - [ - [ - /| - - ]
23 22 21 20 19 18 17 16

. - r - ¢ - - [ - [ - | S
15 14 13 12 11 10 9 8

. - - ¢ - [ ~w [ - [ - | - [ AcEN |
7 6 5 4 3 2 1 0

This register can only be written if the WPEN bit is cleared in the ACC Write Protection Mode Register.

ACEN: Analog Comparator Enable
0 (DIS): Analog comparator disabled.
1 (EN): Analog comparator enabled.

INV: Invert Comparator Output

0 (DIS): Analog comparator output is directly processed.

1 (EN): Analog comparator output is inverted prior to being processed.
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32.7.3 ACC Write Protection Mode Register
Name: ACC_WPMR

Address: OxF804A0E4

Access: Read/Write

31 30 29 28 27 26 25 24

| WPKEY |
23 22 21 20 19 18 17 16

| WPKEY |
15 14 13 12 11 10 9 8

| WPKEY |
7 6 5 4 3 2 1 0

- : - S I N - WPER ]

WPEN: Write Protection Enable

0: Disables the write protection if WPKEY corresponds to 0x414343 (“ACC” in ASCII).

1: Enables the write protection if WPKEY corresponds to 0x414343 (“ACC” in ASCII).

Refer to Section 32.6.2 “Register Write Protection” for the list of registers that can be write-protected.

WPKEY: Write Protection Key

Value Name Description

Writing any other value in this field aborts the write operation of the WPEN bit.
0x414343 PASSWD

Always reads as 0.
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32.74 ACC Write Protection Status Register
Name: ACC_WPSR
Address: OxF804A0ES8
Access: Read-only
31 30 29 28 27 26 25 24
- T - T - - - - S R
23 22 21 20 19 18 17 16
- 1T - 1T - - - - — T - ]
15 14 13 12 11 10 9 8
- 1T - T - - - - — T - ]
7 6 5 4 3 2 1 0
- T - T - - - - — [ wevs ]

WPVS: Write Protection Violation Status

0: No write protection violation has occurred since the last read of ACC_WPSR.
1: A write protection violation (WPEN = 1) has occurred since the last read of ACC_WPSR.
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33. Clock Generator

33.1 Description

The Clock Generator User Interface is embedded within the Power Management Controller and is described in Section 34.22 “Power Man-
agement Controller (PMC) User Interface”. However, the Clock Generator registers are named CKGR_.

33.2 Embedded Characteristics

The Clock Generator is made up of:

¢ A low-power 32.768 kHz crystal oscillator

* A low-power embedded 64 kHz (typical) RC oscillator generating the 32 kHz source clock

¢ A 8to 24 MHz crystal oscillator or a 12 to 48 MHz XRCGB crystal resonator with Bypass mode

* A 12 MHz RC oscillator

¢ A 480 MHz UTMI PLL providing a clock for the USB High-speed Device Controller

¢ A 600 to 1200 MHz programmable PLL (input from 8 to 50 MHz), provides the clock to the processor and to the peripherals

¢ A 700 MHz fractional-N programmable audio PLL, with 22-bit frequency resolution and two independent programmable post dividers
to drive the CLK_AUDIO output pin and the internal peripherals (AUDIOPLLCLK)

The Clock Generator provides the following clocks:

¢ SLCK—Slow clock. The only permanent clock within the system.

¢ MAINCK—output of the Main clock oscillator selection: either 8 to 24 MHz crystal oscillator or 12 MHz RC oscillator
¢ PLLACK—output of the divider and the 600 to 1200 MHz programmable PLL (PLLA)

¢ AUDIOPLLCLK—output of the first Audio PLL post-divider, with a frequency range from 24 to 125 MHz

¢ AUDIOPINCLK—output of the second Audio PLL post-divider, with a frequency range from 8 to 30 MHz

¢ UPLLCK—output of the 480 MHz UTMI PLL (UPLL)

The Power Management Controller also provides the following operations on clocks:

* 8to 24 MHz crystal oscillator clock failure detector
» 32.768 kHz crystal oscillator frequency monitor
» Frequency counter on Main clock and an on-the-fly adjustable 12 MHz RC oscillator frequency
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33.3 Block Diagram

Figure 33-1: Clock Generator Block Diagram
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33.4 Slow Clock

The Slow Clock Controller embeds a Slow clock generator that is supplied with the VDDBU power supply. As soon as VDDBU is supplied,
both the 32.768 kHz crystal oscillator and the embedded 64 kHz (typical) RC oscillator are powered, but only the RC oscillator is enabled.

The Slow clock is generated either by the 32.768 kHz crystal oscillator or by the embedded 64 kHz (typical) RC oscillator divided by two.
The selection of the Slow clock source is made via the OSCSEL bit in the Slow Clock Controller Configuration register (SCKC_CR).

SCKC_CR.OSCSEL and PMC_SR.OSCSELS report which oscillator is selected as the Slow clock source. PMC_SR.OSCSELS informs
when the switch sequence initiated by a new value written in SCKC_CR.OSCSEL is done.

33.4.1 Embedded 64 kHz (typical) RC Oscillator

By default, the embedded 64 kHz (typical) RC oscillator is enabled and selected as a source of SLCK. The user has to take into account
the possible drifts of this oscillator. Refer to Section 67.2 “DC Characteristics”.

33.4.2 32.768 kHz Crystal Oscillator

The Clock Generator integrates a low-power 32.768 kHz crystal oscillator. To use this oscillator, the XIN32 and XOUT32 pins must be
connected to a 32.768 kHz crystal. Refer to Section 67. “Electrical Characteristics” for appropriate loading capacitor selection on XIN32
and XOUT32.

Note that the user is not obliged to use the 32.768 kHz crystal oscillator and can use the 64 kHz (typical) RC oscillator instead.
The 32.768 kHz crystal oscillator provides a more accurate frequency than the 64 kHz (typical) RC oscillator.

To select the 32.768 kHz crystal oscillator as the source of the Slow clock, the bit SCKC_CR.OSCSEL must be set. This results in a
sequence which enables the 32.768 kHz crystal oscillator. The switch of the Slow clock source is glitch-free.
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33.5 Main Clock

The Main clock has two sources:

¢ a 12 MHz RC oscillator with a fast startup time and used at startup
* a 8to 24 MHz crystal oscillator with Bypass mode

Figure 33-2: Main Clock Block Diagram
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33.5.1 12 MHz RC Oscillator

After reset, the 12 MHz RC oscillator is enabled and selected as the source of MAINCK and MCK. MCK is the default clock selected to
start up the system.

Refer to Section 67.2 “DC Characteristics”.

The software can disable or enable the 12 MHz RC oscillator with the MOSCRCEN bit in the Clock Generator Main Oscillator register
(CKGR_MOR).

When disabling the Main clock by clearing CKGR_MOR.MOSCRCEN, PMC_SR.MOSCRCS is automatically cleared, indicating the Main
clock is OFF.

Setting the MOSCRCS bit in the Power Management Controller Interrupt Enable register (PMC_IER) triggers an interrupt to the processor.

33.5.2 12 MHz RC Oscillator Clock Frequency Adjustment

It is possible for the user to adjust the 12 MHz RC oscillator frequency through the PMC Oscillator Calibration Register (PMC_OCR). By
default, PMC_OCR.SEL is low, so the RC oscillator is driven with fuse calibration bits which are programmed during the chip production.

The user can adjust the trimming of the 12 MHz RC oscillator through PMC_OCR in order to obtain more accurate frequency (to compen-
sate derating factors such as temperature and voltage).
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In order to calibrate the 12 MHz oscillator frequency, SEL must be set to 1 and a correct frequency value must be configured in the CAL
field.

It is possible to restart, at anytime, a measurement of the frequency of the selected clock by means of the RCMEAS bit in the Clock Gen-
erator Main Clock Frequency register (CKGR_MCFR). Thus, when MAINFRDY flag reads 1, another read access on CKGR_MCFR pro-
vides an image of the frequency of the Main clock on MAINF field. The software can calculate the error with an expected frequency and
correct PMC_OCR.CAL accordingly. This may be used to compensate frequency drift due to derating factors such as temperature and/or
voltage.

33.5.3 8 to 24 MHz Crystal Oscillator
After reset, the 8 to 24 MHz crystal oscillator is disabled and is not selected as the source of MAINCK.

As the source of MAINCK, the 8 to 24 MHz crystal oscillator provides an accurate frequency. The software enables or disables this oscil-
lator in order to reduce power consumption via CKGR_MOR.MOSCXTEN.

When disabling this oscillator by clearing the CKGR_MOR.MOSCXTEN bit, the PMC_SR.MOSCXTS bit is automatically cleared, indicat-
ing the 8 to 24 MHz crystal oscillator is off.

When enabling this oscillator, the user must initiate the startup time counter. This startup time depends on the characteristics of the exter-
nal device connected to this oscillator. Refer to Section 67. “Electrical Characteristics” for the startup time.

When CKGR_MOR.MOSCXTEN and CKGR_MOR.MOSCXTST are written to enable this oscillator, the PMC_SR.MOSCXTS bit is
cleared and the counter starts counting down on the Slow clock divided by 8 from the MOSCXTST value. When the counter reaches 0,
the PMC_SR.MOSCXTS is set, indicating that the 8 to 24 MHz crystal oscillator is stabilized. Setting MOSCXTS in the PMC Interrupt Mask
register (PMC_IMR) triggers an interrupt to the processor.

3354 Main Clock Source Selection
The source of the Main clock can be selected from the following:

- embedded 12 MHz RC oscillator
- 81t0 24 MHz crystal oscillator
- an XRCGB crystal resonator

The advantage of the Main RC oscillator is its fast startup time. By default, this oscillator is selected to start the system and it must be
selected prior to entering Wait mode.

The advantage of the Main crystal oscillator is its high level of accuracy.

The selection is made by writing CKGR_MOR.MOSCSEL. The switch of the Main clock source is glitch-free, so there is no need to run
out of SLCK or PLLACK in order to change the selection. PMC_SR.MOSCSELS indicates when the switch sequence is done.

Setting PMC_IMR.MOSCSELS triggers an interrupt to the processor.

The 8 to 24 MHz crystal oscillator can be bypassed by setting the CKGR_MOR.MOSCXTBY to accept an external Main clock on XIN (refer
to Section 33.5.5 “Bypassing the 8 to 24 MHz Crystal Oscillator”).

MOSCRCEN, MOSCSEL, MOSCXTEN and MOSCXTBY bits are located in the PMC Clock Generator Main Oscillator Register
(CKGR_MOR).

After a VDDBU power-on reset, the default configuration is MOSCRCEN = 1, MOSCXTEN = 0 and MOSCSEL = 0, allowing the 12 MHz
RC oscillator to start as Main clock.
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Figure 33-3: Main Clock Source Selection
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3355 Bypassing the 8 to 24 MHz Crystal Oscillator

Prior to bypassing the 8 to 24 MHz crystal oscillator, the external clock frequency provided on the XIN pin must be stable and within the
values specified in the XIN clock characteristics. Refer to Section 67. “Electrical Characteristics”.

The sequence to bypass the crystal oscillator is the following:

1. Ensure that an external clock is connected on XIN.
2. Enable the bypass by setting CKGR_MOR.MOSCXTBY.
3. Disable the 8 to 24 MHz crystal oscillator by clearing CKGR_MOR.MOSCXTEN.

33.5.6 Main Frequency Counter

The main frequency counter measures the Main RC oscillator and the Main crystal oscillator against the SLCK and is managed by
CKGR_MCFR.

During the measurement period, the main frequency counter increments at the speed of the clock defined by the bit CKGR_MCFR.CCSS.
A measurement is started in the following cases:

* When CKGR_MCFR.RCMEAS is written to ‘1".

» When the 12 MHz RC oscillator is selected as the source of the Main clock and when this oscillator becomes stable (i.e., when the
MOSCRCS bit is set)

« When the 8 to 24 MHz crystal oscillator is selected as the source of the Main clock and when this oscillator becomes stable (i.e.,
when the MOSCXTS bit is set)

* When the Main clock source selection is modified

The measurement period ends at the 16th falling edge of the Slow clock, CKGR_MCFR.MAINFRDY is set and the counter stops counting.

Its value can be read in the CKGR_MCFR.MAINF and gives the number of Main clock cycles during 16 periods of Slow clock, so that the

frequency of the 12 MHz RC oscillator or the crystal oscillator can be determined.
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Figure 33-4: Main Frequency Counter Block Diagram
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33.5.7 Switching Main Clock Between the RC Oscillator and the Crystal Oscillator

When switching the source of the Main clock between the RC oscillator and the crystal oscillator, both oscillators must be enabled. After
completion of the switch, the unused oscillator can be disabled.

If switching to the crystal oscillator, a check must be carried out to ensure that the oscillator is present and that its frequency is valid. Follow
the sequence below:

1. Enable the crystal oscillator by setting CKGR_MOR.MOSCXTEN. Configure the CKGR_MOR. MOSCXTST field with the crystal
oscillator startup time as defined in Section 67. “Electrical Characteristics”.
Wait for PMC_SR.MOSCXTS flag to rise, indicating the end of a startup period of the crystal oscillator.
Select the crystal oscillator as the source clock of the frequency meter by setting CKGR_MCFR.CCSS
Initiate a frequency measurement by setting CKGR_MCFR.RCMEAS.
Read CKGR_MCFR.MAINFRDY until its value equals 1.
Read CKGR_MCFR.MAINF and compute the value of the crystal frequency.
- If the MAINF value is valid, the Main clock can be switched to the crystal oscillator.

o g A~ wDN
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33.6 Divider and PLLA Block

The PLLA embeds an input divider to increase the accuracy of the resulting clock signals. However, the user must respect the PLLA min-

imum input frequency when programming the divide

r.

Figure 33-5 shows the block diagram of the divider and PLLA block.

Figure 33-5: Divider and PLLA Block Diagram
MAINCK —  Divider f—» PLLA | o2l pllAcK
Divider
SLok—— A L [ Tocka ]
Counter
33.6.1 Divider and Phase Lock Loop Programming

The PLLA allows multiplication of the divider’s outputs. The PLLA clock signal has a frequency that depends on the respective source
signal frequency and on the parameters DIVA and MULA. The factor applied to the source signal frequency is (MULA + 1)/DIVA. When
MULA is written to O, the PLLA is disabled and its power consumption is saved. Re-enabling the PLLA can be performed by writing a value

higher than 0 in the MUL field.

Whenever the PLLA is re-enabled or one of its parameters is changed, PMC_SR.LOCKA is automatically cleared. The values written in
the PLLACOUNT field in the Clock Generator PLLA register (CKGR_PLLAR) are loaded in the PLLA counter. The PLLA counter then
decrements at the speed of the Slow clock until it reaches 0. At this time, PMC_SR.LOCKA is set and can trigger an interrupt to the pro-
cessor. The user has to load the number of Slow clock cycles required to cover the PLLA transient time into CKGR_PLLACOUNT.

The PLLA clock must be divided by 2 by writing PMC_MCKR.PLLADIV2, if the ratio between Processor clock (PCK) and MCK is 3

(MDIV = 3).
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33.7 UTMI PLL Clock

The source of the UTMI PLL (UPLL) is the Main clock (MAINCK). MAINCK must select the Main crystal oscillator to meet the frequency
accuracy required by USB.

The crystal frequency selection among 12, 16 or 24 MHz must be configured to the correct value in the field SFR_UTMICKTRIM.FREQ,
in order to apply the correct multiplier, x40, x30 or x20, respectively.

Figure 33-6: UTMI PLL Block Diagram
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Whenever the UTMI PLL is enabled by writing UPLLEN in the UTMI Clock register (CKGR_UCKR), PMC_SR.LOCKU is automatically
cleared. The values written in CKGR_UCKR.UPLLCOUNT are loaded in the UTMI PLL counter. The UTMI PLL counter then decrements
at the speed of the Slow clock divided by 8 until it reaches 0. At this time, the PMC_SR.LOCKU is set in and can trigger an interrupt to the
processor. The user has to load the number of Slow clock cycles required to cover the UTMI PLL transient time into CKGR_UCKR.UPLL-
COUNT.

33.8 Audio PLL

The Audio PLL is a high-resolution fractional-N digital PLL specifically designed for low jitter operation.

In audio applications, the CLK_AUDIO output pin typically serves as the Master clock frequency generator for external components such
as Audio DAC, Audio ADCs, or Audio Codecs, thus saving one crystal on the board.

The reference clock of the Audio PLL is the fast crystal oscillator. The PLL core operating frequency is defined as:

f = f (ND+1+W)

AUDIOCORECLK 5

ref

where f,¢ is the frequency of the main crystal oscillator. Refer to Section 67.6 “PLL Characteristics” for the limits of faypiocorecLk-

The PLL core features two post-dividers enabling the generation of two output clock signals, AUDIOPLLCLK and AUDIOPINCLK. AUDIO-
PLLCLK is dedicated to the PMC and can be sent to the GCLK input of peripherals or to the Programmable clock outputs PCKx. AUDI-
OPINCLK is dedicated to driving the external audio pin CLK_AUDIO.

The AUDIOPLLCLK frequency is defined by the following formula:

_TaubliocoRrECLK

fAubIOPLLCLK =~ (QDPMC +1)

The AUDIOPINCLK frequency is defined by the following formula:

_TaublOoCcORECLK

AUDIOPINCLK ™ (DIV x QDAUDIO)

f

The typical programming sequence of the audio PLL is the following:

1. Disable the PLL by writing ‘0" in bits PLLEN and RESETN in the Audio PLL Control register 0 (PMC_AUDIO_PLLO).

2. Release the reset of the PLL by writing ‘1’ in PMC_AUDIO_PLLO.RESETN.

3. Configure the PLL frequency by writing QDPMC and ND in PMC_AUDIO_PLLO, QDAUDIO, DIV and FRACR in
PMC_AUDIO_PLL1. ND and FRACR must be configured so as to set AUDIOCORECLK frequency in its authorized range. Refer
to Section 67. “Electrical Characteristics”.

4. Enable the PLL by writing ‘1’ in PMC_AUDIO_PLLO.PLLEN, PMC_AUDIO_PLLO.PADEN and PMC_AUDIO_PLL0.PMCEN.

5. Wait for the startup time of this PLL. Refer to Section 67. “Electrical Characteristics”.
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6. If needed, ND or FRACR can be adjusted at any time. The typical frequency settling time of this PLL is indicated in Section 67.
“Electrical Characteristics”.

Figure 33-7:
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34. Power Management Controller (PMC)

34.1 Description

The Power Management Controller (PMC) optimizes power consumption by controlling all system and user peripheral clocks. The PMC
enables/disables the clock inputs to many of the peripherals and the Core.

34.2 Embedded Characteristics

The Power Management Controller provides the following clocks:

Master Clock (MCK)—programmable from a few hundred Hz to the maximum operating frequency of the device. It is available to the
modules running permanently.

Processor Clock (PCK)—must be switched off when processor is entering Idle mode

HS USB Device Clock (UDPCK)

H64MX Matrix Clock (MCK) and H32MX Matrix Clock (MCK or MCK/2)

Peripheral Clocks—provided to the embedded peripherals and independently controllable

Programmable Clock outputs can be selected from the clocks provided by the clock generator and driven on the PCKXx pins.
Generic Clock (GCLK) for peripherals that can accept a second clock source

Asynchronous partial wakeup (SleepWalking) for FLEXCOMX, SPIx, TWIx, UARTx and ADC
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34.3 Block Diagram
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34.4 Master Clock Controller

The Master Clock Controller provides selection and division of the Master clock (MCK). MCK is the source clock of the peripheral clocks.

The Master clock is selected from one of the clocks provided by the Clock Generator. Selecting the Slow clock provides a Slow clock signal
to the whole device. Selecting the Main clock saves power consumption of the PLLs.

The Master Clock Controller is made up of a clock selector and a prescaler. It also contains a Master clock divider which allows the pro-
cessor clock to be faster than the Master clock.

The Master clock selection is made by writing the CSS (Clock Source Selection) field in the Master Clock register (PMC_MCKR). The
prescaler supports the division by a power of 2 of the selected clock between 1 and 64, and the division by 6. PMC_MCKR.PRES programs
the prescaler.

Note: Itis forbidden to modify MDIV and CSS at the same access. Each field must be modified separately with a wait for MCKRDY
flag between the first field modification and the second field modification.

Each time PMC_MCKR is written to define a new Master clock, PMC_SR.MCKRDY is cleared. It reads 0 until the Master clock is estab-
lished. Then, the MCKRDY bit is set and can trigger an interrupt to the processor. This feature is useful when switching from a high-speed
clock to a lower one to inform the software when the change is actually done.

Figure 34-1: Master Clock Controller
PMC_MCKR PMC_MCKR
CSS PRES

SLCK ———

MAINCK ———
Master Clock > MCK
PLLACK Prescaler
UPLLCK
_ To the Processor

" Clock Controller (PCK)

345 Processor Clock Controller

The PMC features a Processor Clock (PCK) Controller that implements the processor Idle mode.

The Processor clock can be disabled by executing the WFI (WaitForInterrupt) processor instruction or the WFE (WaitForEvent) processor
instruction while the LPM bit is at 0 in the PMC Fast Startup Mode register (PMC_FSMR).

The Processor clock can be disabled by writing the PMC System Clock Disable Register (PMC_SCDR). The status of this clock (at least
for debug purposes) can be read in the PMC System Clock Status Register (PMC_SCSR).

The Processor clock is enabled after a reset and is automatically re-enabled by any enabled interrupt. The processor Idle mode is entered
by disabling the Processor clock, which is automatically re-enabled by any enabled fast or normal interrupt, or by the reset of the product.

When processor Idle mode is entered, the current instruction is finished before the clock is stopped, but this does not prevent data transfers
from other masters of the system bus.
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34.6 Matrix Clock Controller

The AXI Matrix and H64MX 64-bit Matrix clocks are MCK.

The H32MX 32-bit matrix clock is to be configured as MCK if MCK does not exceed 83 MHz (refer to Section 67.4.2 “Master Clock Char-
acteristics” in Section 67. “Electrical Characteristics”); otherwise, this clock is to be configured as MCK/2. Selection is done with the
H32MXDIV bit in “PMC Master Clock Register” .

Figure 34-2: H32MX 32-bit Matrix Clock Configuration
[PMC_MCKR.H32MXDIV
MCK »| Divider |1
by 2 H32MXCLK

34.7 Programmable Clock Controller
The PMC controls three signals to be outputs on external pins PCKx. Each signal can be independently programmed via the Programma-
ble Clock registers (PMC_PCKX).

PCKXx can be independently selected between the Slow clock (SLCK), the Master clock (MAINCK), the PLLACK, the UTMI PLL output,
the Main clock and the AUDIO PLL (AUDIOPLLCLK) output by writing PMC_PCKx.CSS. Each output signal can also be divided by a factor
between 1 and 256 by writing PMC_PCKx.PRES.

Each output signal can be enabled and disabled by writing a ‘1’ in the corresponding bits, PMC_SCER.PCKx and PMC_SCDR.PCKX,
respectively. The status of each active programmable output clocks is given in PMC_SCSR.PCKXx.

The status flag PMC_SR.PCKRDYXx indicates that the Programmable clock programmed in PMC_PCKX is ready.

As the Programmable Clock Controller does not implement glitch prevention when switching clocks, it is strongly recommended to disable
the Programmable clock before any configuration change and to re-enable it after the change is performed.

34.8 Core and Bus Independent Clocks for Peripherals

Table 34-1 lists the peripherals that can operate while the core, bus and peripheral clock frequencies are modified, thus providing com-
munications at a bit rate which is independent for the core/bus/peripheral clock. This mode of operation is possible by using the internally
generated independent clock sources.

Table 34-1: Clock Assignments

Peripheral Specific Clock Requirements
LCDC GCLK

GMAC -

UDPHS -

UHPHS -

CLASSD GCLK

12SC GCLK

FLEXCOM (USART, SPI, TWI) GCLK

ISC PCK (pad clock)
MCAN GCLK
TC GCLK
ADC GCLK

DS60001532A-page 370

Datasheet

© 2018 Microchip Technology Inc.



SAMASD27C AUTO

34.9 Peripheral and Generic Clock Controller

The PMC controls the clocks of the embedded peripherals by means of the Peripheral Control register (PMC_PCR). With this register, the
user can enable and disable the different clocks used by the peripherals:

- Peripheral clocks (periph_clk]..]), routed to every peripheral and derived from the Master clock (MCK), and
- Generic clocks (GCLKJPID]), routed to selected peripherals only (see the Peripheral Identifiers table in section Peripherals).
These clocks are independent of the core and bus clocks (PCK, MCK and Periph_clk[PID]). They are generated by selection and
division of the following sources: SLCK, MAINCK, UPLLCKDIV, PLLACK, AUDIOCKDIV and MCK.
To configure a peripheral’s clocks, PMC_PCR.CMD must be written to ‘1’ and PMC_PCR.PID must be written with the index of the corre-
sponding peripheral. All other configuration fields must be correctly set.

To read the current clock configuration of a peripheral, PMC_PCR.CMD must be written to ‘0’ and PMC_PCR.PID must be written with the
index of the corresponding peripheral regardless of the values of other fields. This write does not modify the configuration of the peripheral.
The PMC_PCR can then be read to know the configuration status of the corresponding PID.

The user can also enable and disable these clocks by configuring the Peripheral Clock Enable (PMC_PCERX) and Peripheral Clock Dis-
able (PMC_PCDRXx) registers. The status of the peripheral clock activity can be read in the Peripheral Clock Status registers
(PMC_PCSRX).

When a peripheral or a generic clock is disabled, it is immediately stopped. These clocks are disabled after a reset.

To stop a peripheral clock, it is recommended that the system software wait until the peripheral has executed its last programmed operation
before disabling the clock. This is to avoid data corruption or erroneous behavior of the system.

The bit number in PMC_PCERx, PMC_PCDRXx, and PMC_PCSRx is the Peripheral Identifier defined at the product level. The bit number
corresponds to the interrupt source number assigned to the peripheral.

34.10 LCDC Clock Controller

In order to have more flexibility on the pixel clock, the LCDC can use MCK, or MCKx2 if LCDCK is set in the PMC System Clock Enable
Register (PMC_SCER).

Figure 34-3: LCDCLK Clock Configuration
LCDC_LCDCCFGO.CLKSEL LCbC
MCKXx2 > .
CKx Selected clock Pixel Clock
Generator
MCK —>| ON/OFF >
System Bus
Interface

34.11 ISC Clock Controller

In order to have more flexibility on the pixel clock, the ISC can use MCK, or MCKx2 if ISCCK is set in the PMC System Clock Enable
Register (PMC_SCER).

Figure 34-4: ISCCLK Clock Configuration
ISC
ON/OFF > _
Mckoe Selected clock Pixel Clock
Generator
MCK ——>| ON/OFF >

PMC_PCERX.PIDx

System Bus
Interface
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34.12 USB Device and Host Clocks

The USB Device and Host High Speed ports (UDPHS and UHPHS) clocks are enabled by the corresponding PIDx bits in the Peripheral
Clock Enable register (PMC_PCERX). To save power on this peripheral when they are not used, the user can set these bits in the Periph-
eral Clock Disable register (PMC_PCDRX). Corresponding PIDx bits in the Peripheral Clock Status register (PMC_PCSRX) give the status
of these clocks.

The PMC also provides the clocks UHP48M and UHP12M to the USB Host OHCI. The USB Host OHCI clocks are controlled by
PMC_SCER.UHP. To save power on this peripheral when they are not used, the user can set PMC_SCDR.UHP. PMC_SCSR.UHP gives
the status of this clock. The USB host OHCI requires both the 12/48 MHz signal and the Master clock. The USBDIV field in the USB Clock
register (PMC_USB) is to be programmed to 9 (division by 10) for normal operations.

To further reduce power consumption the user can stop the UTMI PLL. In this case USB high-speed operations are not possible. Never-
theless, as the USB OHCI Input clock can be selected with PMC_USB.USBS (PLLA or UTMI PLL), OHCI full-speed operation remains
possible.

The user must program the USB OHCI Input clock and the USBDIV divider in the PMC_USB register to generate a 48 MHz and a 12 MHz
signal with an accuracy of £0.25%.

The USB clock input is to be defined according to main oscillator via the FREQ field in the UTMI Clock Trimming register
(SFR_UTMICKTRIM). Refer to Section 20. “Special Function Registers (SFR)”. This input clock can be 12, 16, or 24 MHz.

34.13 DDR2/LPDDR/LPDDRZ2 Clock Controller

The PMC controls the clocks of the DDR memory.

The DDR clock can be enabled and disabled with the DDRCK bit in PMC_SCER and PMC_SDER, respectively. At reset, the DDR clock
is disabled to reduce power consumption.

If PMC_MCKR.MDIV = 0 (PCK = MCK), the DDR clock is not available.

To reduce PLLA power consumption, the user can choose UPLLCK as an input clock for the system. In this case, the DDR Controller can
drive LPDDR or LPDDR?2 at up to 120 MHz.
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34.14 Fast Startup from Ultra Low-power (ULP) Mode O

In Ultra Low-power (ULP) mode 0, the Main clock (MAINCK) must be running, thus either the 12 MHz crystal oscillator or the Fast RC
oscillator must be enabled. The lowest power consumption that can be achieved in ULP Mode 0, can be obtained when dividing the
selected oscillator frequency by 64 by writing PMC_MCKR.PRES to 6. Any interrupt exits the system from ULP Mode. The software must
write PMC_MCKR.PRES to 1 to provide MCK with the fastest clock. If the PLL is used, the startup procedure must be done prior to writing
PMC_MCKR.PRES to 1. Figure 34-5 illustrates an example of startup phase from ULP Mode 0 without use of PLL.

Figure 34-5: Fast Startup from Ultra Low-Power Mode 0
. ACTIVE
MODE | ULP 187 kHz ; 12 MHz . ULP 187 kHz
12 MHzRC | |Sq SS_ |
! / \ i 1
MCK |$ S S S.l |
Any interrupt
Write A Synchronization ' Synchronization
PMC_MCKR.PRES =0 Peri 1 i Period

. eriod : !

(no division) ' >

Write

PMC_SCDR.PCK =1

Write A
PMC_MCKR.PRES = 6
(divided by 64)

PMC_SR.MCKRDY

M

Warning: The duration of the WKUPX pins active level must be greater than four MAINCK cycles.
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34.15 Fast Startup from Ultra Low-Power (ULP) Mode 1

The device allows the processor to restart in less than 10 ps while the device exits Ultra Low-power (ULP) mode 1 only if the C-code func-
tion managing the ULP mode 1 entry and exit is linked to and executed from on-chip SRAM.

Prior to instructing the device to enter ULP mode 1, the RC oscillator must be selected as the Master clock source (PMC_MCKR.CSS
must be written to 1, wait for PMC_SR.MCKRDY to be set) and the internal sources of wakeup must be cleared. It must be verified that
none of the enabled external wakeup inputs (WKUP) hold an active polarity.

The system enters ULP mode 1 either by setting the CKGR_MOR.WAITMODE, or by executing the WaitForEvent (WFE) instruction of
the processor while PMC_FSMR.LPM is at 1. Immediately after setting the WAITMODE bit or using the WFE instruction, wait for
PMC_SR.MCKRDY to be set. Refer to Figure 34-6.

Figure 34-6: Fast Startup from ULP Mode 1

ACTIVE ULP1

|W QSQMHch:oﬁ
o L

Synchronization
Period

ACTIVE

12 MHz RC

F

P MHz RC startup

period
. - 5

N

T

PMC_MCKR.CSS = 1
(fast RC selected)

——

PMC_SR.MCKRDY

Write CKGR_MOR.WAITMODE = 1
or WFE

|

/

Wakeup Event A few ps startup period
(WKUP pins, RTC, etc.)

A fast startup is enabled upon any of the following events:

 detection of a programmed level on one of the nine wake-up inputs (WKUP, PIOBUX)

¢ an active alarm from the RTC

* aresume from the USB Controller

* SDMMC card detect

¢ backup UART (RXLP) received character comparison match

¢ an analog comparison (ACC)

* any SleepWalking event coming from TWI, FLEXCOMXx, SPI, ADC

The polarity of the nine wake-up inputs is programmable by writing the PMC Fast Startup Polarity register (PMC_FSPR). All the fast restart
event sources except SleepWalking can be individually enabled/disabled by writing in PMC_FSMR. SleepWalking events can be individ-
ually enabled/disabled by writing in PMC_SLPWK_ERx/PMC_SLPWK_DRXx (see Section 34.16 “Asynchronous Partial Wakeup (Sleep-
Walking)”).

The fast startup circuitry, as shown in Figure 34-7, is fully asynchronous and provides a fast startup signal to the PMC. As soon as the fast
startup signal is asserted, the embedded 12 MHz RC oscillator restarts automatically.
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Figure 34-7: Fast Startup Circuitry
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The PMC user interface does not provide the source of the fast startup, but the user can recover this information by reading the PIO Con-
troller and the status registers of the RTC, ACC, RXLP, and USB Controller.

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 375



SAMA5SD27C AUTO

34.16 Asynchronous Partial Wakeup (SleepWalking)

34.16.1 Description

The asynchronous partial wakeup (SleepWalking) wakes up a peripheral in a fully asynchronous way when activity is detected on the com-
munication line. Moreover, under some user configurable conditions, the asynchronous partial wakeup can trigger an exit of the system
from ULP mode 1 (full system wakeup).

The asynchronous partial wakeup function automatically manages the peripheral clock. It improves the overall power consumption of the
system by clocking peripherals only when needed.

Only the following peripherals can be configured with asynchronous partial wakeup: FLEXCOMXx, SPIx, TWIx, UARTx and ADC.

The peripheral selected for asynchronous partial wakeup must be first configured so that its clock is enabled by setting the appropriate
PIDx bit in PMC_PCERX.

When the system is in ULP mode 1, all clocks of the system (except SLCK) are stopped. When an asynchronous clock request from a
peripheral occurs, the PMC partially wakes up the system to feed the clock only to this peripheral. The rest of the system is not fed with
the clock, thus optimizing power consumption. Finally, depending on user-configurable conditions, the peripheral either wakes up the
whole system if these conditions are met or stops the peripheral clock until the next clock request. If a wakeup request occurs, the Asyn-
chronous Partial Wakeup mode is automatically disabled until the user instructs the PMC to enable asynchronous partial wakeup. This is
done by setting PIDx in the PMC SleepWalking Enable register (PMC_SLPWK_ER).

Figure 34-8: SleepWalking During Ultra Low-Power Mode 1

system_clock The system is in wait mode. No clock is fed to the system. | | | | | | | | I | | | | |
peripheral_clock |||||||||||| ||||||||||||||||||||||
Peripheral I | I |
clock request

Peripheral l_l
wakeup request
The wakeup request wakes up the system
Peripheral and resets the SleepWalking status of the
peripheral.

SleepWalking status

When the system is in Active mode, peripherals enabled for asynchronous partial wakeup have their respective clocks stopped until the
peripherals request a clock. When a peripheral requests the clock, the PMC provides the clock without CPU intervention.

The triggering of the peripheral clock request depends on conditions which can be configured for each peripheral. If these conditions are
met, the peripheral asserts a request to the PMC. The PMC disables the Asynchronous Partial Wakeup mode of the peripheral and pro-
vides the clock to the peripheral until the user instructs the PMC to re-enable partial wakeup on the peripheral. This is done by setting PIDx
in PMC_SLPWK_ER.

If the conditions are not met, the peripheral clears the clock request and PMC stops the peripheral clock until the clock request is re-
asserted by the peripheral.

Figure 34-9: SleepWalking During Active Mode

system_clock||||||||||||||||||||||||||||||||||||||||||||||||

peripheral_clock |||||||||||| ||||||||||||||||||||||
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clock request 4 |— | |
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34.16.2 Configuration Procedure

Before configuring the asynchronous partial wakeup (SleepWalking) function of a peripheral, check that the peripheral clock is enabled
(the PIDx bit in the PMC Peripheral Clock Status register (PMC_PCSR) must be set).

The procedure to enable the asynchronous partial wakeup (SleepWalking) function of a peripheral is the following:

1. Check that the corresponding PIDx bit in the PMC SleepWalking Activity Status register (PMC_SLPWK_ASR) is cleared. This
ensures that the peripheral has no activity in progress.

2. Enable the asynchronous partial wakeup function of the peripheral by writing a one to the corresponding PIDx bit in
PMC_SLPWK_ER.

3. Check that the corresponding PIDx bit in PMC_SLPWK_ASR is cleared. This ensures that no activity has started during the enable
phase.

4. InPMC_SLPWK_ASR, if the corresponding PIDx hit is set, the asynchronous partial wakeup function must be immediately disabled
by writing a one to the PIDx bit in the PMC SleepWalking Disable register (PMC_SLPWK_DR). Wait for the end of peripheral activity
before reinitializing the procedure.

If the corresponding PIDx bit is cleared, then the peripheral clock is disabled and the system can now be placed in ULP mode 1.

Before entering ULP mode 1, check that the AIP bit in the PMC SleepWalking Activity In Progress register (PMC_SLPWK_AIPR) is
cleared. This ensures that none of the peripherals has any activity in progress.

Note:  When asynchronous partial wakeup (SleepWalking) of a peripheral is enabled and the core is running (system not in ULP
mode 1), the peripheral must not be accessed before a wakeup of the peripheral is performed.

34.17 Main Crystal Oscillator Failure Detection
The Main crystal oscillator failure detector monitors the 8 to 24 MHz crystal oscillator or ceramic resonator-based oscillator to identify a
possible failure of this oscillator.

The clock failure detector can be enabled or disabled by configuring CKGR_MOR.CFDEN. The detector is also disabled in either of the
following cases:

- after a VDDCORE reset
- when the oscillator is disabled (CKGR_MOR.MOSCXTEN = 0)

A failure is detected by means of a counter incrementing on the main oscillator clock edge and detection logic is triggered by the 32 kHz
generated by the 64 kHz (typical) RC oscillator. This oscillator is automatically enabled when CKGR_MOR.CFDEN = 1.

The counter is cleared when the 32 kHz generated by the 64 kHz (typical) RC oscillator clock signal is low, and enabled when the signal
is high. Thus, the failure detection time is one RC oscillator period. If, during the high level period of the 32 kHz generated by the 64 kHz
(typical) RC oscillator clock signal, less than eight 8 to 24 MHz crystal oscillator clock periods have been counted, then a failure is reported.

If a failure of the Main clock is detected, bit PMC_SR.CFDEYV indicates a failure event and generates an interrupt if the corresponding
interrupt source is enabled. The interrupt remains active until a read occurs in PMC_SR. The user can know the status of the clock failure
detection at any time by reading bit PMC_SR.CFDS.

Figure 34-10: Clock Failure Detection (Example)
Main Crystal Oscillator Output

SLCK ‘ Il—
Read PIIVIC SR
ea x
= [

CFDEV

CFDS

Note: Ratio of clock periods is for illustration purposes only.

If the 8 to 24 MHz crystal oscillator or ceramic resonator-based oscillator is selected as the source clock of MAINCK
(CKGR_MOR.MOSCSEL = 1), and if MCK source is PLLACK or UPLLCK (PMC_MCKR.CSS = 2 or 3), a clock failure detection automat-
ically forces MAINCK to be the source clock for the Master clock (MCK). Then, regardless of the PMC configuration, a clock failure detec-
tion automatically forces the 12 MHz RC oscillator to be the source clock for MAINCK. If this oscillator is disabled when a clock failure
detection occurs, it is automatically re-enabled by the clock failure detection mechanism.
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It takes two 32 kHz (typical) clock cycles to detect and switch from the 8 to 24 MHz crystal oscillator to the 12 MHz RC oscillator if the
source Master clock (MCK) is Main clock (MAINCK), or three 32 kHz (typical) cycles if the source of MCK is PLLACK or UPLLCK.

A clock failure detection activates a fault output that is connected to the Pulse Width Modulator (PWM) Controller. With this connection,
the PWM controller is able to force its outputs and to protect the driven device, if a clock failure is detected.

The user can know the status of the clock failure detector at any time by reading bit PMC_SR.FOS.

This fault output remains active until the defect is detected and until it is cleared by the bit FOCLR in the PMC Fault Output Clear register
(PMC_FOCR).

34.18 32.768 kHz Crystal Oscillator Frequency Monitor
The frequency of the 32.768 kHz crystal oscillator can be monitored by means of logic driven by the 12 MHz RC oscillator known as a
reliable clock source. This function is enabled by configuring the XT32KFME bit of CKGR_MOR.

The error flag XT32KERR in PMC_SR is asserted when the 32.768 kHz crystal oscillator frequency is out of the £10% nominal frequency
value (i.e., 32.768 kHz). The error flag can be cleared only if the Slow clock frequency monitoring is disabled.

The monitored clock frequency is declared invalid if at least four consecutive clock period measurement results are over the nominal period
+10%.

Due to the possible frequency variation of the embedded 12 MHz RC oscillator acting as reference clock for the monitor logic, any Slow
clock crystal frequency deviation over +10% of the nominal frequency is systematically reported as an error by means of
PMC_SR.XT32KERR. Between -1% and -10% and +1% and +10%, the error is not systematically reported.

Thus, only a crystal running at a 32.768 kHz frequency ensures that the error flag is not asserted. The permitted drift of the crystal is 210000
ppm (1%), which allows any standard crystal to be used.

The error flag can be defined as an interrupt source of the PMC by setting PMC_IER.XT32KERR.

34.19 Programming Sequence
Note 1: If the 8 to 24 MHz crystal oscillator is not required, PLL can be directly configured (begin with Step 9. or Step 10.) else this
oscillator must be started (begin with Step 5.).

5. Enable the 8 to 24 MHz crystal oscillator by setting CKGR_MOR.MOSCXTEN. The user can define a startup time. This can be
achieved by writing a value in CKGR_MOR.MOSCXTST. Once this register has been correctly configured, the user must wait for
PMC_SR.MOSCXTS to be set. This can be done either by polling MOSCXTS or by waiting for the interrupt line to be raised if the
associated interrupt source (MOSCXTS) has been enabled in PMC_IER.

6. Switch the MAINCK to the 8 to 24 MHz crystal oscillator by setting CKGR_MOR.MOSCSEL.
7. Wait for PMC_SR.MOSCSELS to be set to ensure the switchover is complete.
8. Check the Main clock frequency:

The Main clock frequency can be measured via CKGR_MCFR.

Read CKGR_MCEFR until the MAINFRDY field is set, after which the user can read the field CKGR_MCFR.MAINF by performing
an additional read. This provides the number of Main clock cycles that have been counted during a period of 16 Slow clock cycles.

If MAINF = 0, switch the MAINCK to the 12 MHz RC oscillator by clearing CKGR_MOR.MOSCSEL. If MAINF # 0, proceed to Step 9.
9. Setthe PLLA and divider (if not required, proceed to Step 10.)
All parameters needed to configure PLLA and the divider are located in CKGR_PLLAR.

The MULA field is the PLLA multiplier factor. This parameter can be programmed between 0 and 127. If MULA is cleared, PLLA is
turned off, otherwise the PLLA output frequency is PLLA input frequency multiplied by (MULA + 1).

The PLLACOUNT field specifies the number of Slow clock cycles before LOCKA bit is set in PMC_SR after CKGR_PLLAR has
been written.

Once CKGR_PLLAR has been written, the user must wait for the LOCKA bit to be set in PMC_SR. This can be done either by
polling LOCKA in PMC_SR or by waiting for the interrupt line to be raised if the associated interrupt source (LOCKA) has been
enabled in PMC_IER. All parameters in CKGR_PLLAR can be programmed in a single write operation. If at some stage parameter
MULA or DIVA is modified, LOCKA bit goes low to indicate that PLLA is not yet ready. When PLLA is locked, LOCKA is set again.

The user must wait for the LOCKA bit to be set before using the PLLA output clock.
10. Set Bias and High-speed PLL (UPLL) for UTMI
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11.

12.

The UTMI PLL is enabled by setting CKGR_UCKR.UPLLEN. The UTMI Bias must be enabled by setting CKGR_UCKR.BIASEN
at the same time. In some cases, it may be preferable to define a startup time. This can be achieved by writing a value in
CKGR_UCKR.PLLCOUNT.

Once this register has been correctly configured, the user must wait for PMC_SR.LOCKU to be set. This can be done either by
polling LOCKU in PMC_SR or by waiting for the interrupt line to be raised if the associated interrupt source (LOCKU) has been
enabled in PMC_IER.

Select Master Clock and Processor Clock
The Master clock and the Processor clock are configurable via PMC_MCKR.

The CSS field is used to select the clock source of the Master clock and Processor clock dividers. By default, the selected clock
source is the Main clock.

The PRES field is used to define the Processor clock and Master clock prescaler. The user can choose between different values
from 1 to 256). Prescaler output is the selected clock source frequency divided by the PRES value.

The MDIV field is used to define the Master clock divider. It is possible to choose between different values (0, 1, 2, 3). The Master
clock output is Processor clock frequency divided by 1, 2, 3 or 4, depending on the value programmed in MDIV.

The PMC PLLA clock input must be divided by 2 by writing the PLLADIV2 bit if MDIV is set to 3.
By default, MDIV and PLLLADIV?2 are cleared, which indicates that Processor clock is equal to the Master clock.

Once PMC_MCKR has been written, the user must wait for the MCKRDY bit to be set in PMC_SR. This can be done either by
polling MCKRDY in PMC_SR or by waiting for the interrupt line to be raised if the associated interrupt source (MCKRDY) has been
enabled in PMC_IER.

PMC_MCKR must not be programmed in a single write operation. The programming sequence for PMC_MCKR is the following:
If a new value for CSS field corresponds to PLL clock,

a) Program PMC_MCKR.PRES.

b) Wait for PMC_SR.MCKRDY to be set.

c¢) Program PMC_MCKR.MDIV.

d) Wait for PMC_SR.MCKRDY to be set.

e) Program PMC_MCKR.CSS.

f)  Wait for PMC_SR.MCKRDY to be set.

If a new value for CSS field corresponds to Main clock or Slow clock,
a) Program PMC_MCKR.CSS.

b) Wait for PMC_SR.MCKRDY to be set.

c¢) Program PMC_MCKR.PRES.

d) Wait for PMC_SR.MCKRDY to be set.

If CSS, MDIV or PRES are modified at some stage, the MCKRDY bit goes low to indicate that the Master clock and the Processor
clock are not yet ready. The user must wait for the MCKRDY bhit to be set again before using the Master and Processor clocks.

If PLLA clock was selected as the Master clock and the user decides to modify it by writing in CKGR_PLLR, the MCKRDY flag goes
low while PLL is unlocked. Once PLL is locked again, LOCKA goes high and MCKRDY is set.

While PLL is unlocked, the Master clock selection is automatically changed to Slow clock. For further information, see Section
34.20.2 “Clock Switching Waveforms”.

Code Example:

write_register(PMC_MCKR, 0x00000001)
wai t ( MCKRDY=1)
wite_register(PMC_MCKR, 0x00000011)
wai t ( MCKRDY=1)

The Master clock is Main clock divided by 2.
The Processor clock is the Master clock.
Select Programmable Clocks

Programmable clocks can be enabled and/or disabled via PMC_SCER and PMC_SCDR. 3 programmable clocks can be used.
PMC_SCSR indicates which programmable clock is enabled. By default all programmable clocks are disabled.

PMC_PCKXx registers are used to configure programmable clocks.
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The PMC_PCKXx.CSS field selects the programmable clock divider source. Five clock options are available: Main clock, Slow clock,
Master clock, PLLACK, UPLLCK. The Slow clock is the default clock source.

The PRES field is used to control the programmable clock prescaler. It is possible to choose among different values (from 1 to 256).
Programmable clock output is prescaler input divided by PRES parameter. By default, the PRES value is cleared which means that
PCKXx is equal to Slow clock.

Once the PMC_PCKXx register has been configured, The corresponding programmable clock must be enabled and the user is con-
strained to wait for the PCKRDYXx bit to be setin PMC_SR. This can be done either by polling PCKRDYx in PMC_SR or by waiting
for the interrupt line to be raised if the associated interrupt source (PCKRDYX) has been enabled in PMC_IER. All parameters in
PMC_PCKXx can be programmed in a single write operation.

If the CSS and PRES parameters are to be modified, the corresponding programmable clock must be disabled first. The parameters
can then be modified. Once this has been done, the user must re-enable the programmable clock and wait for the PCKRDYXx bit
to be set.

13. Enable Peripheral Clocks

Once all of the previous steps have been completed, the peripheral clocks can be enabled and/or disabled via PMC_PCERXx and
PMC_PCDRx.

34.20 Clock Switching Details

34.20.1 Master Clock Switching Timings

Table 34-2 and Table 34-3 give the worst case timings required for the Master clock to switch from one selected clock to another one. This
is in the event that the prescaler is deactivated. When the prescaler is activated, an additional time of 64 clock cycles of the new selected
clock has to be added.

Table 34-2: Clock Switching Timings (Worst Case)
From

To Main Clock SLCK PLL Clock

3 x PLL Clock +
Main Clock - 4% SLCK +

2.5 x Main Clock 4x SLCK +
1 x Main Clock
SLCK 0.5 x Main Clock + _ 3 x PLL Clock +

4.5 x SLCK 5 x SLCK
O'SZygt‘ciofk * 2.5 x PLL Clock + 2.5 x PLL Clock +
PLL Clock PLLCOUNT x SLCK + 5x SLCK + 4 x SLCK +
PLLCOUNT x SLCK PLLCOUNT x SLCK
2.5 x PLL Clock

Note 1. PLL designates either the PLLA or the UPLL Clock.
2. PLLCOUNT designates either PLLACOUNT or UPLLCOUNT.

Table 34-3: Clock Switching Timings Between Two PLLs (Worst Case)
From
To PLLA Clock UPLL Clock
2.5 x PLLA Clock + 3 x PLLA Clock +
PLLA Clock 4 x SLCK + 4 x SLCK +
PLLACOUNT x SLCK 1.5 x PLLA Clock
3 x UPLL Clock + 2.5 x UPLL Clock +
UPLL Clock 4 x SLCK + 4 x SLCK +
1.5 x UPLL Clock UPLLCOUNT x SLCK
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34.20.2 Clock Switching Waveforms

Figure 34-11: Switch Master Clock from Slow Clock to PLL Clock
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Figure 34-12: Switch Master Clock from Main Clock to Slow Clock
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Write PMC_MCKR |
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Figure 34-13: Change PLLA Programming

Slow Clock ||||||||||||||||||||||||||||||||||||||||||||
PLLA Clock ||| |||||||||||||||||| | | | | | | | | | | | | | | | l ||

LOCKA

MCKRDY

Master Clock

oot

Slow Clock

Write CKGR_PLLAR |

Figure 34-14: Programmable Clock Output Programming

PCKRDY

PCKx Output ||||||||||||||||||||||||

Write PMC_PCKXx |_| PLL Clock is selected

Write PMC_SCER |_| PCKXx is enabled

Write PMC_SCDR PCKXx is disabled |_|
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34.21 Register Write Protection

To prevent any single software error from corrupting PMC behavior, certain registers in the address space can be write-protected by setting
the WPEN bit in the PMC Write Protection Mode Register (PMC_WPMR).

If a write access to a write-protected register is detected, the WPVS bit in the PMC Write Protection Status Register (PMC_WPSR) is set
and the field WPVSRC indicates the register in which the write access has been attempted.

The WPVS bit is automatically cleared after reading PMC_WPSR.
The following registers can be write-protected:

¢ PMC System Clock Enable Register

« PMC System Clock Disable Register

¢ PMC Peripheral Clock Enable Register 0

¢ PMC Peripheral Clock Disable Register O

¢ PMC Clock Generator Main Oscillator Register
¢« PMC Clock Generator Main Clock Frequency Register
¢ PMC Clock Generator PLLA Register

« PMC Master Clock Register

¢ PMC USB Clock Register

¢ PMC Programmable Clock Register

¢« PMC Fast Startup Polarity Register

¢ PMC Fast Startup Mode Register

e PLL Charge Pump Current Register

¢ PMC Oscillator Calibration Register

¢ PMC SleepWalking Enable Register O

e PMC SleepWalking Disable Register 1

¢ PMC SleepWalking Enable Register 1

e PMC SleepWalking Disable Register 1

¢ PMC SleepWalking Control Register
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34.22 Power Management Controller (PMC) User Interface

Table 34-4: Register Mapping

Offset Register Name Access Reset
0x0000 System Clock Enable Register PMC_SCER Write-only -
0x0004 System Clock Disable Register PMC_SCDR Write-only -
0x0008 System Clock Status Register PMC_SCSR Read-only 0x0000_0005
0x000C Reserved - - -
0x0010 Peripheral Clock Enable Register 0 PMC_PCERO Write-only -
0x0014 Peripheral Clock Disable Register O PMC_PCDRO Write-only -
0x0018 Peripheral Clock Status Register 0 PMC_PCSRO Read-only 0x0000_0000
0x001C UTMI Clock Register CKGR_UCKR Read/Write 0x1020_0000
0x0020 Main Oscillator Register CKGR_MOR Read/Write 0x0100_0021
0x0024 Main Clock Frequency Register CKGR_MCFR Read/Write 0x0000_0000
0x0028 PLLA Register CKGR_PLLAR Read/Write 0x0000_3F00
0x002C Reserved - - -
0x0030 Master Clock Register PMC_MCKR Read/Write 0x0000_0001
0x0034 Reserved - - -
0x0038 USB Clock Register PMC_USB Read/Write 0x0000_0000
0x003C Reserved - - -
0x0040 Programmable Clock O Register PMC_PCKO Read/Write 0x0000_0000
0x0044 Programmable Clock 1 Register PMC_PCK1 Read/Write 0x0000_0000
0x0048 Programmable Clock 2 Register PMC_PCK2 Read/Write 0x0000_0000

0x004C-0x005C Reserved - - -
0x0060 Interrupt Enable Register PMC_IER Write-only -
0x0064 Interrupt Disable Register PMC_IDR Write-only -
0x0068 Status Register PMC_SR Read-only 0x0001_0008
0x006C Interrupt Mask Register PMC_IMR Read-only 0x0000_0000
0x0070 Fast Startup Mode Register PMC_FSMR Read/Write 0x0000_0000
0x0074 Fast Startup Polarity Register PMC_FSPR Read/Write 0x0000_0000
0x0078 Fault Output Clear Register PMC_FOCR Write-only -
0x007C Reserved - - -
0x0080 PLL Charge Pump Current Register PMC_PLLICPR Read/Write 0x0000_0000

0x0084—-0x00EO0 Reserved - - -
Ox00E4 Write Protectlon Mode Register PMC_WPMR Read/Write 0x0000_0000
O0x00E8 Write Protection Status Register PMC_WPSR Read-only 0x0000_0000

0XO0EC-0x00FC Reserved - - -
0x0100 Peripheral Clock Enable Register 1 PMC_PCER1 Write-only -
0x0104 Peripheral Clock Disable Register 1 PMC_PCDR1 Write-only -
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Table 34-4: Register Mapping (Continued)

Offset Register Name Access Reset
0x0108 Peripheral Clock Status Register 1 PMC_PCSR1 Read-only 0x0000_0000
0x010C Peripheral Control Register PMC_PCR Read/Write 0x0000_0000
0x0110 Oscillator Calibration Register PMC_OCR Read/Write 0x0040_4040
0x0114 SleepWalking Enable Register 0 PMC_SLPWK_ERO Write-only -
0x0118 SleepWalking Disable Register 0 PMC_SLPWK_DRO Write-only -
0x011C SleepWalking Status Register 0 PMC_SLPWK_SRO Read-only 0x0000_0000
0x0120 SleepWalking Activity Status Register 0 PMC_SLPWK_ASRO Read-Only -

0x0124-0x0130 Reserved - - -
0x0134 SleepWalking Enable Register 1 PMC_SLPWK_ER1 Write-only -
0x0138 SleepWalking Disable Register 1 PMC_SLPWK_DR1 Write-only -
0x013C SleepWalking Status Register 1 PMC_SLPWK_SR1 Read-only 0x0000_0000
0x0140 SleepWalking Activity Status Register 1 PMC_SLPWK_ASR1 Read-Only -
0x0144 SleepWalking Activity In Progress Register PMC_SLPWK_AIPR Read-Only -
0x0148 SleepWalking Control Register PMC_SLPWKCR Read/Write 0x0000_0000
0x014C Audio PLL Register 0 PMC_AUDIO_PLLO Read/Write 0x0000_00D0
0x0150 Audio PLL Register 1 PMC_AUDIO_PLL1 Read/Write 0x0000_0000
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34.22.1 PMC System Clock Enable Register
Name: PMC_SCER

Address: 0xF0014000

Access:  Write-only

31 30 29 28 27 26 25 24

. - - r - r - r - {1 - 1T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - [ - [ ®sex | - [ - ]
15 14 13 12 11 10 9 8

| - | - | - | - | - | PCK2 | PCK1 | PCKO |
7 6 5 4 3 2 1 0

| UDP | UHP | - | - | LCDCK | DDRCK | - | - |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

DDRCK: DDR Clock Enable
0: No effect.
1: Enables the DDR clock.

LCDCK: MCK2x Clock Enable
0: No effect.
1: Enables the MCK2x clock.

Note:  MCK2x is selected as LCD Pixel source clock if LCDC_LCDCFGO0.CLKSEL = 1.

UHP: USB Host OHCI Clocks Enable
0: No effect.
1: Enables the UHP48M and UHP12M OHCI clocks.

UDP: USB Device Clock Enable
0: No effect.
1: Enables the USB Device clock.

PCKx: Programmable Clock x Output Enable
0: No effect.

1: Enables the corresponding Programmable Clock output.

ISCCK: ISC Clock Enable
0: No effect.
1: Enables the ISC clock.
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34.22.2 PMC System Clock Disable Register
Name: PMC_SCDR

Address: 0xF0014004

Access:  Write-only

31 30 29 28 27 26 25 24

. - - r - r - r - {1 - 1T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - [ - [ ®sex | - [ - ]
15 14 13 12 11 10 9 8

| - | - | - | - | - | PCK2 | PCK1 | PCKO |
7 6 5 4 3 2 1 0

| UDP | UHP | - | - | LCDCK | DDRCK | - | PCK |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

PCK: Processor Clock Disable
0: No effect.

1: Disables the Processor clock. This is used to enter the processor in Idle mode.

DDRCK: DDR Clock Disable
0: No effect.
1: Disables the DDR clock.

LCDCK: MCK2x Clock Disable
0: No effect.
1: Disables the MCK2x clock.

UHP: USB Host OHCI Clock Disable
0: No effect.
1: Disables the UHP48M and UHP12M OHCI clocks.

UDP: USB Device Clock Enable
0: No effect.
1: Disables the USB Device clock.

PCKx: Programmable Clock x Output Disable
0: No effect.
1: Disables the corresponding Programmable Clock output.

ISCCK: ISC Clock Disable

0: No effect.
1: Disables the ISC clock.
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34.22.3 PMC System Clock Status Register
Name: PMC_SCSR

Address: 0xF0014008

Access: Read-only

31 30 29 28 27 26 25 24

. - - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - [ - [ ®sex | - [ - ]
15 14 13 12 11 10 9 8

| - | - | - | - | - | PCK2 | PCK1 | PCKO |
7 6 5 4 3 2 1 0

| UDP | UHP | - | - | LCDCK | DDRCK | - | PCK |

PCK: Processor Clock Status
0: The Processor clock is disabled.
1: The Processor clock is enabled.

DDRCK: DDR Clock Status
0: The DDR clock is disabled.
1: The DDR clock is enabled.

LCDCK: MCK2x Clock Status
0: The MCK2x clock is disabled.
1: The MCK2x clock is enabled.
Note:  MCK2x is selected as LCD Pixel source clock if LCDC_LCDCFGO0.CLKSEL = 1.

UHP: USB Host Port Clock Status
0: The UHP48M and UHP12M OHCI clocks are disabled.
1: The UHP48M and UHP12M OHCI clocks are enabled.

UDP: USB Device Port Clock Status
0: The USB Device clock is disabled.
1: The USB Device clock is enabled.

PCKx: Programmable Clock x Output Status
0: The corresponding Programmable Clock output is disabled.

1: The corresponding Programmable Clock output is enabled.

ISCCK: ISC Clock Status
0: The ISC clock is disabled.
1: The ISC clock is enabled.
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34.22.4 PMC Peripheral Clock Enable Register O
Name: PMC_PCERO

Address: 0xF0014010

Access:  Write-only

31 30 29 28 27 26 25 24

| PID31 | PID30 | PID29 | PID28 | PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 | PID21 | PID20 | PID19 | PID18 | PID17 | PID16 |
15 14 13 12 11 10 9 8

| PID15 | PID14 | PID13 | PID12 | PID11 | PID10 | PID9 | PID8 |
7 6 5 4 3 2 1 0

| PID7 | PID6 | PID5 | PID4 | PID3 | PID2 | - | - |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

PIDx: Peripheral Clock x Enable
0: No effect.
1: Enables the corresponding peripheral clock.

Note 1: PID2 to PID31 refer to identifiers as defined in Section 12.2 “Peripheral Identifiers”. Other peripherals can be enabled in
PMC_PCER1.

2: Programming the control bits of the Peripheral ID that are not implemented has no effect on the behavior of the PMC.
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34.22.5 PMC Peripheral Clock Disable Register 0
Name: PMC_PCDRO

Address: 0xF0014014

Access:  Write-only

31 30 29 28 27 26 25 24

| PID31 | PID30 | PID29 | PID28 | PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 | PID21 | PID20 | PID19 | PID18 | PID17 | PID16 |
15 14 13 12 11 10 9 8

| PID15 | PID14 | PID13 | PID12 | PID11 | PID10 | PID9 | PID8 |
7 6 5 4 3 2 1 0

| PID7 | PID6 | PID5 | PID4 | PID3 | PID2 | - | - |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

PIDx: Peripheral Clock x Disable
0: No effect.
1: Disables the corresponding peripheral clock.

Note:  PID2 to PID31 refer to identifiers as defined in Section 12.2 “Peripheral Identifiers”. Other peripherals can be disabled in
PMC_PCDRL1.
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34.22.6 PMC Peripheral Clock Status Register 0

Name: PMC_PCSRO
Address: 0xF0014018
Access: Read-only

31 30 29 28 27 26 25 24

| PID31 | PID30 PID29 | PID28 | PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 PID21 | PID20 | PID19 | PID18 | PID17 | PID16 |
15 14 13 12 11 10 9 8

| PID15 | PID14 PID13 | PID12 | PID11 | PID10 | PID9 | PID8 |
7 6 5 4 3 2 1 0

| PID7 | PID6 PID5 | PID4 | PID3 | PID2 | - | - |

PIDx: Peripheral Clock x Status

0: The corresponding peripheral clock is disabled.
1: The corresponding peripheral clock is enabled.

Note:  PID2 to PID31 refer to identifiers as defined in Section 12.2 “Peripheral Identifiers”. Other peripherals status can be read in

PMC_PCSR1.
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34.22.7 PMC UTMI Clock Configuration Register
Name: CKGR_UCKR

Address: 0xF001401C

Access: Read/Write

31 30 29 28 27 26 25 24

| BIASCOUNT | - | - - | BIASEN |
23 22 21 20 19 18 17 16

| UPLLCOUNT | - | - - | UPLLEN |
15 14 13 12 11 10 9 8

. - r - r - 1 - [T - [ - - [ - ]
7 6 5 4 3 2 1 0

UPLLEN: UTMI PLL Enable
0: The UTMI PLL is disabled.
1: The UTMI PLL is enabled.
When UPLLEN is set, the LOCKU flag is set once the UTMI PLL startup time is achieved.

UPLLCOUNT: UTMI PLL Startup Time
Specifies the number of Slow clock cycles multiplied by 8 for the UTMI PLL startup time.
BIASEN: UTMI BIAS Enable

0: The UTMI BIAS is disabled.
1: The UTMI BIAS is enabled.

BIASCOUNT: UTMI BIAS Startup Time
Specifies the number of Slow clock cycles for the UTMI BIAS startup time.
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34.22.8 PMC Clock Generator Main Oscillator Register
Name: CKGR_MOR

Address: 0xF0014020

Access: Read/Write

31 30 29 28 27 26 25 24

| - - - - - - CFDEN MOSCSEL |
23 22 21 20 19 18 17 16

| KEY |
15 14 13 12 11 10 9 8

| MOSCXTST |
7 6 5 4 3 2 1 0

| - 0 ONE 0 MOSCRCEN WAITMODE MOSCXTBY MOSCXTEN |

This register can only be written if the WCKGR_MOR_ONEPEN bit is cleared in the PMC Write Protection Mode Register.
Warning: bits 6:4 must always be configured to 010 when programming CKGR_MOR.

MOSCXTEN: 8 to 24 MHz Crystal Oscillator Enable

A crystal must be connected between XIN and XOUT.

0: The 8 to 24 MHz crystal oscillator is disabled.

1: The 8 to 24 MHz crystal oscillator is enabled. MOSCXTBY must be cleared.

When MOSCXTEN is set, the MOSCXTS flag is set once the crystal oscillator startup time is achieved.

MOSCXTBY: 8 to 24 MHz Crystal Oscillator Bypass
0: No effect.
1: The 8 to 24 MHz crystal oscillator is bypassed. MOSCXTEN must be cleared. An external clock must be connected on XIN.
When MOSCXTBY is set, the MOSCXTS flag in PMC_SR is automatically set.
Clearing MOSCXTEN and MOSCXTBY bits allows resetting the MOSCXTS flag.
Note:  When Main Oscillator Bypass is disabled (MOSCXTBY = 0), the MOSCXTS flag must be read as 0 in PMC_SR prior to
enabling the main crystal oscillator (MOSCXTEN = 1).
WAITMODE: Wait Mode Command (Write-only)
0: No effect.
1: Puts the device in Wait mode.
MOSCRCEN: 12 MHz RC Oscillator Enable
0: The 12 MHz RC oscillator is disabled.
1: The 12 MHz RC oscillator is enabled.
When MOSCRCEN is set, the MOSCRCS flag is set once the RC oscillator startup time is achieved.

ONE: Must Be Set to 1
When programming CKGR_MOR, bit 5 must always be set to 1; bits 6 and 4 must always be set to 0.

MOSCXTST: 8 to 24 MHz Crystal Oscillator Startup Time
Specifies the number of Slow clock cycles multiplied by 8 for the crystal oscillator startup time.
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KEY: Password

Value

Name

Description

0x37

PASSWD

Writing any other value in this field aborts the write operation.

MOSCSEL: Main Clock Oscillator Selection

0: The 12 MHz oscillator is selected.

1: The 8 to 24 MHz crystal oscillator is selected.

CFDEN: Clock Failure Detector Enable
0: The clock failure detector is disabled.

1: The clock failure detector is enabled.
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34.22.9 PMC Clock Generator Main Clock Frequency Register
Name: CKGR_MCFR

Address: 0xF0014024

Access: Read/Write

31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - [ ccss |
23 22 21 20 19 18 17 16

| — | - | - | RCMEAS | — | - | - | MAINFRDY |
15 14 13 12 11 10 9 8

| MAINF |
7 6 5 4 3 2 1 0

| MAINF |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

MAINF: Main Clock Frequency

Gives the number of cycles of the clock selected by the bit CCSS within 16 Slow clock periods. To calculate the frequency of the measured
clock:

fSELCK = (MA'NF X fSLCK) /16

where frequency is in MHz.

MAINFRDY: Main Clock Frequency Measure Ready
0: MAINF value is not valid or the measured oscillator is disabled or a measure has just been started by means of RCMEAS.
1: The measured oscillator has been enabled previously and MAINF value is available.
Note:  To ensure that a correct value is read on the MAINF field, the MAINFRDY flag must be read at 1 then another read access
must be performed on the register to get a stable value on the MAINF field.
RCMEAS: RC Oscillator Frequency Measure (write-only)
0: No effect.

1: Restarts measuring of the frequency of the Main clock source. MAINF will carry the new frequency as soon as a low to high transition
occurs on the MAINFRDY flag.

The measure is performed on the main frequency (i.e., not limited to RC oscillator only), but if the Main clock frequency source is the 8 to
24 MHz crystal oscillator, the restart of measuring is not needed because of the well known stability of crystal oscillators.

CCSS: Counter Clock Source Selection

0: The clock of the MAINF counter is the RC oscillator.

1: The clock of the MAINF counter is the crystal oscillator.
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34.22.10 PMC Clock Generator PLLA Register
Name: CKGR_PLLAR

Address: 0xF0014028

Access: Read/Write

31 30 29 28 27 26 25 24

| - - ONE - - - | - MULA |
23 22 21 20 19 18 17 16

| MULA | OUTA |
15 14 13 12 11 10 9 8

| OUTA | PLLACOUNT |
7 6 5 4 3 2 1 0

| - - | - - - - - DIVA |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.
Possible limitations on PLL input frequencies and multiplier factors should be checked before using the PMC.

DIVA: Divider A

0: PLLA is disabled.
1: Divider is bypassed and the PLL input entry is Main clock (MAINCK).

PLLACOUNT: PLLA Counter
Specifies the number of Slow clock cycles before the LOCKA bit is set in PMC_SR after CKGR_PLLAR is written.

OUTA: PLLA Clock Frequency Range
To be programmed to 0.

MULA: PLLA Multiplier
0: The PLLA is disabled.
1-127: The PLLA Clock frequency is the PLLA input frequency multiplied by MULA + 1.

ONE: Must Be Setto 1
Bit 29 must always be set to 1 when programming CKGR_PLLAR.
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34.22.11 PMC Master Clock Register
Name: PMC_MCKR
Address: 0xF0014030
Access: Read/Write
31 30 29 28 27 26 25 24
. - r - ¢ - - [ - [ - | S BLEECEI
23 22 21 20 19 18 17 16
. - r - ¢ - - [ - [ - | i
15 14 13 12 11 10 9 8
| - | - | - | PLLADIV2 | - | - | MDIV |
7 6 5 4 3 2 1 0
| - | PRES | - | - | CSS |
This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.
CSS: Master/Processor Clock Source Selection
Value Name Description
0 SLOW_CLK Slow clock is selected
1 MAIN_CLK Main clock is selected
2 PLLA CLK PLLACK is selected
3 UPLL_CLK UPLL Clock is selected
PRES: Master/Processor Clock Prescaler
Value Name Description
0 CLOCK Selected clock
1 CLOCK_DIV2 Selected clock divided by 2
2 CLOCK_DIV4 Selected clock divided by 4
3 CLOCK_DIV8 Selected clock divided by 8
4 CLOCK_DIV16 Selected clock divided by 16
5 CLOCK_DIV32 Selected clock divided by 32
6 CLOCK_DIvée4 Selected clock divided by 64
7 - Reserved
MDIV: Master Clock Division
Value Name Description
0 EQ_PCK MasteTr Clock is Préscaler Ol{tput Clock divided by 1.
Warning: DDRCK is not available.
1 PCK_DIV2 Master Clock is Prescaler Output Clock divided by 2. DDRCK is equal to MCK.
2 PCK_DIV4 Master Clock is Prescaler Output Clock divided by 4. DDRCK is equal to MCK.
3 PCK_DIV3 Master Clock is Prescaler Output Clock divided by 3. DDRCK is equal to MCK.
© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 397



SAMASD27C AUTO

PLLADIV2: PLLA Divisor by 2

Bit PLLADIV2 must always be set to 1 when MDIV is set to 3.

H32MXDIV: AHB 32-bit Matrix Divisor

Value Name Description
0 H32MXDIV1 The AHB 32-bit Matrix frequency is equal to the AHB 64-bit Matrix frequency. It is possible only
if the AHB 64-bit Matrix frequency does not exceed 83 MHz.
1 H32MXDIV2 The AHB 32-bit Matrix frequency is equal to the AHB 64-bit Matrix frequency divided by 2.
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34.22.12 PMC USB Clock Register
Name: PMC_USB

Address: 0xF0014038

Access: Read/Write

31 30 29 28 27 26 25 24
[ N B S N S I B
23 22 21 20 19 18 17 16
[ S B S E ) I B
15 14 13 12 11 10 9 8
| - | - | - | - | USBDIV |
7 6 5 4 3 2 1 0
I I I S - - 055 ]

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

USBS: USB OHCI Input Clock Selection
0: USB Clock Input is PLLA.
1: USB Clock Input is UPLL.

USBDIV: Divider for USB OHCI Clock
USB Clock is Input clock divided by USBDIV + 1.
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34.22.13 PMC Programmable Clock Register
Name: PMC_PCKXx|[x = 0..2]

Address: 0xF0014040

Access: Read/Write

31 30 29 28 27 26 25 24

. - r - r - -+ - 1 - { - [ - |
23 22 21 20 19 18 17 16

. - r - r - -+ - 1 - - [ - |
15 14 13 12 11 10 9 8

. - r - 1 - [ - /| PRES |
7 6 5 4 3 2 1 0

| PRES | - Css |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

CSS: Master Clock Source Selection

Value Name Description
0 SLOW_CLK Slow clock is selected
1 MAIN_CLK Main clock is selected
2 PLLA CLK PLLACK is selected
3 UPLL_CLK UPLL Clock is selected
4 MCK_CLK Master Clock is selected
5 AUDIO_CLK Audio PLL clock is selected

PRES: Programmable Clock Prescaler
Programmable Clock Frequency = Selected Clock Frequency / (PRES + 1)
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34.22.14 PMC Interrupt Enable Register

Name: PMC_IER

Address: 0xF0014060

Access:  Write-only
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

| - | - | - | - | - | CFDEV | MOSCRCS | MOSCSELS |
15 14 13 12 11 10 9 8

| - | - | - | - | - | PCKRDY?2 | PCKRDY1 | PCKRDYO |
7 6 5 4 3 2 1 0

| - | LOCKU | - | - | MCKRDY | - | LOCKA | MOSCXTS |

The following configuration values are valid for all listed bit names of this register:
0: No effect
1: Enables the corresponding interrupt

MOSCXTS: 8 to 24 MHz Crystal Oscillator Status Interrupt Enable

LOCKA: PLLA Lock Interrupt Enable

MCKRDY: Master Clock Ready Interrupt Enable

LOCKU: UTMI PLL Lock Interrupt Enable

PCKRDYx: Programmable Clock Ready x Interrupt Enable

MOSCSELS: Main Clock Source Oscillator Selection Status Interrupt Enable
MOSCRCS: 12 MHz RC Oscillator Status Interrupt Enable

CFDEV: Clock Failure Detector Event Interrupt Enable
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34.22.15 PMC Interrupt Disable Register

Name: PMC_IDR

Address: 0xF0014064

Access:  Write-only
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

| - | - | - | - | - | CFDEV | MOSCRCS | MOSCSELS |
15 14 13 12 11 10 9 8

| - | - | - | - | - | PCKRDY?2 | PCKRDY1 | PCKRDYO |
7 6 5 4 3 2 1 0

| - | LOCKU | - | - | MCKRDY | - | LOCKA | MOSCXTS |

The following configuration values are valid for all listed bit names of this register:

0: No effect
1: Disables the corresponding interrupt

MOSCXTS: 8 to 24 MHz Crystal Oscillator Status Interrupt Disable

LOCKA: PLLA Lock Interrupt Disable

MCKRDY: Master Clock Ready Interrupt Disable

LOCKU: UTMI PLL Lock Interrupt Enable

PCKRDYx: Programmable Clock Ready x Interrupt Disable

MOSCSELS: Main Oscillator Clock Source Selection Status Interrupt Disable

MOSCRCS: 12 MHz RC Oscillator Status Interrupt Disable

CFDEV: Clock Failure Detector Event Interrupt Disable
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34.22.16 PMC Status Register
Name: PMC_SR

Address: 0xF0014068

Access: Read-only

31 30 29 28 27 26 25 24

. - r - r - r - 1 - [ - [ - ]| GCKROv ]
23 22 21 20 19 18 17 16

| - | - | - | FOS | CFDS | CFDEV | MOSCRCS | MOSCSELS |
15 14 13 12 11 10 9 8

| - | - | - | - | - | PCKRDY2 | PCKRDY1 | PCKRDYO |
7 6 5 4 3 2 1 0

| OSCSELS | LOCKU | - | - | MCKRDY | - | LOCKA | MOSCXTS |

MOSCXTS: 8 to 24 MHz Crystal Oscillator Status
0: 8 to 24 MHz crystal oscillator is not stabilized.
1: 8 to 24 MHz crystal oscillator is stabilized.

LOCKA: PLLA Lock Status
0: PLLA is not locked.
1: PLLA is locked.

MCKRDY: Master Clock Status
0: Master Clock is not ready.
1: Master Clock is ready.

LOCKU: UPLL Clock Status
0: UPLL Clock is not ready.
1: UPLL Clock is ready.

OSCSELS: Slow Clock Oscillator Selection
0: Embedded 64 kHz RC oscillator is selected.
1: 32.768 kHz crystal oscillator is selected.

PCKRDYx: Programmable Clock Ready Status
0: Programmable Clock x is not ready.
1: Programmable Clock x is ready.

MOSCSELS: Main Oscillator Selection Status
0: Selection is in progress.
1: Selection is done.

MOSCRCS: 12 MHz RC Oscillator Status
0: 12 MHz RC oscillator is not stabilized.
1: 12 MHz RC oscillator is stabilized.

CFDEV: Clock Failure Detector Event

0: No clock failure detection of the 8 to 24 MHz crystal oscillator has occurred since the last read of PMC_SR.

1: At least one clock failure detection of the 8 to 24 MHz crystal oscillator has occurred since the last read of PMC_SR.
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CFDS: Clock Failure Detector Status

0: A clock failure of the 8 to 24 MHz crystal oscillator is not detected.

1: A clock failure of the 8 to 24 MHz crystal oscillator is detected.

FOS: Clock Failure Detector Fault Output Status
0: The fault output of the clock failure detector is inactive.
1: The fault output of the clock failure detector is active.

GCKRDY: Generic Clock Status
0: One of the generic clocks is not ready yet.
1: All generic clocks are ready.
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34.22.17 PMC Interrupt Mask Register

Name: PMC_IMR

Address: 0xF001406C

Access: Read-only
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

| - | - | - | - | - | CFDEV | MOSCRCS | MOSCSELS |
15 14 13 12 11 10 9 8

| - | - | - | - | - | PCKRDY?2 | PCKRDY1 | PCKRDYO |
7 6 5 4 3 2 1 0

| - | - | - | - | MCKRDY | - | LOCKA | MOSCXTS |

The following configuration values are valid for all listed bit names of this register:

0: Corresponding interrupt is not enabled.

1: Corresponding interrupt is enabled.
MOSCXTS: 8 to 24 MHz Crystal Oscillator Status Interrupt Mask
LOCKA: PLLA Lock Interrupt Mask

MCKRDY: Master Clock Ready Interrupt Mask

PCKRDYx: Programmable Clock Ready x Interrupt Mask

MOSCSELS: Main Oscillator Clock Source Selection Status Interrupt Mask

MOSCRCS: 12 MHz RC Oscillator Status Interrupt Mask

CFDEV: Clock Failure Detector Event Interrupt Mask
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34.22.18 PMC Fast Startup Polarity Register
Name: PMC_FSPR

Address: 0xF0014074

Access: Read/Write

31 30 29 28 27 26 25 24
- r - r - r - r - rr - [ - [ - ]
23 22 21 20 19 18 17 16
- r - r - r - r - 1 - [ - [ - ]
15 14 13 12 1 10 9 8
| - | - | - | - | - | FSTPI0 | FSTP9 [ FSTP8 |
7 6 5 4 3 2 1 0
[ FsTP7 | FSTP6 | FSTP5 | FSTP4 | FSTP3 | FSTP2 | FSTP1 [ FSTPO |

This register can only be written if the WPEN bit is cleared in PMC Write Protection Mode Register.

FSTPO: WKUP Pin Polarity for Fast Startup

Defines the active polarity of the wakeup input. If the wakeup input is enabled and at the FSTP level, it enables a fast restart signal.

FSTP1: Security Module Polarity for Fast Startup
If PMC_FSMR.FSTT1 =1, FSTP1 must be written to 1.

FSTP2-FSTP9: PIOBUO-7 Pin Polarity for Fast Startup

Defines the active polarity of the corresponding PIOBUx input. If the corresponding wakeup input is enabled and at the FSTP level, it

enables a fast restart signal.

FSTP10: GMAC Wakeup On LAN Polarity for Fast Startup
If PMC_FSMR.FSTT10 = 1, FSTP10 must be written to 1.
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34.22.19 PMC Fast Startup Mode Register
Name: PMC_FSMR

Address: 0xF0014070

Access: Read/Write

31 30 29 28 27 26 25 24

| — | — | - | - | - | - | ACC_CE | RXLP_MCE |
23 22 21 20 19 18 17 16

| - | - | - | LPM | SDMMC_CD | USBAL | RTCAL | - |
15 14 13 12 11 10 9 8

| - | - | - | - | - | FSTT10 | FSTT9 | FSTT8 |
7 6 5 4 3 2 1 0

| FSTT7 | FSTT6 | FSTT5 | FSTT4 | FSTT3 | FSTT2 | FSTT1 | FSTTO |

This register can only be written if the WPEN bit is cleared in PMC Write Protection Mode Register.

FSTTO: Fast Startup from WKUP Pin Enable
0: The wakeup input (WKUP) has no effect on the PMC.
1: The wakeup input (WKUP) can trigger a fast restart signal to the PMC.

FSTT1: Fast Startup from Security Module Enable
0: The SECUMOD has no effect on the PMC.
1: The SECUMOD can trigger a fast restart signal to the PMC.

FSTT2-FSTT9: Fast Startup from PIOBUO-7 Input Enable
0: The corresponding PIOBUXx input has no effect on the PMC.
1: The corresponding PIOBUXx input can trigger a fast restart signal to the PMC.

FSTT10: Fast Startup from GMAC Wakeup On LAN Enable
0: The GMAC_WOL input has no effect on the PMC.
1: The GMAC_WOL input can trigger a fast restart signal to the PMC.

RTCAL: Fast Startup from RTC Alarm Enable

0: The RTC alarm has no effect on the PMC.

1: The RTC alarm can trigger a fast restart signal to the PMC.
USBAL: Fast Startup from USB Resume Enable

0: The USB resume has no effect on the PMC.
1: The USB resume can trigger a fast restart signal to the PMC.

SDMMC_CD: Fast Startup from SDMMC Card Detect Enable
0: The SDMMC card detect has no effect on the PMC.
1: The SDMMC card detect can trigger a fast restart signal to the PMC.

LPM: Low-power Mode

0: The WaitForlnterrupt (WFI) or the WaitForEvent (WFE) instruction of the processor instructs the processor to enter Idle mode.

1: The WaitForEvent (WFE) instruction of the processor instructs the system to enter ULP mode 1.

RXLP_MCE: Fast Startup from Backup UART Receive Match Condition Enable
0: The matching condition on the RXLP has no effect on the PMC.
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1: The matching condition on the RXLP can trigger a fast restart signal to the PMC.

ACC_CE: Fast Startup from Analog Comparator Controller Comparison Enable
0: The ACC (Analog Comparator Controller) comparison has no effect on the PMC.
1: The ACC (Analog Comparator Controller) comparison can trigger a fast restart signal to the PMC.
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34.22.20 PMC Fault Output Clear Register

Name: PMC_FOCR

Address: 0xF0014078

Access:  Write-only
31 30 29 28 27 26 25 24

- 1 - T - T - - S R RN
23 22 21 20 19 18 17 16

- T - T - T - - S IR
15 14 13 12 11 10 9 8

- 1 - 1T - T - - — 1T - T - ]
7 6 5 4 3 2 1 0

I - I - I - I - - - I - | Foctr |

FOCLR: Fault Output Clear

Clears the clock failure detector fault output.
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34.22.21 PLL Charge Pump Current Register
Name: PMC_PLLICPR

Address: 0xF0014080

Access: Read/Write

31 30 29 28 27 26 25 24

| - | - | - | - | - | - | IVCO_PLLU |
23 22 21 20 19 18 17 16

. - r - ¢ - - [ - [ - | ICP_PLLU |
15 14 13 12 11 10 9 8

L - - - [ - [ - 1] - | - - |
7 6 5 4 3 2 1 0

[ - -+ - [ - [ - ] - | ICP_PLLA |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

ICP_PLLA: Charge Pump Current

To optimize clock performance, this field must be programmed as specified in “PLL A Characteristics” in the Electrical Characteristics sec-
tion.

ICP_PLLU: Charge Pump Current PLL UTMI
Should be written to 0.

IVCO_PLLU: Voltage Control Output Current PLL UTMI
Should be written to 0.
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34.22.22 PMC Write Protection Mode Register
Name: PMC_WPMR

Address: 0xFO00140E4

Access: Read/Write

31 30 29 28 27 26 25 24

| WPKEY |
23 22 21 20 19 18 17 16

| WPKEY |
15 14 13 12 11 10 9 8

| WPKEY |
7 6 5 4 3 2 1 0

— - - — 1 T - WPER ]

WPEN: Write Protection Enable
0: Disables the write protection if WPKEY corresponds to 0x504D43 (“PMC” in ASCII).
1: Enables the write protection if WPKEY corresponds to 0x504D43 (“PMC” in ASCII).

See Section 34.21 “Register Write Protection” for the list of registers that can be write-protected.

WPKEY: Write Protection Key

Value Name Description

Writing any other value in this field aborts the write operation of the WPEN bit.
0x504D43 | PASSWD
Always reads as 0.
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34.22.23 PMC Write Protection Status Register
Name: PMC_WPSR

Address: 0xFO0140ES8

Access: Read-only

31 30 29 28 27 26 25 24
- - - - - - - ]
23 22 21 20 19 18 17 16
| WPVSRC |
15 14 13 12 1 10 9 8
| WPVSRC |
7 6 5 4 3 2 1 0
| - — — — — — — WPVS |

WPVS: Write Protection Violation Status

0: No write protection violation has occurred since the last read of PMC_WPSR.

1: A write protection violation has occurred since the last read of PMC_WPSR. If this violation is an unauthorized attempt to write a pro-
tected register, the associated violation is reported into field WPVSRC.

WPVSRC: Write Protection Violation Source

When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.
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34.22.24 PMC Peripheral Clock Enable Register 1

Name: PMC_PCER1

Address: 0xF0014100

Access:  Write-only
31 30 29 28 27 26 25 24

| PID63 | PID62 | PID61 | PID60 | PID59 | PID58 | PID57 | PID56 |
23 22 21 20 19 18 17 16

| PID55 | PID54 | PID53 | PID52 | PID51 | PID50 | PID49 | PID48 |
15 14 13 12 11 10 9 8

| P1D47 | PID46 | P1D45 | P1D44 | PID43 | PID42 | PID41 | PID40 |
7 6 5 4 3 2 1 0

| PID39 | PID38 | PID37 | PID36 | PID35 | PID34 | PID33 | PID32 |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

PIDx: Peripheral Clock x Enable

0: No effect

1: Enables the corresponding peripheral clock.

Note 1: PID32 to PID63 refer to identifiers as defined in Section 12.2 “Peripheral Identifiers”.
2. Programming the control bits of the Peripheral ID that are not implemented has no effect on the behavior of the PMC.
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34.22.25 PMC Peripheral Clock Disable Register 1
Name: PMC_PCDR1

Address: 0xF0014104

Access:  Write-only

31 30 29 28 27 26 25 24

| PID63 | PID62 | PID61 | PID60 | PID59 | PID58 | PID57 | PID56 |
23 22 21 20 19 18 17 16

| PID55 | PID54 | PID53 | PID52 | PID51 | PID50 | PID49 | PID48 |
15 14 13 12 11 10 9 8

| PID47 | PID46 | PID45 | PID44 | PID43 | PID42 | PID41 | PID40 |
7 6 5 4 3 2 1 0

| PID39 | PID38 | PID37 | PID36 | PID35 | PID34 | PID33 | PID32 |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

PIDx: Peripheral Clock x Disable
0: No effect.
1: Disables the corresponding peripheral clock.
Note:  PID32 to PID63 refer to identifiers as defined in Section 12.2 “Peripheral Identifiers”.
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34.22.26 PMC Peripheral Clock Status Register 1

Name: PMC_PCSR1

Address: 0xF0014108

Access: Read-only
31 30 29 28 27 26 25 24

| PID63 | PID62 | PID61 PID60 PID59 PID58 PID57 | PID56 |
23 22 21 20 19 18 17 16

| PID55 | PID54 | PID53 PID52 PID51 PID50 PID49 | PID48 |
15 14 13 12 11 10 9 8

| PI1D47 | PID46 | PID45 PID44 P1D43 P1D42 PID41 | PID40 |
7 6 5 4 3 2 1 0

| PID39 | PID38 | PID37 PID36 PID35 PID34 PID33 | PID32 |

PIDx: Peripheral Clock x Status
0: The corresponding peripheral clock is disabled.
1: The corresponding peripheral clock is enabled.

Note:

PID32 to PID63 refer to identifiers as defined in Section 12.2 “Peripheral Identifiers”.
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34.22.27 PMC Peripheral Control Register
Name: PMC_PCR
Address: 0xF001410C
Access: Read/Write
31 30 29 28 27 26 25 24
| - - GCKEN EN | GCKDIV
23 22 21 20 19 18 17 16
| GCKDIV | - - - -
15 14 13 12 11 10 9 8
| - | - - CMD | - GCKCSS
7 6 5 4 3 2 1 0
| — | PID

PID: Peripheral ID

Peripheral ID selection from PID2 to the maximum PID number. This refers to identifiers as defined in the section “Peripheral Identifiers”.

GCKCSS: Generic Clock Source Selection

Value Name Description
0 SLOW_CLK Slow clock is selected
1 MAIN_CLK Main clock is selected
2 PLLA_CLK PLLACK is selected
3 UPLL_CLK UPLL Clock is selected
4 MCK_CLK Master Clock is selected
5 AUDIO_CLK Audio PLL clock is selected

CMD: Command
0: Read mode
1: Write mode

GCKDIV: Generic Clock Division Ratio

Generic clock is: selected clock period divided by GCKDIV + 1. GCKDIV must not be changed while the peripheral selects GCLK (e.g.,
bit rate, etc.).

EN: Enable
0: The selected peripheral clock is disabled.

1: The selected peripheral clock is enabled.

GCKEN: Generic Clock Enable
0: The selected generic clock is disabled.

1: The selected generic clock is enabled.
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34.22.28 PMC Oscillator Calibration Register
Name: PMC_OCR
Address: 0xF0014110
Access: Read/Write

31 30 29 28 27 26 25 24

. - - r - r - r - 1 - [T - [ - /]
23 22 21 20 19 18 17 16

. - r - r - r - r - 1 - 1T - | - /]
15 14 13 12 11 10 9 8

. - - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

| SEL | CAL |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

CAL: 12 MHz RC Oscillator Calibration Bits
Calibration bits applied to the RC oscillator when SEL is set.

SEL: Selection of RC Oscillator Calibration Bits
0: Factory determined value.
1: Value written by user in CAL field of this register.
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34.22.29 PMC SleepWalking Enable Register 0
Name: PMC_SLPWK_ERO

Address: 0xF0014114

Access:  Write-only

31 30 29 28 27 26 25 24

| - | PID30 | PID29 | PID28 | PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 | PID21 | PID20 | PID19 | - | - | - |
15 14 13 12 11 10 9 8

. - r - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

This register can only be written if the WPEN bit is cleared in the “PMC Write Protection Mode Register” .

PIDx: Peripheral x SleepWalking Enable

0: No effect.

1: The asynchronous partial wakeup (SleepWalking) function of the corresponding peripheral is enabled.

Not all PIDs can be configured with asynchronous partial wakeup.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

The clock of the peripheral must be enabled before using its asynchronous partial wakeup (SleepWalking) function (its associated PIDx
field in “ISCCK: ISC Clock Status” or “PMC Peripheral Clock Status Register 1” is set to ‘1’).

Note:  The values for PIDx are defined in section “Peripheral Identifiers”.
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34.22.30 PMC SleepWalking Disable Register 0

Name: PMC_SLPWK_DRO
Address: 0xF0014118
Access:  Write-only

31 30 29 28 27 26 25 24

| - | PID30 PID29 PID28 | PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 PID21 PID20 | PID19 | - | - | - |
15 14 13 12 11 10 9 8

I - SR I S R B
7 6 5 4 3 2 1 0

This register can only be written if the WPEN bit is cleared in the “PMC Write Protection Mode Register” .

PIDx: Peripheral x SleepWalking Disable

0: No effect.

1: The asynchronous partial wakeup (SleepWalking) function of the corresponding peripheral is disabled.
Not all PIDs can be configured with asynchronous partial wakeup.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

Note:  The values for PIDx are defined in the section “Peripheral Identifiers”.
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34.22.31 PMC SleepWalking Status Register 0

Name: PMC_SLPWK_SRO
Address: 0xF001411C
Access: Read-only

31 30 29 28 27 26 25 24

| - | PID30 | PID29 | PID28 | PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 | PID21 | PID20 | PID19 | - | - | - |
15 14 13 12 11 10 9 8

. - r - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

PIDx: Peripheral x SleepWalking Status

0: The asynchronous partial wakeup (SleepWalking) function of the peripheral is currently disabled or the peripheral enabled for asynchro-
nous partial wakeup (SleepWalking) cleared the PIDx bit upon detection of a wakeup condition.

1: The asynchronous partial wakeup (SleepWalking) function of the peripheral is currently enabled.

Not all PIDs can be configured with asynchronous partial wakeup.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

Note:  The values for PIDx are defined in the section “Peripheral Identifiers”.
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34.22.32 PMC SleepWalking Activity Status Register 0
Name: PMC_SLPWK_ASRO

Address: 0xF0014120

Access: Read-only
31 30 29 28 27 26 25 24

| - | PID30 PID29 | PID28 | PID27 | PID26 | PID25 | PID24 |
23 22 21 20 19 18 17 16

| PID23 | PID22 PID21 | PID20 | PID19 | - | - | - |
15 14 13 12 11 10 9 8

I - I - - I - I - I - I - I - |
7 6 5 4 3 2 1 0

PIDx: Peripheral x Activity Status

0: The peripheral x is not presently active. The asynchronous partial wakeup (SleepWalking) function can be activated.

1: The peripheral x is presently active. The asynchronous partial wakeup (SleepWalking) function must not be activated.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

All other PIDs are always read at 0.
Note:  The values for PIDx are defined in the section “Peripheral Identifiers”.
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34.22.33 PMC SleepWalking Enable Register 1

Name:

PMC_SLPWK_ER1

Address: 0xF0014134

Access:  Write-only
31 30 29 28 27 26 25 24
- T - S R N R R R
23 22 21 20 19 18 17 16
- T - — 1 - T - T - T - T -
15 14 13 12 11 10 9 8
- T - S I R I BN
7 6 5 4 3 2 1 0
| _ [ Z _ [ — [ — | PID34 | PID33 | -

This register can only be written if the WPEN bit is cleared in the “PMC Write Protection Mode Register” .

PIDx: Peripheral x SleepWalking Enable

0: No effect.

1: The asynchronous partial wakeup (SleepWalking) function of the corresponding peripheral is enabled.
Not all PIDs can be configured with asynchronous partial wakeup.
Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

The clock of the peripheral must be enabled before using its asynchronous partial wakeup (SleepWalking) function (the associated PIDx

field in “PMC Peripheral Clock Status Register 1" or “ISCCK: ISC Clock Status” is set to ‘1’).

Note:

The values for PIDx are defined in the section “Peripheral Identifiers”.
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34.22.34 PMC SleepWalking Disable Register 1
Name: PMC_SLPWK_DR1

Address: 0xF0014138

Access:  Write-only

31 30 29 28 27 26 25 24

. - r - r - -+ - 1 - { - [ - |
23 22 21 20 19 18 17 16

. - r - r - -+ - 1 - - [ - |
15 14 13 12 11 10 9 8

. - r - r - - - [ - [ - | Pb0O |
7 6 5 4 3 2 1 0

| - | - | - | - | - | PID34 | PID33 | - |

This register can only be written if the WPEN bit is cleared in the “PMC Write Protection Mode Register” .

PIDx: Peripheral x SleepWalking Disable

0: No effect.

1: The asynchronous partial wakeup (SleepWalking) function of the corresponding peripheral is disabled.

Not all PIDs can be configured with asynchronous partial wakeup.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.
Note:  The values for PIDx are defined in the section “Peripheral Identifiers”.
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34.22.35 PMC SleepWalking Status Register 1
Name: PMC_SLPWK_SR1

Address: 0xF001413C

Access: Read-only

31 30 29 28 27 26 25 24
I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16
I - I - I - I - I - I - I - I - |
15 14 13 12 1 10 9 8
I - I - I - I - I - I - I - | P40 |
7 6 5 4 3 2 1 0
| - | - | - | - | — | PID34 | PID33 | - |

PIDx: Peripheral x SleepWalking Status

0: The asynchronous partial wakeup (SleepWalking) function of the peripheral is currently disabled or the peripheral enabled for asynchro-
nous partial wakeup (SleepWalking) cleared the PIDx bit upon detection of a wakeup condition.

1: The asynchronous partial wakeup (SleepWalking) function of the peripheral is currently enabled.
Not all PIDs can be configured with asynchronous partial wakeup.
Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

Note:  The values for PIDx are defined in the section “Peripheral Identifiers”.
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34.22.36 PMC SleepWalking Activity Status Register 1

Name: PMC_SLPWK_ASR1

Address: 0xF0014140

Access: Read-only
31 30 29 28 27 26 25 24

- T - - - SR R R R
23 22 21 20 19 18 17 16

- T - - - S R RN R
15 14 13 12 11 10 9 8

- T - - : -~ [ - 1 - 1 Pow ]
7 6 5 4 3 2 1 0

| - | - - - - | PID34 | PID33 | - |

PIDx: Peripheral x Activity Status

0: The peripheral x is not currently active; the asynchronous partial wakeup (SleepWalking) function can be activated.

1: The peripheral x is currently active; the asynchronous partial wakeup (SleepWalking) function must not be activated.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

All other PIDs are always read at 0.

Note:

The values for PIDx are defined in the section “Peripheral Identifiers”.
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34.22.37 PMC SleepWalking Activity In Progress Register
Name: PMC_SLPWK_AIPR

Address: 0xF0014144

Access: Read-only

31 30 29 28 27 26 25 24

. - r - r - -+ - 1 - { - [ - |
23 22 21 20 19 18 17 16

. - r - r - -+ - 1 - - [ - |
15 14 13 12 11 10 9 8

. - r - r - -+ - 1 - - [ - |
7 6 5 4 3 2 1 0

. - r - r - -+ - [ - [ - [ Ar |

AIP: Activity In Progress

0: There is no activity on peripherals. The asynchronous partial wakeup (SleepWalking) function can be activated on one or more periph-
erals. The device can enter ULP mode 1.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

1: One or more peripherals are currently active. The device must not enter ULP mode 1 if the asynchronous partial wakeup is enabled for
one of the following PIDs: FLEXCOMX, SPIx, TWIx, UARTx and ADC.
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34.22.38 PMC SleepWalking Control Register

Name: PMC_SLPWKCR

Address: 0xF0014148
Access: Read/Write

31 30 29 28 27 26 25 24
I — [ eweR |- — 1T 1T ]
23 22 21 20 19 18 17 16
I — 1T S I N
15 14 13 12 11 10 9 8
I [ ow ] SR R
7 6 5 4 3 2 1 0
| - | PID |

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

PID: Peripheral ID

Peripheral ID selection from PID2 to the maximum PID number. This refers to identifiers as defined in the section “Peripheral Identifiers”.

CMD: Command
0: Read mode
1: Write mode

ASR: Activity Status Register

0: The peripheral x is not currently active; the asynchronous partial wakeup (SleepWalking) function can be activated.

1: The peripheral x is currently active; the asynchronous partial wakeup (SleepWalking) function must not be activated.

Not all PIDs can be configured with asynchronous partial wakeup.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.

SLPWKSR: SleepWalking Status Register
0: The asynchronous partial wakeup (SleepWalking) function of the peripheral is disabled.
1: The asynchronous partial wakeup (SleepWalking) function of the peripheral is enabled.

Not all PIDs can be configured with asynchronous partial wakeup.

Only the following PIDs can be configured with asynchronous partial wakeup: FLEXCOMx, SPIx, TWIx, UARTx and ADC.
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34.22.39 PMC Audio PLL Control Register O
Name: PMC_AUDIO_PLLO
Address: 0xF001414C

Access: Read/Write

31 30 29 28 27 26 25 24
| - [ - DCO_GAIN DCO_FILTER
23 22 21 20 19 18 17 16
| - [ QDPMC
15 14 13 12 11 10 9 8
| - | ND
7 6 5 4 3 2 1 0
| PLLFLT RESETN PMCEN PADEN PLLEN

PLLEN: PLL Enable

0: The Audio PLL is disabled.
1: The Audio PLL is enabled

PADEN: Pad Clock Enable

0: The external audio pin CLK_AUDIO is driven low.

1: The external audio pin CLK_AUDIO is driven by AUDIOPINCLK.

PMCEN: PMC Clock Enable

0: The output clock of the audio PLL is not sent to the PMC.
1: The output clock of the audio PLL is sent to the PMC.

RESETN: Audio PLL Reset

0: The audio PLL is in reset state.

1: The audio PLL is in active state.

PLLFLT: PLL Loop Filter Selection
Default value should be 13 (0xD)

ND: Loop Divider Ratio

QDPMC: Output Divider Ratio for PMC Clock
fome = fref X (ND + 1) + FRACR + 2722) / (QDPMC + 1)

DCO_FILTER: Digitally Controlled Oscillator Filter Selection
For optimization, the value of this field must be configured to O.

DCO_GAIN: Digitally Controlled Oscillator Gain Selection
For optimization, the value of this field must be configured to 0.
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34.22.40 PMC Audio PLL Control Register 1
Name: PMC_AUDIO_PLL1
Address: 0xF0014150
Access: Read/Write
31 30 29 28 27 26 25 24
| - | QDAUDIO DIV |
23 22 21 20 19 18 17 16
| - | - FRACR |
15 14 13 12 11 10 9 8
| FRACR |
7 6 5 4 3 2 1 0
| FRACR |
FRACR: Fractional Loop Divider Setting
DIV: Divider Value
Value Name Description
0 FORBIDDEN | Reserved
1 FORBIDDEN | Reserved
2 DIV2 Divide by 2
3 DIV3 Divide by 3
QDAUDIO: Output Divider Ratio for Pad Clock
faudio = fref X ((ND + 1) + FRACR + 222) / (DIV x QDAUDIO)
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35. Parallel Input/Output Controller (PIO)

35.1 Description

The Parallel Input/Output Controller (PIO) manages up to 128 fully programmable input/output lines. Each I/O line may be dedicated as a
general purpose I/O or be assigned to a function of an embedded peripheral. This ensures effective optimization of the pins of the product.

Each 1/O line of the PIO Controller features:

An input change interrupt enabling level change detection on any /O line

Rising edge, falling edge, both edge, low-level or high-level detection on any /O line

A glitch filter providing rejection of glitches lower than one-half of PIO clock cycle

A debouncing filter providing rejection of unwanted pulses from key or push button operations
Multi-drive capability similar to an open drain 1/O line

Control of the pull-up and pull-down of the 1/O line

Input visibility and output control

Secure or Non-Secure management of the 1/O line

The PIO Controller also features a synchronous output providing up to 32 bits of data output in a single write operation.

35.2 Embedded Characteristics

Up to 128 Programmable I/O Lines

Multiplexing of up to Seven Peripheral Functions per I/O Line

For each 1/O Line (whether assigned to a peripheral or used as general purpose 1/O)
- Input Change Interrupt

- Programmable Glitch Filter

- Programmable Debouncing Filter

- Multi-drive Option Enables Driving in Open Drain

- Programmable Pull-Up/Pull-Down on Each I/O Line

- Pin Data Status Register, Supplies Visibility of the Level on the Pin at Any Time

- Programmable Event: Rising Edge, Falling Edge, Both edge, Low-Level or High-Level
- Configuration Lock by the Connected Peripheral

- Security management of each I/O line

- Programmable Configuration Lock (Active Until Next Vppcore Reset) to protect Against Further Software Modifications (inten-

tional or unintentional)
Register Write Protection against unintentional software modifications:
- One Configuration Bit to Enable or Disable Protection of 1/O Line Settings
- One Configuration Bit to Enable or Disable Protection of Interrupt Settings
Synchronous Output, possibility to set or clear simultaneously up to 32 I/O Lines in a Single Write
Programmable Schmitt Trigger Inputs
Programmable 1/O Drive
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35.3 Block Diagram

Figure 35-1: Block Diagram
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Note 1. x = 3 (the number of I/O groups is 4)
2: ndepends on the number of I/O lines affected to the IP input
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35.4 Product Dependencies

35.4.1 Pin Multiplexing

Each pin is configurable, depending on the product, as either a general purpose I/O line only, or as an 1/O line multiplexed with up to 6
peripheral 1/0s. As the multiplexing is hardware defined and thus product-dependent, the hardware designer and programmer must care-
fully determine the configuration of the PIO Controllers required by their application. When an 1/O line is general purpose only, i.e., not
multiplexed with any peripheral I/O, programming of the PIO Controller regarding the assignment to a peripheral has no effect and only
the PI1O Controller can control how the pin is driven by the product.

35.4.2 External Interrupt Lines
The interrupt signals FIQ and IRQO to IRQn are multiplexed through the PIO Controllers.

35.4.3 Power Management

The Power Management Controller (PMC) controls the PIO Controller clock in order to save power. Writing any of the registers of the user
interface does not require the PIO Controller clock to be enabled. This means that the configuration of the 1/O lines does not require the
PIO Controller clock to be enabled.

However, when the clock is disabled, not all of the features of the PIO Controller are available, including glitch filtering. Note that the input
change interrupt, the interrupt modes on a programmable event and the read of the pin level require the clock to be validated.

After a hardware reset, the P10 clock is disabled by default.

The user must configure the PMC before any access to the input line information.

35.4.4 Interrupt Generation

For interrupt handling, the PIO Controllers are considered as user peripherals. This means that the PIO Controller interrupt lines are con-
nected among the interrupt sources. The PIO Controller supplies one interrupt signal per I/0 group. Refer to Table 12-1 “Peripheral Iden-
tifiers” to identify the interrupt sources dedicated to the PIO Controller. The PIO Controller can target either the Secure or Non-Secure
Interrupt Controller according to security level of the I/O line which triggers the interruption. Using the PIO Controller requires the Interrupt
Controller to be programmed first.

The PIO Controller interrupt can be generated only if the PIO Controller clock is enabled.

35.5 Functional Description

The PIO Controller features up to 512 fully-programmable 1/O lines. Most of the control logic associated to each /O is represented in
Figure 35-2 where the I/O line 3 of the PIOB (PB3) is described as an example. In this description each signal shown represents one of
up to 512 possible indexes.
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Figure 35-2: 1/0 Line Control Logic
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35.5.1 I/0 Line Configuration Method
The user interface of the PIO Controller provides several sets of registers. Each set of registers interfaces with one 1/0 group.

Table 35-1: I/O Group List

I/O Group Number PIO
0 PIOA
1 PIOB
3 PIOD

35.5.1.1 Security Management

First of all, the user must defined the security level of the I/O line. Each 1/O line of each I/O group can be defined as either secure or non-
secure lines. Each I/O line of the 1/0O group x can be set as non-secure I/O line by writing a 1 to the corresponding bit PO—P31 of the Secure
P10 Set I/O Non-Secure Register (S_PIO_SIONRKX) of the I/O group x.

To define an I/O line of 1/O group x as a secure I/O line, write a 1 to the corresponding bit PO—P31 of the “Secure PIO Set I/O Secure
Register” (S_PIO_SIOSRX) of the 1/O group x.

Examples:
Setting the 1/O line PC4 as non-secure line:

Write the value 16 (bit No. 4 at 1) at address 0x10BO (S_PIO_SIONR2)
Setting the 1/O line PB3 as secure line:

Write the value 8 (bit No. 3 at 1) at address 0x1074 (S_PIO_SIOSR1)

The security level of each I/O line is reported by the Secure PIO /O Security Status Register (S_PIO_IOSSRx) of the corresponding /O
group. Reading 0 at the corresponding bit PO—P31 means that the corresponding I/O line of the /O group is defined as secure. Reading
1 means that this 1/O line of the I/O group is non-secure.

The PIO Controller user interface is divided into two register mapping areas:

* The Non-Secure area, located from address 0x0 to 0x1000, can be accessed by any master (Secure or Non-Secure master). This
area interfaces with all the I/O lines defined as non-secure. Trying to access to an I/O line defined as secure through this area will
have no effect on I/O line and read values will be 0.

« The Secure area, located above address 0x1000, can only be accessed by a Secure master (if the PIO Controller is defined as
secure at the HMATRIX level). This area interfaces with all the 1/O lines defined as secure. Trying to access to an /O line defined as
non-secure through this area will have no effect on I/O line and read values will be 0.

35.5.1.2 Programming I/O Line Configuration

The user must first define which 1/0O line in the group will be targeted by writing a 1 to the corresponding bit in the PIO Mask Register
(PIO_MSKRX). Several I/O lines in an I/O group can be configured at the same time by setting the corresponding bits in PIO_MSKRXx.
Then, writing the PIO Configuration Register (PIO_CFGRXx) apply the configuration to the I/O line(s) defined in PIO_MSKRXx. All the I/O
lines defined as secure in the S_PIO_SIOSRx must be configured by writing the S_PIO_CFGRx and S_PIO_MSKRX registers.

For more details concerning the 1/O line configuration using PIO_MSKRx and PIO_CFGRYX, see Section 35.6 “I/O Lines Programming
Example”.
35.5.1.3 Reading /O line configuration

As for programming operation, reading configuration requires the user to first define which I/O line in the group x will be targeted by writing
a 1 to the corresponding bit in the PIO Mask Register (PIO_MSKRX). The value of the targeted I/O line is read in PIO_CFGRXx.

If several bits are set in PIO_MSKRX, then the read configuration in PIO_CFGRXx is the configuration of the 1/O line with the lowest index.
Note that S PIO_MSKRx and S_PIO_CFGRx must be used to read the configuration of a secure 1/0O line.

35.5.2 Pull-up and Pull-down Resistor Control
Each I/O line is designed with an embedded pull-up resistor and an embedded pull-down resistor.

The pull-up resistor on the 1/O line(s) defined in PIO_MSKRx can be enabled by setting the PUEN bit in PIO_CFGRXx. Clearing the PUEN
bit in PIO_CFGRXx disables the pull-up resistor of I/O lines defined in PIO_MSKRX.
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The pull-down resistor on the I/O line(s) defined in PIO_MSKRx can be enabled by setting the PDEN bit in PIO_CFGRXx. Clearing the
PDEN bit in PIO_CFGRXx disables the pull-down resistor of /O lines defined in PIO_MSKRXx.

If both PUEN and PDEN bit are set in PIO_CFGRX, only the pull-up resistor is enabled for I/O line(s) defined in PIO_MSKRx and the PDEN
bit is discarded.

Control of the pull-up resistor is possible regardless of the configuration of the I/O line (Input, Output, Open-drain).
Note that S_PIO_MSKRx and S_PIO_CFGRx must be used to program the pull-up or pull-down configuration of a secure I/O line.

For more details concerning Pull-up and Pull-down configuration, see Section 35.7.2 “PIO Configuration Register” or Section 35.7.16
“Secure PIO Configuration Register” for secure I/O line configuration.

The reset value of PUEN and PDEN bits of each 1/O line is defined at the product level and depends on the multiplexing of the device.

35.5.3 General Purpose or Peripheral Function Selection

The PIO Controller provides multiplexing of up to 6 peripheral functions on a single pin. The selection is performed by writing the FUNC
field in PIO_CFGRXx. The selected function is applied to the I/O line(s) defined in PIO_MSKRXx.

When FUNC is 0, no peripheral is selected and the General Purpose PIO (GPIO) mode is selected (in this mode, the I/O line is controlled
by the PIO Controller).

When FUNC is not 0, the peripheral selected to control the 1/0 line depends on the FUNC value.
Note that S_PIO_MSKRx and S_PIO_CFGRx must be used to program the FUNC field of a secure 1/O line.

For more details, see Section 35.7.2 “PIO Configuration Register” or Section 35.7.16 “Secure PIO Configuration Register” for secure I/O
line configuration.

Note that multiplexing of peripheral lines affects both input and output peripheral lines. When a peripheral is not selected on any I/O line,
its inputs are assigned with constant default values defined at the product level. The user must ensure that only one I/O line is affected to
a peripheral input at a time. For more details concerning input muxing, see Section 35.5.4 “Output Control”.

The reset value of the FUNC field of each 1/O line is defined at the product level and depends on the multiplexing of the device.

35.5.4 Output Control

When the 1/O line is assigned to a peripheral function, i.e., the corresponding FUNC field of the line configuration is not 0, the drive of the
1/0 line is controlled by the peripheral. According to the FUNC value, the selected peripheral determines whether the pin is driven or not.

When the FUNC field of a I/O line is 0, then the 1/O line is set in General Purpose mode and the 1/O line can be configured to be driven by
the PIO Controller instead of the peripheral.

If the DIR bit of the I/O line configuration (PIO_CFGRX) is set (OUTPUT) then the I/O line can be driven by the PIO Controller. The level
driven on an I/O line can be determined by writing in the PIO Set Output Data Register (PIO_SODRXx) and the PIO Clear Output Data
Register (PIO_CODRX). These write operations, respectively, set and clear the PIO Output Data Status Register (PIO_ODSRX), which
represents the data driven on the 1/O lines. Writing PIO_ODSRXx directly is possible and only affects the 1/O line set to 1 in PIO_MSKRx
(see Section 35.5.5 “Synchronous Data Output”).

When the DIR bit of the I/O line configuration is at zero, the corresponding I/O line is used as an input only.

The DIR bit has no effect if the corresponding line is assigned to a peripheral function, but writing the DIR bit is managed whether the pin
is configured to be controlled by the PIO Controller or assigned to a peripheral function. This enables configuration of the 1/O line prior to
setting it to be managed by the P1O Controller.

Similarly, writing in PIO_SODRXx and PIO_CODRX affects PIO_ODSRX. This is important as it defines the first level driven on the I/O line.

35.5.5 Synchronous Data Output

Clearing one or more PIO line(s) and setting another one or more PIO line(s) synchronously cannot be done by using PIO_SODRx and
PIO_CODRX. It requires two successive write operations into two different registers. To overcome this, the PIO Controller offers a direct
control of PIO outputs by single write access to PIO_ODSRx. Only I/O lines set to 1 in PIO_MSKRx are written.

35.5.6 Open-Drain Mode

Each 1/O can be independently programmed in Open-Drain mode. This feature permits several drivers to be connected on the 1/O line
which is driven low only by each device. An external pull-up resistor (or enabling of the internal one) is generally required to guarantee a
high level on the line.

The Open-Drain mode is controlled by the OPD bit in the I/O line configuration (PIO_CFGRXx). An I/O line is switched in Open-Drain mode
by setting the PIO_CFGRx.OPD bit. The Open-Drain mode can be selected if the I/O line is not controlled by a peripheral (the FUNC field
must be cleared in PIO_CFGRX).
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For more details concerning the Open-Drain mode, see Section 35.7.2 “PlO Configuration Register” or Section 35.7.16 “Secure PIO Con-
figuration Register” for secure 1/O line configuration.

After reset, the OPD bit of each I/O line is defined at the product level and depends on the multiplexing of the device.

35.5.7 Output Line Timings

Figure 35-3 shows how the outputs are driven either by writing PIO_SODRX or PIO_CODRYX, or by directly writing PIO_ODSRX. This last
case is valid only if the corresponding bit in PIO_MSKRx is set. Figure 35-3 also shows when the feedback in the Pin Data Status Register
(PIO_PDSRYX) is available.

Figure 35-3: Output Line Timings
vek [ L
Write PIO_SODRX APB Access

Write PIO_ODSRx at 1

Write PIO_CODRX APB Access
Write PIO_ODSRXx at 0

PIO_ODSRX

2 cycles | 2 cycles

PIO_PDSRXx

35.5.8 Inputs

The level on each I/O line of the 1/0 group x can be read through PIO_PDSRx. This register indicates the level of the I/O lines regardless
of their configuration, whether uniquely as an input, or driven by the PIO Controller, or driven by a peripheral.

Reading the I/O line levels requires the clock of the PIO Controller to be enabled, otherwise PIO_PDSRX reads the levels present on the
1/0 line at the time the clock was disabled.

35.5.9 Input Glitch and Debouncing Filters
Optional input glitch and debouncing filters are independently programmable on each I/O line.

The glitch filter can filter a glitch with a duration of less than 1/2 master clock (MCK) and the debouncing filter can filter a pulse of less than
1/2 period of a programmable divided slow clock.

The selection between glitch filtering or debounce filtering is done by writing the bit IFSCEN in the PIO Configuration Register
(PIO_CFGRXx). The selected filtering mode is applied to the 1/O line(s) defined in PIO_MSKRXx.

e If IFSCEN = 0: The glitch filter can filter a glitch with a duration of less than 1/2 master clock period.
e If IFSCEN = 1: The debouncing filter can filter a pulse with a duration of less than 1/2 programmable divided slow clock period.

For the debouncing filter, the period of the divided slow clock is performed by writing in the DIV field of the Secure PIO Slow Clock Divider
Debouncing Register (S_PIO_SCDR): tgiy gick = ((DIV + 1) X 2) X g

When the glitch or debouncing filter is enabled, a glitch or pulse with a duration of less than 1/2 selected clock cycle (selected clock rep-
resents MCK or divided slow clock depending on IFSCEN bit programming) is automatically rejected, while a pulse with a duration of one
selected clock (MCK or divided slow clock) cycle or more is accepted. For pulse durations between 1/2 selected clock cycle and one
selected clock cycle, the pulse may or may not be taken into account, depending on the precise timing of its occurrence. Thus for a pulse
to be visible, it must exceed one selected clock cycle, whereas for a glitch to be reliably filtered out, its duration must not exceed 1/2
selected clock cycle.

The filters also introduce some latencies, illustrated in Figure 35-4 and Figure 35-5.

The glitch filter of each 1/O lines is controlled by the IFEN bit of the PIO Configuration Register (PIO_CFGRX). Setting the
PIO_CFGRXx.IFEN bit enables the glitch filter of the I/O line(s) defined in PIO_MSKRXx.

DS60001532A-page 436 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

When the glitch and/or debouncing filter is enabled, it does not modify the behavior of the inputs on the peripherals. It acts only on the
value read in PIO_PDSRx and on the input change interrupt detection. The glitch and debouncing filters require that the PIO Controller
clock is enabled.

Figure 35-4: Input Glitch Filter Timing
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Figure 35-5: Input Debouncing Filter Timing
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Note 1: Means IFCSEN bit of the 1/O line y of the I/O group x
2: Means PIO Data Status value of the I/O line y of the 1/O group x
3: Means IFEN bit of the I/O line y of the 1/O group x

35.5.10 Input Edge/Level Interrupt

Each 1/0 group can be programmed to generate an interrupt when it detects an edge or a level on an 1/O line. The Input Edge/Level inter-
rupts are controlled by writing the PIO Interrupt Enable Register (PIO_IERX) and the PIO Interrupt Disable Register (PIO_IDRXx), which
enable and disable the input change interrupt respectively by setting and clearing the corresponding bit in the PIO Interrupt Mask Register
(PIO_IMRX). For the Secure /O lines, the Input Edge/Level interrupts are controlled by writing S_PIO_IERx and S_PIO_IDRX, which
enable and disable input change interrupts respectively by setting and clearing the corresponding bit in the S_PIO_IMRXx. As input change
detection is possible only by comparing two successive samplings of the input of the I/O line, the PIO Controller clock must be enabled.
The Input Change interrupt is available regardless of the configuration of the I/O line, i.e., configured as an input only, controlled by the
P1O Controller or assigned to a peripheral function.

Each 1/0 group can generate a Non-Secure interrupt and a Secure interrupt according to the security level of the I/O line which triggers
the interrupt.

According to the EVTSEL field value in the PIO Configuration Register (PIO_CFGRXx) or the Secure PIO Configuration Register
(S_PIO_CFGRX) in case of a Secure /O line, the interrupt signal of the I/O group x can be generated on the following occurrence:

¢ (S_)PIO_CFGRx.EVTSELy = 0: The interrupt signal of the 1/0 group x is generated on the I/O line y falling edge detection (assuming
that (S_)PIO_IMRXx[y] = 1).
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¢ (S_)PIO_CFGRx.EVTSELy = 1: The interrupt signal of the /O group x is generated on the 1/O line y rising edge detection (assuming
that (S_)PIO_IMRX[y] = 1).

¢ (S_)PIO_CFGRx.EVTSELy = 2: The interrupt signal of the 1/O group x is generated on the /O line y both rising and falling edge
detection (assuming that (S_)PIO_IMRx[y] = 1).

¢ (S_)PIO_CFGRx.EVTSELy = 3: The interrupt signal of the 1/0O group x is generated on the 1/O line y low level detection (assuming
that (S_)PIO_IMRX[y] = 1).

¢ (S_)PIO_CFGRx.EVTSELy = 4: The interrupt signal of the 1/0 group x is generated on the 1/O line y high level detection (assuming
that (S_)PIO_IMRX[y] = 1).

By default, the interrupt can be generated at any time a falling edge is detected on the input.

When an input edge or level is detected on an I/O line, the corresponding bit in the PIO Interrupt Status Register (PIO_ISRX), or in the
Secure PlO Interrupt Status Register (S_PIO_ISRX) if the I/O line is Secure, is set. For a Non-Secure 1/O line, if the corresponding bit in
PIO_IMRXx is set, the PIO Controller Non-Secure interrupt line of the I/O group x is asserted. For a Secure I/O line, if the corresponding bit
in S_PIO_IMRXx is set, the PIO Controller Secure interrupt line of the I/O group x is asserted.

When the software reads PIO_ISRYX, all the Non-Secure interrupts of the I/O group x are automatically cleared. When the software reads
S_PIO_ISRYx, all the Secure interrupts of the 1/0 group x are automatically cleared. This signifies that all the interrupts that are pending
when PIO_ISRx or S_PIO_ISRx is read must be handled. When an Interrupt is enabled on a “level”, the interrupt is generated as long as
the interrupt source is not cleared, even if some read accesses in PIO_ISRx or S_PIO_ISRx are performed.

Figure 35-6: Event Detector on Input Lines
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Example of interrupt generation on following lines:

« Rising edge on the Secure PIO line 0 of the I/O group 0 (PIOA)

« Low-level edge on the Secure PIO line 1of the I/0O group 0 (PIOA)
« Rising edge on the Secure PIO line 2 of the I/O group 0 (PIOA)

« High-level on the Secure PIO line 3 of the 1/0O group 0 (PIOA)

« Low-level on the Non-Secure PIO line 4 of the I/O group 0 (PIOA)
« High-level on the Secure PIO line 0 of the 1/O group 1 (PIOB)

« Falling edge on the Secure PIO line 1 of the I/O group 1 (PIOB)

« Rising edge on the Secure PIO line 2 of the I/O group 1 (PIOB)

« Any edge on the other Non-Secure lines of the I/O group 1 (PIOB)

Table 35-2 details the required configuration for this example.

Table 35-2: Configuration for Example Interrupt Generation

Configuration Name

Define the I/O lines 0 to 3 of the PIOA as Secure by writing 32’h0000_000F in the S_PIO_SIOSRO (offset
0x1034)

Define the I/O lines 4 of the PIOA as Non-Secure by writing 32’h0000_0010 in the S_PIO_SIONRO (offset
0x1030)

Enable interrupt sources for lines 0 to 3 of PIOA by writing 32'h0000_000F in S_PIO_IERO (offset 0x1020)
Enable interrupt source for the line 4 of PIOA by writing 32’h0000_0010 in PIO_IERO (offset 0x20)

PIOA: I/O line security level

PIOA: Interrupt Mode
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Table 35-2: Configuration for Example Interrupt Generation (Continued)

Configuration

Name

PIOA: Event Selection

Configure Rising Edge detection for Secure lines 0 and 2:
Write 32’h0000_0005 in S_PIO_MSKRO (offset 0x1000)
Write 32’h0100_0000 in S_PIO_CFGRO (offset 0x1004)

Configure Low Level detection for Secure line 1:
Write 32’h0000_0002 in S_PIO_MSKRO (offset 0x1000)
Write 32’h0300_0000 in S_PIO_CFGRO (offset 0x1004)

Configure High Level detection for Secure line 3:
Write 32'h0000_0008 in S_PIO_MSKRO (offset 0x1000)
Write 32'h0400_0000 in S_PIO_CFGRO (offset 0x1004)

Configure Low Level detection for Non-Secure line 4:
Write 32’h0000_0010 in PIO_MSKRO (offset 0x0)
Write 32’h0300_0000 in PIO_CFGRO (offset 0x4)

PIOB: I/O line security level

Define the I/O lines 0 to 2 of the PIOB as Secure by writing 32’h0000_0007 in the S_PIO_SIOSR1 (offset

0x1074)

Define the other I/O lines of the PIOB as Non-Secure by writing 32’hFFFF_FFF8 in the S_PIO_SIONR1

(offset 0x1070)

PIOB: Interrupt Mode

Enable interrupt sources for lines 0 to 2 of PIOB by writing 32'h0000_0007 in S_PIO_IER1 (offset 0x1060)
Enable interrupt sources for all other lines of PIOB by writing 32’hFFFF_FFF8 in PIO_IER1 (offset 0x60)

PIOB: Event Selection

Configure High Level detection for Secure line 0:
Write 32’h0000_0001 in S_PIO_MSKR1 (offset 0x1040)
Write 32’h0400_0000 in S_PIO_CFGR1 (offset 0x1044)

Configure Falling Edge detection for Secure line 1:
Write 32'h0000_0002 in S_PIO_MSKR1 (offset 0x1040)
Write 32’h0000_0000 in S_PIO_CFGRL1 (offset 0x1044)

Configure Rising Edge detection for Secure line 2:
Write 32'h0000_0004 in S_PIO_MSKR1 (offset 0x1040)
Write 32’h0100_000 in S_PIO_CFGR1 (offset 0x1044)

Configure Low Level detection for Non-Secure lines:
Write 32’hFFFF_FFF8 in PIO_MSKRZ1 (offset 0x40)
Write 32’h0200_000 in PIO_CFGR1 (offset 0x44)
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Figure 35-7: Input Change Interrupt Timings When No Additional Interrupt Modes
MCK
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35.5.11 Interrupt Management

The PIO Controller can drive one secure interrupt signal and one non-secure interrupt signal per I/O group (see Figure 35-1). Secure inter-
rupt signals are connected to the secure interrupt controller of the system. Non-secure interrupt signals are connected to the non-secure
interrupt controller of the system.

Figure 35-8: P1O Interrupt Management
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35.5.12 |I/O Lines Lock

When an I/O line is controlled by a peripheral (particularly the Pulse Width Modulation Controller PWM), it can become locked by the action
of this peripheral via an input of the PIO Controller. When an /O line is locked, the following fields in PIO_CFGRx are locked and cannot
be modified:

« FUNC: Peripheral selection cannot be changed when the corresponding I/O line is locked.

* PUEN: Pull-Up configuration cannot be changed when the corresponding /O line is locked.

« PDEN: Pull-Down configuration cannot be changed when the corresponding I/O line is locked.

* OPD: Open Drain configuration cannot be changed when the corresponding I/O line is locked.

Writing to one of these fields while the corresponding I/O line is locked will have no effect.

The user can know at anytime which 1/O line is locked by reading the PIO Lock Status Register (PIO_LOCKSR) or Secure P1O Lock Status
Register (S_PIO_LOCKSR) for locked Secure I/O lines. Once an I/O line is locked, the only way to unlock it is to apply a hardware reset
to the PIO Controller.

35.5.13 Programmable I/O Drive

It is possible to configure the 1/O drive for pads PAO to PD31. The I/O drive of the pad can be programmed by writing the DRVSTR field in
the PIO Configuration Register (PIO_CFGRX) if the corresponding line is Non-Secure or the Secure PIO Configuration Register
(S_PIO_CFGRYX) if the I/O line is Secure. For details, refer to Section 67. “Electrical Characteristics”.

35.5.14 Programmable Schmitt Trigger

It is possible to configure each input for the Schmitt trigger. The Schmitt trigger can be enabled by setting the SCHMITT bit of the PIO
Configuration Register (PIO_CFGRX) if the corresponding line is Non-Secure or the Secure PIO Configuration Register (S_PIO_CFGRXx)
if the 1/O line is Secure. By default the Schmitt trigger is active. Disabling the Schmitt trigger is requested when using the QTouch® Library.

35.5.15 1/O Line Configuration Freeze

35.5.15.1 Software Freeze

Once the I/O line configuration is done, it can be frozen by using the PI1O I/O Freeze Configuration Register (PIO_IOFRXx) of the corre-
sponding group or the Secure PIO 1/O Freeze Configuration Register (S_PIO_IOFRX) if the I/O line is Secure.

¢ Physical Freeze

Setting the FPHY bit of PIO_IOFRx freezes the following fields of the Non-Secure I/O lines defined in PIO_MSKRXx:
¢ FUNC: I/O Line Function

¢ DIR: Direction

e PUEN: Pull-Up Enable

¢ PDEN: Pull-Down Enable

e OPD: Open-Drain

e SCHMITT: Schmitt Trigger

« DRVSTR: Drive Strength

For Secure /0 lines, use the FPHY bit of the S_PIO_IOFRx and the S_PIO_MSKRX to freeze the fields above.

When the physical freeze is currently active on an 1/O line, the PCFS flag is set when reading the PIO_CFGRXx of the I/O line (or the
S_PIO_CFGRx if the I/O line is Secure).

Only a hardware reset can release fields listed above.

 Interrupt Freeze
Setting the FINT bit of the PIO_IOFRx will freeze the following fields of the Non-Secure I/O lines defined in the PIO_MSKRXx:
¢ IFEN: Input Filter Enable

¢ IFSCEN: Input Filter Slow Clock Enable
¢« EVTSEL: Event Selection

For Secure I/O lines, use the FINT bit of the S_PIO_IOFRx and the S_PIO_MSKRXx to freeze the fields above.

When the “Interrupt Freeze” is currently active on an 1/O line, the ICFS flag is set when reading the PIO_CFGRx of the 1/O line (or the
S_PIO_CFGRx if the I/O line is Secure).

Only a hardware reset can release fields listed above.
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35.5.16 Register Write Protection

To prevent any single software error from corrupting PO behavior, certain registers in the address space can be write-protected by setting
bit WPEN in the PIO Write Protection Mode Register (PIO_WPMR) or the Secure PIO Write Protection Mode Register (S_PIO_WPMR).

If a write access to a Non-Secure write-protected register is detected, the WPVS flag in the PIO Write Protection Status Register
(PIO_WPSR) is set and the field WPVSRC indicates the register in which the write access has been attempted.

If a write access to a Secure write-protected register is detected, the WPVS flag in the Secure PIO Write Protection Status Register
(S_PIO_WPSR) is set and the field WPVSRC indicates the register in which the write access has been attempted.

The respective WPVS bit is automatically cleared after reading the PIO_WPSR or S_PIO_WPSR.
The following registers are write-protected when WPEN is set in PIO_WPMR:

¢ PIO Mask Register
¢ PIO Configuration Register

The following registers are write-protected when WPEN is setin S_PIO_WPMR:

¢ Secure PIO Mask Register
¢ Secure PIO Configuration Register
¢ Secure PIO Slow Clock Divider Debouncing Register

35.6 1/O Lines Programming Example

The programming example shown in Table 35-3 is used to obtain the following configurations:

* PIOA Configuration:
- 4-bit output port on Secure I/O lines 0 to 3, open-drain, with pull-up resistor

- Four output signals on Non-Secure I/O lines 4 to 7 (to drive LEDs for example), driven high and low, no pull-up resistor, no pull-
down resistor
- Secure /O lines 16 to 19 assigned to peripheral A functions with pull-up resistor
- Non-Secure I/O lines 20 to 23 assigned to peripheral B functions with pull-down resistor
» PIOB Configuration:
- Four input signals on Secure /O lines 0 to 3 (to read push-button states for example), with pull-up resistors, glitch filters and input
change interrupts

- Four input signals on Non-Secure I/O lines 12 to 15 to read an external device status (polled, thus no input change interrupt), no
pull-up resistor, no glitch filter

- Secure /O lines 16 to 23 assigned to peripheral B functions with pull-down resistor
- Non-Secure I/O lines 24 to 27 assigned to peripheral D with Input Change Interrupt, no pull-up resistor and no pull-down resistor

Table 35-3: Programming Example

Action Register Value to be Written
_ S_PIO_SIOSRO
PIOA: Set I/O lines 0 to 3 and 16 to 19 as Secure 0x000F_000F
(offset 0x1034)
. S_PIO_SIONRO
PIOA: Set I/O lines 4 to 7 and 20 to 23 as Non-Secure 0x00F0_O0O0F0
(offset 0x1030)
S _PIO_MSKRO
0x0000_000F
(offset 0x1000)
PIOA: 4-bit output port on Secure I/O lines 0 to 3, open-drain, with pull-up resistor
S_PIO_CFGRO
0x0000_4300
(offset 0x1004)
PIO_MSKRO
0x0000_00FO0
PIOA: Four output signals on Non-Secure 1/O lines 4 to 7 (to drive LEDs for example), (offset 0x0)
driven high and low, no pull-up resistor, no pull-down resistor PIO_CFGRO
0x0000_0100
(offset 0x4)
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Table 35-3: Programming Example (Continued)

Action Register Value to be Written
S_PIO_MSKRO
0x000F_0000
(offset 0x1000)
PIOA: Secure I/O lines 16 to 19 assigned to peripheral A functions with pull-up resistor
S_PIO_CFGRO
0x0000_0201
(offset 0x1004)
PIO_MSKRO
0x00F0_0000
PIOA: Non-Secure /O lines 20 to 23 assigned to peripheral B functions with pull-down (offset 0x0)
resistor PIO_CFGRO
- 0x0000_0402
(offset 0x4)
. S_PIO_SIOSR1
PIOB: Set I/0O lines 0 to 3 and 16 to 23as Secure 0x00FF_000F
(offset 0x1074)
. S_PIO_SIONR1
PIOB: Set I/O lines 12 to 15 and 24 to 27 as Non-Secure 0xOF00_F000
(offset 0x1070)
S_PIO_MSKR1
0x0000_000F
PIOB: Four input signals on Secure I/O lines 0 to 3 (to read push-button states for (offset 0x1040)
example), with pull-up resistors, glitch filters and interrupts on rising edge S PIO CEGR1
- 0x0100_1200
(offset 0x1044)
PIO_MSKR1
0x0000_F000
PIOB: Four input signals on Non-Secure 1/O line 12 to 15 to read an external device status (offset 0x40)
(polled, thus no input change interrupt), no pull-up resistor, no glitch filter PIO CFGR1
B 0x0100_1200
(offset 0x44)
S_PIO_MSKR1
0xO0FF_0000
) ) ) ) ) ) (offset 0x1040)
PIOB: Secure I/0O lines 16 to 23 assigned to peripheral B functions with pull-down resistor
S_PIO_CFGR1
0x0000_0402
(offset 0x1044)
PIO_MSKR1
0xOF00_0000
PIOB: Non-Secure I/O line 24 to 27 assigned to peripheral D with Input Interrupt on both (offset 0x40)
edges, no pull-up resistor and no pull-down resistor PIO CFGR1
B 0x0200_0004
(offset 0x44)
S_PIO_IER1
0x0000_000F
(offset 0x1060)
PIOB: Enable interrupt
PIO_IER1
- 0xOF00_0000
(offset 0x60)
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35.7 Parallel Input/Output Controller (PIO) User Interface

Each I/O line controlled by the PIO Controller is associated with a bit in each of the PIO Controller User Interface registers. Each register

is 32 bits wide. If a parallel I/O line is not defined, writing to the corresponding bits has no effect. Undefined bits read zero.

Table 35-4: Register Mapping
Offset®)*) Register Name Access Reset
1 *
8’;880 + (io_group * 0x40) + | 55 Mask Register PIO_MSKR Read/Write |  0x00000000
1 *
8?820 + (lo_group * 0x40) + | 55 configuration Register PIO_CFGR Read/Write |  0x00000200
1 *
82820 + (flo_group * 0x40) + PIO Pin Data Status Register PIO_PDSR Read-only @)
1 *
8)’:820 + (lo_group * 0x40) + | 55| ock Status Register PIO_LOCKSR Read-only 0x00000000
1 *
8?280 + (io_group * 0x40) + PIO Set Output Data Register PIO_SODR Write-only -
1 *
8?220 + (io_group * 0x40) + PIO Clear Output Data Register PIO_CODR Write-only -
1 *
8?220 + (lo_group * 0x40) + | 55 tput Data Status Register PIO_ODSR Read/Write |  0x00000000
0x000 + (io_group * 0x40) +
ox1C Reserved - - -
1 *
852)80 + (fo_group * 0x40) + PIO Interrupt Enable Register PIO_IER Write-only -
1 *
8§ggo + (lo_group * 0x40) + | 5,5 | yterrupt Disable Register PIO_IDR Write-only -
1 *
8?220 * (io_group * 0x40) + | o5 |terrupt Mask Register PIO_IMR Read-only 0x00000000
1 *
8§(2)OCO + (lo_group * 0x40) + | 5 Interrupt Status Register?) PIO_ISR Read-only 0x00000000
1 *
0x000 + (io_group * 0x40) + Reserved _ : _
0x30
1 *
0x000 + (io_group * 0x40) + Reserved _ B B
0x34
1 *
0x000 + (io_group * 0x40) + Reserved 3 _ _
0x38
1 *
giggo + (io_group * 0x40) + PIO I/O Freeze Configuration Register PIO_IOFR Write-only -
0x400-0x4FC Reserved - - -
0x500 Reserved - - -
0x5D0 Reserved - - -
0x5D4 Reserved - - -
Ox5E0 PIO Write Protection Mode Register PIO_WPMR Read/Write 0x00000000
Ox5E4 PIO Write Protection Status Register PIO_WPSR Read-only 0x00000000
O0x5E8—0x5FC Reserved - - -
H *
ngf(%) + (lo_group * 0x40) | o0 1re PIO Mask Register S_PIO_MSKR Read/Write |  0x00000000
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Table 35-4: Register Mapping (Continued)
Offset(®®) Register Name Access Reset
1 *
Sxol)?oof + (lo_group * 0x40) | 5 re PIO Configuration Register S_PIO_CFGR Read/Write |  0x00000200
1 *
gxol)?oo: * (io_group * 0x40) | g0 e PIO Pin Data Status Register S_PIO_PDSR Read-only @
1 *
Sxé)?oog + (lo_group * 0x40) | g0ve PIO Lock Status Register S_PIO_LOCKSR | Read-only 0x00000000
1 *
Sxol)?fg + (lo_group * 0x40) Secure PIO Set Output Data Register S_PIO_SODR Write-only -
1 *
?_xol)?l()f + (io_group * 0x40) Secure PIO Clear Output Data Register S _PIO_CODR Write-only -
1 *
%)1((1)20 + (lo_group * 0x40) | g e PIO Output Data Status Register S_PIO_ODSR Read/Write | 0x00000000
1 *
0x1000 + (io_group * 0x40) Reserved _ _ _
+ 0x1C
1 *
2%)?20: + (lo_group * 0x40) Secure PIO Interrupt Enable Register S_PIO_IER Write-only -
1 *
(jxé)?zo f + (lo_group * 0x40) Secure PIO Interrupt Disable Register S_PIO_IDR Write-only -
1 *
ng)?z()é) + (lo_group * 0x40) Secure PIO Interrupt Mask Register S_PIO_IMR Read-only 0x00000000
1 *
ng)?;g + (lo_group * 0x40) | g0 re pIO Interrupt Status Register?) S_PIO_ISR Read-only 0x00000000
1 *
?_Xol)?go(? + (io_group * 0x40) Secure PIO Set I/O Non-Secure Register S_PIO_SIONR Write-only -
1 *
Sxol)?sof + (lo_group * 0x40) | g0 e PIO Set I/0 Secure Register S_PIO_SIOSR Write-only -
1 *
(3x01;)30: + (io_group * 0x40) | g6 PIO 1/O Security Status Register S_PIO_IOSSR Read-only 0x00000000
- . . -
0x1000 + (io_group * 0x40) SeCL_Jre PIO I/O Freeze Configuration S PIO IOFR Write-only _
+ 0x3C Register - =
0x1400-0x14FC Reserved - - -
0x1500 Secure PIO Slow Clock Divider Debouncing | ¢ 1,5 gcopg Read/Write 0x00000000
Register
0x15D0 Reserved - - -
0x15D4 Reserved - - -
0x15E0 Secure PIO Write Protection Mode Register S _PIO_WPMR Read/Write 0x00000000
Ox15E4 Secure P1O Write Protection Status Register | S_PIO_WPSR Read-only 0x00000000
Note 1: Reset value of PIO_PDSR and S_PIO_PDSR depend on the level of the 1/O lines. Reading the 1/O line levels requires the

clock of the P1O Controller to be enabled, otherwise PIO_PDSR reads the levels present on the I/O line at the time the clock

was disabled.

2. PIO_ISR and S_PIO_ISR are reset at 0x0. However, the first read of the register may read a different value as input changes

may have occurred.
3: If an offset is not listed in the table it must be considered as reserved.

Some registers are indexed with “io_group” index ranging from 0 to 3.
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35.7.1 P10 Mask Register

Name: PIO_MSKRx [x=0..3]

Address: 0xFC038000 [0], 0XFC038040 [1], 0XFC038080 [2], 0XFC0380CO [3]
Access: Read/Write

31 30 29 28 27 26 25 24

[ wmsk3ar | wmsk3o | wmsk29 | wmskes | wmskez | wmskee | wmsk2s [ mskoa |
23 22 21 20 19 18 17 16

[ wmsk2s | wmsk22 | wmsk21 | wmsk2o | wmskio | wmskis | wmskiz | wmskie |
15 14 13 12 11 10 9 8

| wmskis | wmskia | wmskiz | wmskiz2 | wmskiz | wmskio | wmske [ wmsks |
7 6 5 4 3 2 1 0

| wmskz7 | wmske | msks | wmska | wmsk3 | wmsk2 | wmski [ wmsko |

This register can only be written if the WPEN bit is cleared in the PIO Write Protection Mode Register.

MSKy: PIO Line y Mask

These bits define the 1/O lines to be configured when writing the PIO Configuration Register.

0 (DISABLED): Writing the PIO_CFGRXx, PIO_ODSRXx or PIO_IOFRx does not affect the corresponding I/O line configuration.
1 (ENABLED): Writing the PIO_CFGRXx, PIO_ODSRx or PIO_IOFRx updates the corresponding I/O line configuration.
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35.7.2 PI1O Configuration Register
Name: PIO_CFGRXx [x=0..3]

Address: O0xFC038004 [0], 0XFC038044 [1], 0xXFC038084 [2], 0XFC0380C4 [3]

Access: Read/Write

31 30 29 28 27 26 25 24

| _ | ICFS | PCFS | _ | | EVTSEL |
23 22 21 20 19 18 17 16

| - | - | - | - | - | - | DRVSTR |
15 14 13 12 11 10 9 8

[ scHmiTT | OPD [ IFscen | IFEN | _ |  PDEN [ PUEN DIR |
7 6 5 4 3 2 1 0

| - | - | - | - | - | FUNC |

This register can only be written if the WPEN bit is cleared in the PIO Write Protection Mode Register.

Writing this register will only affect I/O lines enabled in the PIO_MSKRXx.

FUNC: I/O Line Function

This field defines the function for I/O lines of the 1/O group x according to the PIO Mask Register.

Value Name Description

0 GPIO Select the PIO mode for the selected 1/O lines.

1 PERIPH_A Select the peripheral A for the selected I/O lines.
2 PERIPH_B Select the peripheral B for the selected 1/O lines.
3 PERIPH_C Select the peripheral C for the selected I/O lines.
4 PERIPH_D Select the peripheral D for the selected I/O lines.
5 PERIPH_E Select the peripheral E for the selected I/O lines.
6 PERIPH_F Select the peripheral F for the selected 1/O lines.
7 PERIPH_G Select the peripheral G for the selected I/O lines.

DIR: Direction

This bit defines the direction of the I/O lines of the I/O group x according to the PIO Mask Register.

0 (INPUT): The selected I/O lines are pure inputs.
1 (OUTPUT): The selected I/O lines are enabled in output.

PUEN: Pull-Up Enable

This bit defines the pull-up configuration of the 1/O lines of the I/O group x according to the PIO Mask Register.
0 (DISABLED): Pull-Up is disabled for the selected /O lines.
1 (ENABLED): Pull-Up is enabled for the selected /O lines.

PDEN: Pull-Down Enable

This bit defines the pull-down configuration of the 1/O lines of the 1/O group x according to the PIO Mask Register.
0 (DISABLED): Pull-Down is disabled for the selected I/O lines.

1 (ENABLED): Pull-Down is enabled for the selected 1/O lines only if PUEN is 01,
Note 1: PDEN can be written to 1 only if PUEN is written to O.

IFEN: Input Filter Enable

This bit defines if the glitch filtering is used for the I/O lines of the 1/0 group x according to the PIO Mask Register.
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0 (DISABLED): The input filter is disabled for the selected 1/O lines.
1 (ENABLED): The input filter is enabled for the selected 1/O lines.

IFSCEN: Input Filter Slow Clock Enable
This bit defines the clock source of the glitch filtering for the 1/0 lines of the I/O group x according to the PIO Mask Register.

0 (DISABLED): The glitch filter is able to filter glitches with a duration < t,.,/2 for the selected /O lines.
1 (ENABLED): The debouncing filter is able to filter pulses with a duration < tg;, gck/2 for the selected I/O lines.

OPD: Open-Drain

This bit defines the open drain configuration of the 1/0O lines of the I/O group x according to the PIO Mask Register.

0 (DISABLED): The open-drain is disabled for the selected I/O lines. I/O lines are driven at high- and low-level.

1 (ENABLED): The open-drain is enabled for the selected /O lines. 1/O lines are driven at low-level only.

SCHMITT: Schmitt Trigger

This bit defines the Schmitt trigger configuration of the 1/O lines of the 1/0O group x according to the PIO Mask Register.
0 (ENABLED): Schmitt trigger is enabled for the selected /O lines.
1 (DISABLED): Schmitt trigger is disabled for the selected /O lines.

DRVSTR: Drive Strength

This field defines the drive strength of the 1/O lines of the I/O group x according to the PIO Mask Register.

Value Name Description
0 LO Low drive
1 LO Low drive
2 ME Medium drive
3 HI High drive

EVTSEL: Event Selection

This field defines the type of event to detect on the 1/O lines of the 1/O group x according to the PIO Mask Register.

Value Name Description
0 FALLING Event detection on input falling edge
1 RISING Event detection on input rising edge
2 BOTH Event detection on input both edge
3 LOW Event detection on low level input
4 HIGH Event detection on high level input
5 - Reserved
6 - Reserved
7 - Reserved

PCFS: Physical Configuration Freeze Status (read-only)

This bit gives information about the freeze state of the following fields of the read I/O line configuration:

» FUNC: I/O Line Function
» DIR: Direction

PUEN: Pull-Up Enable
PDEN: Pull-Down Enable
* OPD: Open-Drain
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e SCHMITT: Schmitt Trigger
* DRVSTR: Drive Strength
0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.

1 (FROZEN): The fields are frozen and cannot be written for this I/O line. Only a hardware reset can release these fields.

ICFS: Interrupt Configuration Freeze Status (read-only)

This bit gives information about the freeze state of the following fields of the read I/O line configuration:
* IFEN: Input Filter Enable
» IFSCEN: Input Filter Slow Clock Enable
* EVTSEL: Event Selection

0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.

1 (FROZEN): The fields are frozen and cannot be written for this I/O line. Only a hardware reset can release these fields.

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 449



SAMASD27C AUTO

35.7.3 P10 Pin Data Status Register

Name: PIO_PDSRx [x=0..3]

Address: 0xFC038008 [0], 0XFC038048 [1], 0XFC038088 [2], 0XFC0380C8 [3]
Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0O—P31: Input Data Status
0: The I/O line of the 1/O group x is at level 0.
1: The I/O line of the I/O group x is at level 1.

DS60001532A-page 450 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

35.7.4 PIO Lock Status Register
Name: PIO_LOCKSRXx [x=0..3]

Address: O0xFC03800C [0], 0XFC03804C [1], 0XFC03808C [2], 0XFC0380CC [3]

Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

PO-P31: Lock Status

0: The 1/O line of the 1/O group x is not locked.

1: The I/O line of the I/O group x is locked.
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35.7.5 P10 Set Output Data Register

Name: PIO_SODRXx [x=0..3]

Address: 0xFC038010 [0], 0XFC038050 [1], 0XFC038090 [2], 0XFC0380DO0 [3]
Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0—-P31: Set Output Data
0: No effect.
1: Sets the data to be driven on the 1/O line of 1/O group x.
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35.7.6 P10 Clear Output Data Register
Name: PIO_CODRXx [x=0..3]

Address: O0xFC038014 [0], 0XFC038054 [1], 0xXFC038094 [2], 0XFC0380D4 [3]

Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

P0-P31: Clear Output Data
0: No effect.

1: Clears the data to be driven on the I/O line of the I/O group x.
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35.7.7 P10 Output Data Status Register

Name: PIO_ODSRx [x=0..3]

Address: 0xFC038018 [0], 0XFC038058 [1], 0XFC038098 [2], 0XFC0380D8 [3]
Access: Read/Write

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

Writing this register will only affect I/O lines enabled in the PIO_MSKRx.

P0—P31: Output Data Status
0: The data to be driven on the I/O line of the I/O group x is 0.
1: The data to be driven on the 1/O line of the 1/O group x is 1.
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35.7.8 P1O Interrupt Enable Register

Name: PIO_IERXx [x=0..3]

Address: 0xFC038020 [0], 0XFC038060 [1], 0XFCO380A0 [2], 0XFCO380EO [3]

Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

PO-P31: Input Change Interrupt Enable

0: No effect.

1: Enables the Input Change interrupt on the 1/O line of the I/O group x.

© 2018 Microchip Technology Inc.

Datasheet

DS60001532A-page 455



SAMASD27C AUTO

35.7.9 PIO Interrupt Disable Register

Name: PIO_IDRx [x=0..3]

Address: 0xFC038024 [0], 0XFC038064 [1], 0OXFC0380A4 [2], 0OXFCO380E4 [3]
Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0O-P31: Input Change Interrupt Disable
0: No effect.
1: Disables the Input Change interrupt on the 1/O line of the I/O group Xx.

DS60001532A-page 456 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

35.7.10 PIO Interrupt Mask Register

Name: PIO_IMRXx [x=0..3]

Address: O0xFC038028 [0], 0XFC038068 [1], 0XFCO380A8 [2], 0OXFCO380ES [3]

Access: Read-only
31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

PO-P31: Input Change Interrupt Mask
0: Input Change interrupt is disabled on the 1/O line of the 1/O group x.
1: Input Change interrupt is enabled on the 1/O line of the 1/O group x.
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35.7.11 PIO Interrupt Status Register

Name: PIO_ISRx [x=0..3]

Address: 0xFC03802C [0], 0XFC03806C [1], 0OXFCO380AC [2], OXFCO380EC [3]
Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0O-P31: Input Change Interrupt Status
0: No Input Change has been detected on the 1/O line of the 1/0 group x since PIO_ISRx was last read or since reset.
1: At least one Input Change has been detected on the 1/O line of the I/O group since PIO_ISRx was last read or since reset.
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35.7.12 PIO I/O Freeze Configuration Register

Name: PIO_IOFRx [x=0..3]

Address: 0xFC03803C [0], 0XFC03807C [1], 0OXFC0O380BC [2], 0xFCO380FC [3]
Access:  Write-only

31 30 29 28 27 26 25 24

| FRZKEY |
23 22 21 20 19 18 17 16

| FRZKEY |
15 14 13 12 1 10 9 8

| FRZKEY |
7 6 5 4 3 2 1 0

| - — — - - — FINT FPHY |

Writing this register will only affect I/O lines enabled in the PIO_MSKRx.

FPHY: Freeze Physical Configuration
0: No effect.
1: Freezes the following configuration fields of Non-Secure 1/O lines if FRZKEY corresponds to 0x494F46 (“IOF” in ASCII):

FUNC: 1/O Line Function
DIR: Direction

PUEN: Pull-Up Enable
PDEN: Pull-Down Enable
OPD: Open-Drain
SCHMITT: Schmitt Trigger
DRVSTR: Drive Strength

Only a hardware reset can reset the FPHY bit.

FINT: Freeze Interrupt Configuration
0: No effect.
1: Freezes the following configuration fields of Non-Secure I/O lines if FRZKEY corresponds to 0x494F46 (“IOF” in ASCII):

IFEN: Input Filter Enable
IFSCEN: Input Filter Slow Clock Enable
EVTSEL: Event Selection

Only a hardware reset can reset the FINT bit.

FRZKEY: Freeze Key

Value Name Description

0x494F46 PASSWD Writing any other value in this field aborts the write operation of the WPEN bit.
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35.7.13 PIO Write Protection Mode Register

Name: PIO_WPMR

Address: 0xFCO0385E0

Access: Read/Write

31 30 29 28 27 26 25 24
| WPKEY
23 22 21 20 19 18 17 16
| WPKEY
15 14 13 12 11 10 9 8
| WPKEY
7 6 5 4 3 2 1 0
| — — - — | — — - WPEN

WPEN: Write Protection Enable

0: Disables the write protection if WPKEY corresponds to 0x50494F (“PIO” in ASCII).
1: Enables the write protection if WPKEY corresponds to 0x50494F (“P1O” in ASCII).
See Section 35.5.16 “Register Write Protection” for the list of registers that can be protected.

WPKEY: Write Protection Key

Value Name Description
OX50494F PASSWD \(/)Vrmng any other value in this field aborts the write operation of the WPEN bit. Always reads as
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35.7.14 PIO Write Protection Status Register

Name: PIO_WPSR

Address: 0xFCO0385E4

Access: Read-only
31 30 29 28 27 26 25 24

I - - - - - - ]
23 22 21 20 19 18 17 16

| WPVSRC |
15 14 13 12 1 10 9 8

| WPVSRC |
7 6 5 4 3 2 1 0

| — — — — — — — wpvs |

WPVS: Write Protection Violation Status

0: No write protection violation has occurred since the last read of the PIO_WPSR.

1: A write protection violation has occurred since the last read of the PIO_WPSR. If this violation is an unauthorized attempt to write a

protected register, the associated violation is reported into field WPVSRC.

WPVSRC: Write Protection Violation Source

When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.
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35.7.15 Secure PIO Mask Register

Name: S_PIO_MSKRXx [x=0..3]

Address: 0xFC039000 [0], 0XFC039040 [1], 0XFC039080 [2], 0XFC0390CO0 [3]
Access: Read/Write

31 30 29 28 27 26 25 24

[ wmsk3ar | wmsk3o | wmsk29 | wmskes | wmskez | wmskee | wmsk2s [ mskoa |
23 22 21 20 19 18 17 16

[ wmsk2s | wmsk22 | wmsk21 | wmsk2o | wmskio | wmskis | wmskiz | wmskie |
15 14 13 12 11 10 9 8

| wmskis | wmskia | wmskiz | wmskiz2 | wmskiz | wmskio | wmske [ wmsks |
7 6 5 4 3 2 1 0

| wmskz7 | wmske | msks | wmska | wmsk3 | wmsk2 | wmski [ wmsko |

This register can only be written if the WPEN bit is cleared in the Secure PIO Write Protection Mode Register.

MSKy: PIO Line y Mask

These bits define the 1/O lines to be configured when writing the Secure PIO Configuration Register.

O (DISABLED): Writing the S_PIO_CFGRx, S_PIO_ODSRx or S_PIO_IOFRx does not affect the corresponding I/O line configuration.
1 (ENABLED): Writing the S_PIO_CFGRx, S_PIO_ODSRx or S_PIO_IOFRX updates the corresponding I/O line configuration.
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35.7.16 Secure PIO Configuration Register

Name: S_PIO_CFGRXx [x=0..3]

Address: 0xFC039004 [0], 0XFC039044 [1], 0XFC039084 [2], 0XFC0390C4 [3]
Access: Read/Write

31 30 29 28 27 26 25 24

| _ | ICFS | PCFS | _ | | EVTSEL |
23 22 21 20 19 18 17 16

| - | - | - | - | - | - | DRVSTR |
15 14 13 12 11 10 9 8

[ scHmiTT | OPD [ IFscen | IFEN | _ |  PDEN [ PUEN DIR |
7 6 5 4 3 2 1 0

| - | - | - | - | - | FUNC |

This register can only be written if the WPEN bit is cleared in the Secure PIO Write Protection Mode Register.
Writing this register will only affect I/O lines enabled in the S_PIO_MSKRXx.

FUNC: I/O Line Function
This field defines the function for 1/O lines of the I/O group x according to the Secure PIO Mask Register.

Value Name Description

0 GPIO Select the PIO mode for the selected 1/O lines.

1 PERIPH_A Select the peripheral A for the selected I/O lines.
2 PERIPH_B Select the peripheral B for the selected 1/O lines.
3 PERIPH_C Select the peripheral C for the selected I/O lines.
4 PERIPH_D Select the peripheral D for the selected I/O lines.
5 PERIPH_E Select the peripheral E for the selected I/O lines.
6 PERIPH_F Select the peripheral F for the selected 1/O lines.
7 PERIPH_G Select the peripheral G for the selected I/O lines.

DIR: Direction

This bit defines the direction of the I/O lines of the I/O group x according to the Secure PIO Mask Register.
0 (INPUT): The selected I/O lines are pure inputs.
1 (OUTPUT): The selected I/O lines are enabled in output.

PUEN: Pull-Up Enable

This bit defines the pull-up configuration of the 1/O lines of the I/O group x according to the Secure PIO Mask Register.
0 (DISABLED): Pull-Up is disabled for the selected /O lines.

1 (ENABLED): Pull-Up is enabled for the selected /O lines.

PDEN: Pull-Down Enable
This bit defines the pull-down configuration of the 1/O lines of the 1/O group x according to the Secure PIO Mask Register.
0 (DISABLED): Pull-Down is disabled for the selected I/O lines.
1 (ENABLED): Pull-Down is enabled for the selected 1/O lines only if PUEN is 0.
Note 1: PDEN can be written to 1 only if PUEN is written to O.

IFEN: Input Filter Enable
This bit defines if the glitch filtering is used for the I/O lines of the 1/0O group x according to the Secure PIO Mask Register.
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0 (DISABLED): The input filter is disabled for the selected 1/O lines.
1 (ENABLED): The input filter is enabled for the selected 1/O lines.

IFSCEN: Input Filter Slow Clock Enable

This bit defines the clock source of the glitch filtering for the 1/0 lines of the I/O group x according to the Secure PIO Mask Register.
0: The glitch filter is able to filter glitches with a duration < t,,¢/2 for the selected 1/O lines.

1: The debouncing filter is able to filter pulses with a duration < ty, gick/2 for the selected I/O lines.

OPD: Open-Drain

This bit defines the open drain configuration of the 1/0O lines of the I/O group x according to the Secure PIO Mask Register.

0 (DISABLED): The open-drain is disabled for the selected I/O lines. I/O lines are driven at high- and low-level.
1 (ENABLED): The open-drain is enabled for the selected /O lines. 1/O lines are driven at low-level only.

SCHMITT: Schmitt Trigger

This bit defines the Schmitt trigger configuration of the 1/O lines of the 1/0O group x according to the Secure PIO Mask Register.
0 (ENABLED): Schmitt trigger is enabled for the selected /O lines.

1 (DISABLED): Schmitt trigger is disabled for the selected 1/O lines.

DRVSTR: Drive Strength
This field defines the drive strength of the I/O lines of the I/O group x according to the Secure PIO Mask Register.

Value Name Description
0 LO Low drive
1 LO Low drive
2 ME Medium drive
3 HI High drive

EVTSEL: Event Selection
This field defines the type of event to detect on the I/O lines of the 1/O group x according to the Secure PIO Mask Register.

Value Name Description
0 FALLING Event detection on input falling edge
1 RISING Event detection on input rising edge
2 BOTH Event detection on input both edge
3 LOW Event detection on low level input
4 HIGH Event detection on high level input
5 - Reserved
6 - Reserved
7 - Reserved

PCFS: Physical Configuration Freeze Status (read-only)

This bit gives information about the freeze state of the following fields of the read I/O line configuration:
* FUNC: I/O Line Function
» DIR: Direction

PUEN: Pull-Up Enable

PDEN: Pull-Down Enable

* OPD: Open-Drain
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e SCHMITT: Schmitt Trigger
* DRVSTR: Drive Strength
0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.

1 (FROZEN): The fields are frozen and cannot be written for this I/O line. Only a hardware reset can release these fields.

ICFS: Interrupt Configuration Freeze Status (read-only)

This bit gives information about the freeze state of the following fields of the read I/O line configuration:
* IFEN: Input Filter Enable
» IFSCEN: Input Filter Slow Clock Enable
* EVTSEL: Event Selection

0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.

1 (FROZEN): The fields are frozen and cannot be written for this I/O line. Only a hardware reset can release these fields.
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35.7.17 Secure PIO Pin Data Status Register

Name: S _PIO_PDSRXx [x=0..3]

Address: 0xFC039008 [0], 0XFC039048 [1], 0XFC039088 [2], 0XFC0390C8 [3]
Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0O—P31: Input Data Status
0: The I/O line of the 1/O group x is at level 0.
1: The I/O line of the I/O group x is at level 1.
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35.7.18 Secure PIO Lock Status Register
Name: S_PIO_LOCKSRXx [x=0..3]

Address: 0xFC03900C [0], 0XFC03904C [1], 0XFC03908C [2], 0XFC0390CC [3]

Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

PO-P31: Lock Status

0: The 1/O line of the 1/O group x is not locked.

1: The I/O line of the I/O group x is locked.
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35.7.19 Secure PIO Set Output Data Register

Name: S_PIO_SODRXx [x=0..3]

Address: 0xFC039010 [0], 0XFC039050 [1], 0XFC039090 [2], 0XFC0390DO0 [3]
Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0—-P31: Set Output Data
0: No effect.
1: Sets the data to be driven on the 1/O line of 1/O group x.
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35.7.20 Secure PIO Clear Output Data Register

Name: S_PIO_CODRXx [x=0..3]

Address: 0xFC039014 [0], 0XFC039054 [1], 0xXFC039094 [2], 0XFC0390D4 [3]

Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

P0-P31: Clear Output Data
0: No effect.

1: Clears the data to be driven on the I/O line of the I/O group x.
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35.7.21 Secure PIO Output Data Status Register

Name: S_PIO_ODSRXx [x=0..3]

Address: 0xFC039018 [0], 0XFC039058 [1], 0XFC039098 [2], 0XFC0390D8 [3]
Access: Read/Write

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

Writing this register will only affect I/O lines enabled in the S_PIO_MSKRXx.

P0—P31: Output Data Status
0: The data to be driven on the I/O line of the I/O group x is 0.
1: The data to be driven on the 1/O line of the 1/O group x is 1.
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35.7.22 Secure PIO Interrupt Enable Register

Name: S_PIO_IERx [x=0..3]

Address: 0xFC039020 [0], 0XFC039060 [1], 0XFCO390A0 [2], 0XFCO390EO [3]

Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

PO-P31: Input Change Interrupt Enable

0: No effect.

1: Enables the Input Change interrupt on the 1/O line of the I/O group x.
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35.7.23 Secure PIO Interrupt Disable Register

Name: S_PIO_IDRx [x=0..3]

Address: 0xFC039024 [0], 0XFC039064 [1], 0OXFC0390A4 [2], 0OXFCO390E4 [3]
Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0O-P31: Input Change Interrupt Disable
0: No effect.
1: Disables the Input Change interrupt on the 1/O line of the I/O group Xx.
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35.7.24 Secure PIO Interrupt Mask Register

Name: S_PIO_IMRXx [x=0..3]

Address: 0xFC039028 [0], 0XFC039068 [1], 0XFCO390A8 [2], 0XFCO390ES [3]

Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 P4 P3 P2 P1 | PO |

PO-P31: Input Change Interrupt Mask

0: Input Change interrupt is disabled on the 1/O line of the 1/O group x.
1: Input Change interrupt is enabled on the 1/O line of the 1/O group x.

© 2018 Microchip Technology Inc.
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35.7.25 Secure PIO Interrupt Status Register

Name: S_PIO_ISRx [x=0..3]

Address: 0xFC03902C [0], 0XFC03906C [1], 0OXFCO390AC [2], OXFCO390EC [3]
Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0O-P31: Input Change Interrupt Status
0: No Input Change has been detected on the 1/O line of the I/0 group x since S_PIO_ISRx was last read or since reset.
1: At least one Input Change has been detected on the 1/O line of the 1/0 group since S_PIO_ISRx was last read or since reset.
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35.7.26 Secure PIO Set I/0O Non-Secure Register
Name: S_PIO_SIONRX [x=0..3]

Address: 0xFC039030 [0], 0XFC039070 [1], 0XFCO390B0 [2], 0XFCO390FO0 [3]

Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 P3 P2 P1 | PO |

P0-P31: Set I/O Non-Secure
0: No effect.
1: Set the I/O line of the I/O group x in Non-Secure mode.
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35.7.27 Secure PIO Set I/O Secure Register

Name: S_PIO_SIOSRXx [x=0..3]

Address: 0xFC039034 [0], 0XFC039074 [1], 0OXFC0390B4 [2], OXFC0O390F4 [3]
Access:  Write-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 | P18 | P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 | P10 | P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 | P2 | P1 | PO |

P0O-P31: Set I/O Secure
0: No effect.
1: Set the I/O line of the I/O group x in Secure mode.
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35.7.28 Secure PIO I/O Security Status Register

Name: S_PIO_IOSSRx [x=0..3]

Address: 0xFC039038 [0], 0XFC039078 [1], 0OXFC0390B8 [2], 0XFCO390F8 [3]
Access: Read-only

31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 P26 P25 | P24 |
23 22 21 20 19 18 17 16

| P23 | P22 | P21 | P20 | P19 P18 P17 | P16 |
15 14 13 12 11 10 9 8

| P15 | P14 | P13 | P12 | P11 P10 P9 | P8 |
7 6 5 4 3 2 1 0

| P7 | P6 | P5 | P4 | P3 P2 P1 | PO |

P0O-P31: I/O Security Status
0 (SECURE): The I/O line of the I/O group x is in Secure mode.
1 (NON_SECURE): The I/O line of the I/O group x is in Non-Secure mode.
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35.7.29 Secure PIO I/O Freeze Configuration Register

Name: S_PIO_IOFRx [x=0..3]

Address: 0xFC03903C [0], 0XFC03907C [1], 0OXFC0O390BC [2], 0XFCO390FC [3]
Access:  Write-only

31 30 29 28 27 26 25 24
| FRZKEY |
23 22 21 20 19 18 17 16
| FRZKEY |
15 14 13 12 1 10 9 8
| FRZKEY |
7 6 5 4 3 2 1 0
| - — — - - — FINT FPHY |

Writing this register will only affect I/O lines enabled in the S_PIO_MSKRXx.

FPHY: Freeze Physical Configuration
0: No effect.
1: Freezes the following configuration fields of Secure 1/O lines if FRZKEY corresponds to 0x494F46 (“IOF” in ASCII):
* FUNC: I/O Line Function
* DIR: Direction
« PUEN: Pull-Up Enable
* PDEN: Pull-Down Enable
» OPD: Open-Drain
e SCHMITT: Schmitt Trigger
* DRVSTR: Drive Strength
Only a hardware reset can reset the FPHY bit.
FINT: Freeze Interrupt Configuration
0: No effect.
1: Freezes the following configuration fields of Secure I/O lines if FRZKEY corresponds to 0x494F46 (“IOF” in ASCII):
 IFEN: Input Filter Enable
» IFSCEN: Input Filter Slow Clock Enable
* EVTSEL: Event Selection

Only a hardware reset can reset the FINT bit.

FRZKEY: Freeze Key

Value Name Description

0x494F46 PASSWD Writing any other value in this field aborts the write operation of the WPEN bit.
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35.7.30 Secure PIO Slow Clock Divider Debouncing Register

Name: S PIO_SCDR

Address: 0xFC039500

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

I - I - I DIV |
7 6 5 4 3 2 1 0

DIV |

This register can only be written if the WPEN bit is cleared in the Secure PIO Write Protection Mode Register.

DIV: Slow Clock Divider Selection for Debouncing
taiv_sick = (DIV + 1) X 2) X tg)c
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35.7.31 Secure PIO Write Protection Mode Register
Name: S PIO_WPMR
Address: OxFCO0395E0
Access: Read/Write

31 30 29 28 27 26 25 24
| WPKEY
23 22 21 20 19 18 17 16
| WPKEY
15 14 13 12 11 10 9 8
| WPKEY
7 6 5 4 3 2 1 0
| — — - — | — — - WPEN

WPEN: Write Protection Enable
0: Disables the write protection if WPKEY corresponds to 0x50494F (“PIO” in ASCII).
1: Enables the write protection if WPKEY corresponds to 0x50494F (“PIO” in ASCII).

See Section 35.5.16 “Register Write Protection” for the list of registers that can be protected.

WPKEY: Write Protection Key

Value

Name

Description

0x50494F

PASSWD

Writing any other value in this field aborts the write operation of the WPEN bit. Always reads as 0.
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35.7.32 Secure PIO Write Protection Status Register

Name: S PIO_WPSR

Address: OxFC0395E4

Access: Read-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16

| WPVSRC |
15 14 13 12 1 10 9 8

| WPVSRC |
7 6 5 4 3 2 1 0

| — — - - — — - WPVS |

WPVS: Write Protection Violation Status

0: No write protection violation has occurred since the last read of the S_PIO_WPSR.

1: A write protection violation has occurred since the last read of the S_PIO_WPSR. If this violation is an unauthorized attempt to write a

protected register, the associated violation is reported into field WPVSRC.

WPVSRC: Write Protection Violation Source

When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.

© 2018 Microchip Technology Inc.
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36. External Memories

The product features:

¢ Multiport DDR-SDRAM Controller (MPDDRC)
« External Bus Interface (EBI) that embeds a NAND Flash controller and a Static Memory Controller (HSMC)

Figure 36-1: External Memory Controllers
MPDDRC
»| Port7 DDR2
. DDR3
’ « , DDR3L
»| Port 2 < > LPDDR1
> »| Portl LPDDR2-S4
k= LPDDR3
TrustZone E +AESB Port 0
Secure Bus Matrix @
(8]
o EBI
NAND Flash || - NAND Flash
Controller ||~ 4 Device
Static Memory]| .| Static Memory
Controller || g Device

e The MPDDRC is a multiport DDRSDR controller supporting DDR2, DDR3, DDR3L, LPDDR1, LPDDR2-S4 and LPDDRS3 devices.
The MPDDRC user interface is located at 0XFOOOCO000. All the paths can be scrambled and Port O can be connected to an AES
encryption/decryption engine.

¢ The HSMC supports Static Memories and MLC/SLC NAND Flash. It embeds MultiBit ECC correction (PMECC). Its user interface is
located at 0xF8014000. The HSMC buses can be scrambled.

36.1 Multiport DDR-SDRAM Controller (MPDDRC)

36.1.1 Description

The MPDDRC is an 8-port memory controller supporting DDR-SDRAM and low-power DDR devices. Data transfers are performed through
a 16/32-bit data bus on one chip select. The controller operates with a 1.8V power supply for DDR2, DDR3, LPDDR1, 1.35V for DDR3L
and 1.2V for LPDDR2, LPDDRS3.

For full details, refer to Section 37. “Multiport DDR-SDRAM Controller (MPDDRC)".
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36.1.2 MPDDR Controller Block Diagram

Figure 36-2: MPDDRC Block Diagram

Bus Matrix

A

v

Address Decoders

AHB 4‘_

MPDDRC

DDR2

' DDR3
DDR3L

LPDDR1
LPDDR2-S4
LPDDR3
Controller

Note: For more details, refer to Section 9.2.4 "DDR and SDMMC |/Os Calibration”.

A4

A

User Interface

A

< >

DDR_A[13:0]
DDR_D[31:0]
DDR_CS

DDR_CKE
DDR_RAS, DDR_CAS
DDR_CLK,DDR_CLKN
DDR_DQSI[3:0]
DDR_DQSN[3:0]
DDR_DQM[3:0]
DDR_WE
DDR_BA[2:0]
DDR_CAL®
DDR_RESETN

DDR_VREF
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36.1.3 I/O Lines Description

Table 36-1: DDR/LPDDR /O Lines Description

Name Function Type Active Level
DDR/LPDDR Controller
VDDIODDR Power Supply of memory interface Power -
DDR_VREF Reference Voltage Input -
DDR_CAL Calibration reference Input -
DDR_D[31:0] Data Bus 1/0 -
DDR_A[13:0] Address Bus Output -
DDR_DQM[3:0] Data Mask Output -
DDR_DQS[3:0] Data Strobe 1/0 -
DDR_DQSN[3:0] Negative Data Strobe 1/0 -
DDR_CS Chip Select Output Low
DDR_RESETN DDR3 Active Low Asynchronous Reset Output Low
DDR_CLK, DDR_CLKN Differential Clock Output -
DDR_CKE Clock enable Output High
DDR_RAS Row signal Output Low
DDR_CAS Column signal Output Low
DDR_WE Write enable Output Low
DDR_BA[2:0] Bank Select Output -
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36.1.4

Product Dependencies

The pins used for interfacing the DDR/LPDDR memories are not multiplexed with the PIO lines.

The table below gives the connections to the various memory types.

Table 36-2: I/0 Lines Usage vs Operating Modes
Signal Name DDR2 DDR3 DDR3L LPDDR1 LPDDR2/LPDDR3
DDR_VREF VDDIODDR/2 VDDIODDR/2 VDDIODDR/2 VDDIODDR/2 VDDIODDR/2
DDR_CAL GND via 21KQ GND via 22KQ GND via 23KQ GND via 21KQ GND via 24KQ
DDR_CK, DDR_CLKN CLK, CLKN CLK, CLKN CLK, CLKN CLK, CLKN CLK, CLKN
DDR_CKE CLKE CLKE CLKE CLKE CLKE
DDR_CS CS CS CS CS CS
DDR_RESETN Not connected DDR_RESETN DDR_RESETN Not connected Not connected
DDR_BA[2:0] BA[2:0] BA[2:0] BA[2:0] BA[1:0] Not connected
DDR_WE WE WE WE WE CA2
DDR_RAS, DDR_CAS RAS, CAS RAS, CAS RAS, CAS RAS, CAS CAOQ, CA1
DDR_A[13:0] A[13:0] A[13:0] A[13:0] A[13:0] CAX, with x > 2
DDR_D[31:0] D[31:0] D[31:0] D[31:0] D[31:0] D[31:0]
DDR_DQSJ[3:0], LDQS,UDQS DQS[3:0] DQS[3:0] DQS[3:0], DQS[3:0]
DDR_DQSNJ[3:0] DDR_VREF DQSNI[3:0] DQSNI[3:0] DDR_VREF DQSNI[3:0]
DDR_DQM][3:0] UDM, LDM DQM[3:0] DQM[3:0] DQM[3:0] DQM[3:0]
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36.1.5

The following hardware configurations are given for illustration only. The user should refer to the memory manufacturer website to check
current device availability.

Implementation Example

36.1.5.1 16-bit DDR2
Figure 36-3: 16-bit DDR2 Hardware Configuration
VDDIODDR
u2BE 2oB5BR0 63
DDR A0 M8 58838 6888885889 G8 DDR DO
DDR_A1 M3 1| A0 g9gg9e 99490929248 DQO 53 DDR D1
DDR_A2 M7 )| Al >>555555>0 bat 7 DDR D2
DDR_A3 N2 | A2 DQ2 "py3 DDR D3
DDR_A4 Ng | A3 DQ3 [y DDR D4
DDR_A5 N3 | Ad DQ4 g DDR_D5
DDR_A6 N7 | AS DQS5 ¢y DDR_D6
DDR_A7 p2 1| A6 DQ6 ["Fg DDR D7
DDR_A8 pg 1| A7 DQ7 "cg DDR D8
DDR_A9 p3 | A8 D@8 m&3 DDR_D9
DDR_A10___M2 | A9 DQ9 p7 DDR_D10
DDR_A11 p7 | A10 DQ10 p3 DDR D11
DDR A12 R2 | A1 DQ11 by DDR D12
DDR_A13___Rs | Al2 DQ12 pg DDR D13
A13 DQ13 gy DDR D14
DQ14 "gg DDR D15
DDR_BAO ) ba1s
DDR_BA1 3 gﬁ? Loas |-F7 DDR_DQS0
DDR_BA2 Lty B2 £DaS [Es DDR_DQSNO
DDR_CS L8| B7 DDR_DQS1
DDR RAS K7 &5 upas Fag DDR_DQSNT
DDR CAS __L7| RAS ubas
DDR WE K34 EAS
WE B3 DDR_DQM1
DDR_CK J8 UDM (3 DDR_DQMO
DDR CLRN ke <K LbM™
DDR CKE K2’ K.
\H o-0R K93 opT NC_A2 [p2—
52 NC_E2 R3¢
J7¥ VREF RFUR3 FR7—<
i | 71 vsspL RFUR7 [
VDDIODDR VDDL °
TANMTOHNONDOD
100nF P B ) [eYeJeXe e eRe e e Ko
NNV NY NDNDNDNDNDNNNNW
100nF NDOOOHY NDONDHDDOLNDOHONOY
l 22222 2222222222
= 2RBzR ZREBEERTRE|  MT47H128M16RT-25E:C

VDDIODDR  10uH_150mA

DDR_CK+ E
470F o
. 1 1R 1%

o
100nF 22K 1%

DDR_VREF

DNP(100R 1%)
L22K1%

——i—

DDR_CK- 4.7uF 100nF
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36.1.5.2 2x16-bit DDR2

Figure 36-4: 2x16-bit DDR2 Hardware Configuration
DDR_D[0.31] <>
RO i S — R
DDR_A[0-13] DDR_A M8 G8 DDR_D16
DDR_AQ M8 G8 DDR_DO DDR_A 3% A0 ppr2spram DQ0 G3 DDR_D17
DDR A1 M3 A0 DpDR2sDRAM DQO0 &3 DDR D DDR_A: 7 A wrarneamtenr S [CHT DDR D18
T A DQ1 A2 DQ2 =
DDR_A2 M7 MTATHEAMAGHR H7 DDR_D DDR_A H3 DDR_D19
DDR A3 7| A2 DQ2 "p3 DDR D DDR A4 A3 DQ3 g DDR D
DDR_A4 A3 DQ3 M DDR_D4 DDR_A5 M DQ4 I"pg DDR_D.
DDR A5 A4 DQ4 "Hg DDR D5 DDR A6 AS DQs DDR D
DDR_A6 A5 DQ5 IMFy DDR_D DDR_A7 P2 )| A8 DQ6 I, DDR_D.
DDR_A7 AB DQ6 Fg DDR D7 DDR_A8 AT DQ7 ¢ DDR
DDR_A P&}l A7 a7 Ic DDR D DDR_A P3 )| A8 bes e DDR
DDR A Q8 ¢ DDR D DDR_A10 Q9 "5 DDR
A A9 DQ9 A10 DQ10 A
DDR_A10 Wi D DDR_D10 DDR A P D DDR
= =) A10 DQ10 A1 DQt1 L
DDR_AT1 P D. DDR D DDR A R2 D DDR
L A11 DQ11 A12 DQ12 =
DDR_A12 R2 D DDR D DDR A R8 D DDR
DDR A13 R8 | A12 DQ12 I DDR D A3 D13 g DDR
A3 Da13 75 DDR D DDR_BAO L2 DQ14 I"gg DDR
DDR_BA0 L2 DQ14 5 DDR D15 DDR BAT 131 BAO bats
DDR BAT 13| BAO ba1s DDR BA2 L1 BA1 VDDIODDR
DDR BA2 L1 BA1 VDDIODDR VDDIODDR —— | BA2 A1 -
T 100nF
BA2 Al DNP(1K) K9 VDD [y ol
VDDIODDR K9 VDD [ +f}— 1000 A obT VDD 5 5 100nF
DNP(1K) obT VDD 55 < 100nF R VDD g +| ¢ 100nF
VDD [Hyg < |—¢ 100nF . VDD gy - 100nF
O0R VDD Ry - 100nF - DDR_CKE K2 VDD +{ | 100nF
= DDR_CKE K2 VDD < ¢ 100nF — % CKE " I
CKE " M TonE DDR CK 5 VDDL o 100nF
DDR_CK Js vbDL <l " DDR_CLKN Ke | SK A
DR CLKN e | OK A —R 5 ok vDDQ g 5 100nF
CK vDDQ [~ = 100nF VDDQ [ - }—4 100nF
vDDQ & < |— 100nF DOR CS 6l vDDQ [ 4 100nF
DDR CS | VvDDQ (& 5 100nF —==——=°1Cs VDDQ |5 < F—¢ 100nF
cs VDDQ [ < |—# 100nF vDDQ &5 4 100nF
VvDDQ g T ]gggi DDR_CAS L7 | cas vDDQ 5 oI ]gggi
DDR CAS 7| vbDQ s DDR RAS K7 | CA vbDQ "G5 g
CAS vVDDQ 100nF —=n"s B RAS vDDQ | 100nF
DDR _RAS K7 | CAS G s G7 g
RAS vDDQ < |—$ 100nF vDDQ - 100nF
100nF —DDRWE K3 e G9 [ 100nF
DDR_WE K3 | oo vDbDQ ["Gg LTI S WE vDDQ s
WE vbbQ <| [ toon! J2__DDR VREF
J2__DDR VREF = DDR_DQS3 B7 VREF
DDR_DQS1 B7 VREF 47K Ag_| UDQS A
ubas ubQs vss
27K A8 A E
ubas VSSIE o|_c100 = ves I 100nF
vss - VsS
73 100nF DDR DQS2 F7 N
— DDR_DQSO F7 VSS N 77K Eg | LDQS VSS "pg
27K 3 %82 xgg Pg L—‘\/ VV————— LDQs vss =
VW = = AT
= - = vssQ
= A7 DDR DQM3 B3 B2 [
DDR_DQM1 B3 VSSQ g3 DDR_DQM2 F3 | UDM vSSQ gg
DDR_DQMO F3 | UDM vSSQItgg 1 E— VSSQ (53
LDM VSSQ [py vSSQ pg
vssQ vssQ
D8 E7
vssQ VSSQ
vssQ EZ RFU1 vssQ E
RFU1 VSSQ [ RFU2 VSSQ [
RFU2 vssQ [ RFU3 VSSQ [
RFU3 vssQ [ RFU4 VSSQ g7
RFU4 vssQ |57 VSSDL
VSSDL VDDIODD!

T e =
L
1

TOuH 60mA
.
47uF oo S15K1%
DDR VREF
| o

a
— R47
4 100nF 15K 1%
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36.1.5.3 16-bit DDR3/DDR3L

Figure 36-5: 16-bit DDR3/DDR3L Hardware Configuration
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DDR_BAZ
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36.1.5.4

Figure 36-6:

VDDIODDR
10uH_150mA
——

DDR_CK

DDR_CLKN

2x16-bit DDR3/DDR3L

2x16-bit DDR3/DDR3L Hardware Configuration

DNP(100R 1%)

6.8K 1%
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36.1.5.5 2x16-bit LPDDR2/LPDDR3
The schematic below is given for LPDDR?2 but it is also valid for LPDDRS3.

Figure 36-7: 2x16-bit LPDDR2 Hardware Configuration
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CAx LPDDR2/LPDDR3 signals are to be connected as indicated in Table 36-3.

Table 36-3: CAx LPDDR?2 Signal Connection

DDR Controller Signal LPDDR2 Signal
RAS CAO

CAS CAl

WE CA2
DDR_AO CA3
DDR_A1 CA4
DDR_A2 CA5
DDR_A3 CA6
DDR_A4 CA7
DDR_A5 CA8
DDR_A6 CA9
Higher addresses Higher CAs
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36.2 External Bus Interface (EBI)

36.2.1 Description

The External Bus Interface is designed to ensure the successful data transfer between several external devices and the ARM processor-
based device. The External Bus Interface of the device consists of a Static Memory Controller (HSMC).

36.2.2 Implementation Examples

The following hardware configurations are given for illustration only. The user should refer to the memory manufacturer website to check
current device availability.

36.2.2.1 8-bit NAND Flash

Figure 36-8: 8-bit NAND Flash Hardware Configuration
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36.2.2.2 16-bit NAND Flash

Figure 36-9: 16-bit NAND Flash Hardware Configuration
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36.2.2.3  NOR Flash on NCS0
Figure 36-10: NOR Flash on NCS0 Hardware Configuration
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37. Multiport DDR-SDRAM Controller (MPDDRC)

37.1 Description

The Multiport DDR-SDRAM Controller (MPDDRC) is a multiport memory controller. It comprises eight slave AHB interfaces. All simulta-
neous accesses (eight independent AHB ports) are interleaved to maximize memory bandwidth and minimize transaction latency due to
DDR-SDRAM protocol.

The MPDDRC extends the memory capabilities of a chip by providing the interface to the external 16-bit or 32-bit DDR-SDRAM device.
The page size supports ranges from 2048 to 16384 rows and from 256 to 4096 columns. It supports dword (64-bit), word (32-bit), half-
word (16-bit), and byte (8-bit) accesses.

The MPDDRC supports a read or write burst length of eight locations. This enables the command and address bus to anticipate the next
command, thus reducing latency imposed by the DDR-SDRAM protocol and improving the DDR-SDRAM bandwidth. Moreover, MPDDRC
keeps track of the active row in each bank, thus maximizing DDR-SDRAM performance, e.g., the application may be placed in one bank
and data in other banks. To optimize performance, avoid accessing different rows in the same bank. The MPDDRC supports a CAS latency
of 2, 3, 5 or 6 and optimizes the read access depending on the frequency.

Self-refresh, Powerdown and Deep Powerdown modes minimize the consumption of the DDR-SDRAM device.
OCD (Off-chip Driver) and ODT (On-die Termination) modes are not supported.

The MPDDRC supports DDR3-SDRAM and DDR3L-SDRAM devices with DLL disabled, in DLL Off mode. In this mode, according to
JEDEC standard, the maximum clock frequency is 125 MHz. However, check with memory suppliers for higher speed support. DDR3-
SDRAM supports high capacity, 1 Gbit and more, and allows to reduce power consumption with a 1.5V supply (DDR3-SDRAM) or a 1.35V
supply (DDR3L-SDRAM). The DLL Off mode sets the CAS Read Latency (CRL) and the CAS Write Latency (CWL) to 6. The latency is
automatically set by the controller.
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37.2 Embedded Characteristics

¢ Eight Advanced High-Performance Bus (AHB) Interfaces, Management of all Accesses Maximizes Memory Bandwidth and Mini-
mizes Transaction Latency

¢ Bus Transfer: dword, word, half word, byte Access
¢ Numerous Memory Devices Supported

- Low-Power DDR1-SDRAM (LPDDR1)

- DDR2-SDRAM

- Low-Power DDR2-SDRAM-S4 (LPDDR?2)
- DDR3-SDRAM (DLL Off mode)
- DDR3L-SDRAM (DLL Off mode)

- Low-Power DDR3-SDRAM (LPDDR3)
* Numerous Configurations Supported
- 2K, 4K, 8K, 16K row address memory parts
- DDR-SDRAM with two or four internal banks (low-power DDR1-SDRAM)

- DDR-SDRAM with four or eight internal banks (DDR2-SDRAM/Low-power DDR2-SDRAM-S4/DDR3-SDRAM/DDR3-SDRAM-L/
Low-power DDR3-SDRAM)

- DDR-SDRAM with 16-bit or 32-bit data
- One chip select for SDRAM device (512-Mbyte address space, 256-Mbyte address space with 16-bit data path)
¢ Programming Facilities
- Multibank ping-pong access (up to four or eight banks opened at the same time = reduced average latency of transactions)
- Timing parameters specified by software
- Automatic refresh operation, refresh rate is programmable
- Automatic update of DS, TCR and PASR parameters (low-power DDR-SDRAM devices)
« Energy-Saving Capabilities
- Self-refresh, Powerdown, Active Powerdown and Deep Powerdown modes supported
* DDR-SDRAM Powerup Initialization by Software
¢ CAS Latency of 2, 3, 5, 6 Supported
* Reset Function Supported (DDR2-SDRAM)
¢ Clock Frequency Change in Self-Refresh Mode Supported (Low-power DDR-SDRAM/DDR3-SDRAM/DDR3L-SDRAM)
¢ Autorefresh per Bank Supported (Low-Power DDR2-SDRAM-S4/Low-Power DDR3-SDRAM)
¢ Automatic Adjust Refresh Rate (Low-Power DDR2-SDRAM-S4/Low-Power DDR3-SDRAM)
« Autoprecharge Command Not Used
¢ OCD (Off-chip Driver) Mode, ODT (On-die Termination) Are Not Supported
* Dynamic Scrambling with User Key (No Impact on Bandwidth)
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37.3 MPDDRC Module Diagram

The MPDDRC is partitioned in two blocks (see Figure 37-1):

< Interconnect Matrix block that manages concurrent accesses on the AHB bus between four AHB masters and integrates an arbiter
« DDR controller that translates AHB requests (read/write) in the DDR-SDRAM protocol

Figure 37-1: MPDDRC Module Diagram

AHB MPDDR Controller
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AHB Slave Interface 0 L Input
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clk/nclk
AHB Slave Interface 1
& Input ras, cas,
Stage \ we, cke
Memory Controller Addr. DQM
gt‘;z:t < Finite State Machine :
| SDRAM Signal Management DQS DDR-Devices
AHB Slave Interface 2 Arbiter [
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> Stage
g Data
DDR_RESETN
- | RESETN
o Asynchronous Timing odt
AHB Slave Interface n | nput Refresh Management ,_—
Stage —
A

APB
-————| |nterface APB |«

Note: 1. “n” can equal 3 or 7 (value is device-specific).

37.4 Product Dependencies, Initialization Sequence

374.1 Low-power DDR1-SDRAM Initialization

The initialization sequence is generated by software.
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The low-power DDR1-SDRAM devices are initialized by the following sequence:

1. Program the memory device type in the Memory Device register (MPDDRC_MD).

2. Program the features of the low-power DDR1-SDRAM device in the MPDDRC Configuration register (MPDDRC_CR) (number of
columns, rows, banks, CAS latency and output drive strength) and in the Timing Parameter 0 register/Timing Parameter 1 register
(MPDDRC_TPRO0/1) (asynchronous timing (TRC, TRAS, etc.)).

3. Program Temperature Compensated Self-refresh (TCR), Partial Array Self-refresh (PASR) and Drive Strength (DS) parameters in
the Low-power register (MPDDRC_LPR).

4. A NOP command is issued to the low-power DDR1-SDRAM. Program the NOP command in the Mode register (MPDDRC_MR).
The application must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier
assembler instruction just after the read. Perform a write access to any low-power DDR1-SDRAM address to acknowledge this
command. The clocks which drive the low-power DDR1-SDRAM device are now enabled.

5. A pause of at least 200 ps must be observed before a signal toggle.

6. A NOP command is issued to the low-power DDR1-SDRAM. Program the NOP command in the MPDDRC_MR. The application
must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction
just after the read. Perform a write access to any low-power DDR1-SDRAM address to acknowledge this command. A calibration
request is now made to the I/O pad.

7. An All Banks Precharge command is issued to the low-power DDR1-SDRAM. Program All Banks Precharge command in the
MPDDRC_MR. The application must configure the MODE field to 2 in the MPDDRC_MR. Read the MPDDRC_MR and add a mem-
ory barrier assembler instruction just after the read. Perform a write access to any low-power DDR1-SDRAM address to acknowl-
edge this command.

8. Two autorefresh (CBR) cycles are provided. Program the Autorefresh command (CBR) in the MPDDRC_MR. The application must
configure the MODE field to 4 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just
after the read. Perform a write access to any low-power DDR1-SDRAM location twice to acknowledge these commands.

9. An Extended Mode Register Set (EMRS) cycle is issued to program the low-power DDR1-SDRAM parameters (TCSR, PASR, DS).
The application must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier
assembler instruction just after the read. Perform a write access to the SDRAM to acknowledge this command. The write address
must be chosen so that signal BA[1] is setto 1 and BA[O] is set to 0. For example: with a 16-bit, 128-Mbit, low-power DDR1-SDRAM
(12 rows, 9 columns, 4 banks), the SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x00800000;
with a 32-bit, 1-Gbit, low-power DDR1-SDRAM (14 rows, 10 columns, 4 banks), the SDRAM write access should be done at the
address: BASE_ADDRESS_DDR + 0x08000000. In the case of low-cost and low-density low-power DDR1-SDRAM (2 internal
banks), the write address must be chosen so that signal BA[0] is set to 1. BA[1] is not used.

Note:  This address is given as an example only. The real address depends on implementation in the product.

10. A Mode Register Set (MRS) cycle is issued to program parameters of the low-power DDR1-SDRAM devices, in particular CAS
latency. The application must configure the MODE field to 3 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory
barrier assembler instruction just after the read. Perform a write access to the low-power DDR1-SDRAM to acknowledge this com-
mand. The write address must be chosen so that signals BA[1:0] are set to 0. For example, the SDRAM write access should be
done at the address: BASE_ADDRESS DDR.

11. The application must enter Normal mode, write a zero to the MODE field in the MPDDRC_MR. Read the MPDDRC_MR and add
a memory barrier assembler instruction just after the read. Perform a write access at any location in the low-power DDR1-SDRAM
to acknowledge this command.

12. Write the refresh rate into the COUNT field in the Refresh Timer register (MPDDRC_RTR). To compute the value, refer to Section
37.7.2 “MPDDRC Refresh Timer Register”.

After initialization, the low-power DDR1-SDRAM device is fully functional.

37.4.2 DDR2-SDRAM Initialization
The initialization sequence is generated by software. The DDR2-SDRAM devices are initialized by the following sequence:

1. Program the memory device type in the Memory Device register (MPDDRC_MD).

2. Program features of the DDR2-SDRAM device in the Configuration register (MPDDRC_CR) (number of columns, rows, banks, CAS
latency and output driver impedance control) and in the Timing Parameter O register/Timing Parameter 1 register (MPDDRC_TPRO/
1) (asynchronous timing (TRC, TRAS, etc.).

3. A NOP command is issued to the DDR2-SDRAM. Program the NOP command in the Mode register (MPDDRC_MR). The applica-
tion must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler
instruction just after the read. Perform a write access to any DDR2-SDRAM address to acknowledge this command. The clocks
which drive the DDR2-SDRAM device are now enabled.

4. A pause of at least 200 ps must be observed before a signal toggle.
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5. A NOP command is issued to the DDR2-SDRAM. Program the NOP command in the MPDDRC_MR. The application must config-
ure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to any DDR2-SDRAM address to acknowledge this command. CKE is now driven high.

6. An All Banks Precharge command is issued to the DDR2-SDRAM. Program All Banks Precharge command in the MPDDRC_MR.
The application must configure the MODE field to 2 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier
assembler instruction just after the read. Perform a write access to any DDR2-SDRAM address to acknowledge this command.

7. An Extended Mode Register Set (EMRS2) cycle is issued to choose between commercial or high temperature operations. The
application must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler
instruction just after the read. Perform a write access to the DDR2-SDRAM to acknowledge this command. The write address must
be chosen so that signal BA[1] is set to 1 and signal BA[O] is set to 0. For example: with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows,
9 columns, 4 banks), the DDR2-SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x00800000; with
a 32-bit, 1-Gbit, DDR2-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x08000000.

Note:  This address is given as an example only. The real address depends on implementation in the product.

8. An Extended Mode Register Set (EMRS3) cycle is issued to set the Extended Mode register to 0. The application must configure
the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the
read. Perform a write access to the DDR2-SDRAM to acknowledge this command. The write address must be chosen so that signal
BA[1] is set to 1 and signal BA[O] is set to 1. For example: with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows, 9 columns, 4 banks),
the DDR2-SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x00C00000; with a 32-bit, 1-Gbit,
DDR2-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address: BASE_ADDRESS_DDR
+ 0x0C000000.

9. An Extended Mode Register Set (EMRS1) cycle is issued to enable DLL and to program D.I.C. (Output Driver Impedance Control).
The application must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier
assembler instruction just after the read. Perform a write access to the DDR2-SDRAM to acknowledge this command. The write
address must be chosen so that signal BA[1] is set to 0 and signal BA[O] is set to 1. For example: with a 16-bit, 128-Mbit,
DDR2-SDRAM (12 rows, 9 columns, 4 banks), the DDR2-SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x00400000; with a 32-bit, 1-Gbit, DDR2-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write
access should be done at the address: BASE_ ADDRESS DDR + 0x04000000.

10. An additional 200 cycles of clock are required for locking DLL
11. Write a ‘1’ to the DLL bit (enable DLL reset) in the Configuration register (MPDDRC_CR).

12. A Mode Register Set (MRS) cycle is issued to reset DLL. The application must configure the MODE field to 3 in the MPDDRC_MR.
Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access to the DDR2-
SDRAM to acknowledge this command. The write address must be chosen so that signals BA[1:0] are set to 0. For example, the
SDRAM write access should be done at the address: BASE_ADDRESS_ DDR.

13. An All Banks Precharge command is issued to the DDR2-SDRAM. Program the All Banks Precharge command in the
MPDDRC_MR. The application must configure the MODE field to 2 in the MPDDRC_MR. Read the MPDDRC_MR and add a mem-
ory barrier assembler instruction just after the read. Perform a write access to any DDR2-SDRAM address to acknowledge this
command.

14. Two autorefresh (CBR) cycles are provided. Program the Autorefresh command (CBR) in the MPDDRC_MR. The application must
configure the MODE field to 4 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just
after the read. Perform a write access to any DDR2-SDRAM location twice to acknowledge these commands.

15. Write a ‘0’ to the DLL bit (disable DLL reset) in the MPDDRC_CR.

16. A Mode Register Set (MRS) cycle is issued to program parameters of the DDR2-SDRAM device, in particular CAS latency and to
disable DLL reset. The application must configure the MODE field to 3 in the MPDDRC_MR. Read the MPDDRC_MR and add a
memory barrier assembler instruction just after the read. Perform a write access to the DDR2-SDRAM to acknowledge this com-
mand. The write address must be chosen so that signals BA[1:0] are set to 0. For example: with a 16-bit, 128-Mbit, DDR2-SDRAM
(12 rows, 9 columns, 4 banks) bank address, the SDRAM write access should be done at the address: BASE_ADDRESS_DDR;
with a 32-bit, 1-Gbit, DDR2-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address:
BASE_ADDRESS_DDR.

17. Configure the OCD field (default OCD calibration) to 7 in the MPDDRC_CR.

18. An Extended Mode Register Set (EMRS1) cycle is issued to the default OCD value. The application must configure the MODE field
to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a
write access to the DDR2-SDRAM to acknowledge this command. The write address must be chosen so that signal BA[1] is set to
0 and signal BA[0] is set to 1. For example: with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows, 9 columns, 4 banks), the DDR2-
SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x00400000; with a 32-bit, 1-Gbit, DDR2-SDRAM
(14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x04000000.
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19. Configure the OCD field (exit OCD calibration mode) to 0 in the MPDDRC_CR.

20. An Extended Mode Register Set (EMRS1) cycle is issued to enable OCD exit. The application must configure the MODE field to 5
in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write
access to the DDR2-SDRAM to acknowledge this command. The write address must be chosen so that signal BA[1] is set to O and
signal BA[O] is set to 1. For example: with a 16-bit, 128-Mbit, DDR2-SDRAM (12 rows, 9 columns, 4 banks) bank address, the
DDR2-SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x00400000; with a 32-hit, 1-Gbit, DDR2-
SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address: BASE_ADDRESS_DDR +
0x04000000.

21. A Normal Mode command is provided. Program the Normal mode in the MPDDRC_MR. Read the MPDDRC_MR and add a mem-
ory barrier assembler instruction just after the read. Perform a write access to any DDR2-SDRAM address to acknowledge this
command.

22. Write the refresh rate into the COUNT field in the Refresh Timer register (MPDDRC_RTR). To compute the value, refer to Section
37.7.2 “MPDDRC Refresh Timer Register”.

After initialization, the DDR2-SDRAM devices are fully functional.

37.4.3 Low-power DDR2-SDRAM Initialization
The initialization sequence is generated by software.
The low-power DDR2-SDRAM devices are initialized by the following sequence:

1. Program the memory device type in the Memory Device register (MPDDRC_MD).

2. Program features of the low-power DDR2-SDRAM device into and in the Configuration register (MPDDRC_CR) (number of col-
umns, rows, banks, CAS latency and output drive strength) and in the Timing Parameter O register/Timing Parameter O register
(MPDDRC_TPRO0/1) (asynchronous timing, TRC, TRAS, etc.).

3. A NOP command is issued to the low-power DDR2-SDRAM. Program the NOP command in the Mode register (MPDDRC_MR).
The application must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier
assembler instruction just after the read. Perform a write access to any low-power DDR2-SDRAM address to acknowledge this
command. The clocks which drive the Low-power DDR2-SDRAM devices are now enabled.

4. A pause of at least 100 ns must be observed before a signal toggle.

5. A NOP command is issued to the low-power DDR2-SDRAM. Program the NOP command in the MPDDRC_MR. The application
must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction
just after the read. Perform a write access to any low-power DDR2-SDRAM address to acknowledge this command. CKE is now
driven high.

6. A pause of at least 200 ps must be observed before issuing a Reset command.

7. A Reset command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and the MRS field
to 63. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access to any
low-power DDR2-SDRAM address to acknowledge this command. The Reset command is now issued.

8. A pause of at least t;\ 15 must be observed before issuing any commands.

9. A Calibration command is issued to the low-power DDR2-SDRAM. Program the type of calibration in the Configuration register
(MPDDRC_CR): configure the ZQ field to 3. In MPDDRC_MR, configure the MODE field to 7 and the MRS field 10. Read the
MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access to any low-power DDR2-
SDRAM address to acknowledge this command. The ZQ Calibration command is now issued. Program the type of calibration in
the MPDDRC_CR: configure the ZQ field to 2.

10. A Mode register Write command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 1. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write
access to any low-power DDR2-SDRAM address to acknowledge this command. The Mode register Write command is now issued.

11. A Mode register Write command is issued to the low-power DDR2-SDRAM. In the MPDDRC_MR, configure the MODE field to 7
and the MRS field to 2. The Mode register Write command cycle is issued to program parameters of the low-power DDR2-SDRAM
device, in particular CAS latency. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Per-
form a write access to any low-power DDR2-SDRAM address to acknowledge this command. The Mode register Write command
is now issued.

12. A Mode register Write command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR, configure the MODE field to 7and
the MRS field to 3. The Mode register Write command cycle is issued to program parameters of the low-power DDR2-SDRAM
device, in particular Drive Strength and Slew Rate. Read the MPDDRC_MR and add a memory barrier assembler instruction just
after the read. Perform a write access to any low-power DDR2-SDRAM address to acknowledge this command. The Mode register
Write command is now issued.

13. A Mode register Write command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR configure the MODE field to 7 and
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the MRS field to 16. Mode register Write command cycle is issued to program parameters of the low-power DDR2-SDRAM device,
in particular Partial Array Self Refresh (PASR). Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to any low-power DDR2-SDRAM address to acknowledge this command. The Mode register Write
command is now issued.

14. Inthe DDR Configuration register (SFR_DDRCFG), the application must write a ‘1’ to bits 17 and 16 to open the input buffers (Refer
to Section 20. “Special Function Registers (SFR)").

15. A NOP command is issued to the low-power DDR2-SDRAM. Program the NOP command in the Mode register (MPDDRC_MR).
The application must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier
assembler instruction just after the read. Perform a write access to any low-power DDR2-SDRAM address to acknowledge this
command.

16. A Mode register Read command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 5. The Mode register Read command cycle is used to read the LPDDR2 Manufacturer ID from the low-power
DDR2-SDRAM mode registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Per-
form a write access to any low-power DDR2-SDRAM address to acknowledge this command. The Mode register Read command
is now issued. The LPDDR2 Manufacturer ID is set in MPDDRC_MD. See Section 37.7.8 “MPDDRC Memory Device Register”.

17. A Mode register Read command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 6. The Mode register Read command cycle is used to read Revision ID1 from the low-power DDR2-SDRAM mode
registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access to
any low-power DDR2-SDRAM address to acknowledge this command. The Mode register Read command is now issued. Revision
ID1 is set in register MPDDRC_MD. See Section 37.7.8 “MPDDRC Memory Device Register”.

18. A Mode register Read command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 8. The Mode register Read command cycle is used to read the memory organization (I/O width, Density, Type)
from the low-power DDR2-SDRAM mode registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just
after the read. Perform a write access to any low-power DDR2-SDRAM address to acknowledge this command. The Mode register
Read command is now issued. Memory organization is set in register MPDDRC_MD. See Section 37.7.8 “MPDDRC Memory
Device Register”.

19. A Mode register Read command is issued to the low-power DDR2-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 0. The Mode register Read command cycle is used to read device information (RZQI, DAI) from the low-power
DDR2-SDRAM mode registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Per-
form a write access to any low-power DDR2-SDRAM address to acknowledge this command. The Mode register Read command
is now issued. Device information RZQI is set in register Timing Calibration (see Section 37.7.11 “MPDDRC Low-power DDR2 Low-
power DDR3 and DDR3 Timing Calibration Register”) and DAI is set in Mode register (see Section 37.7.1 “MPDDRC Mode Reg-
ister”).

20. A Normal Mode command is provided. Program the Normal mode in the MPDDRC_MR. Read the MPDDRC_MR and add a mem-
ory barrier assembler instruction just after the read. Perform a write access to any low-power DDR2-SDRAM address to acknowl-
edge this command.

21. In the DDR configuration register (SFR_DDRCCFG), the application must write a ‘0’ to bits 17 and 16 to close the input buffers.
The buffers are then driven by the HMPDDRC controller.

22. Write the refresh rate into the COUNT field in the Refresh Timer register (MPDDRC_RTR). To compute the value, refer to Section
37.7.2 “MPDDRC Refresh Timer Register”.

After initialization, the low-power DDR2-SDRAM devices are fully functional.

3744 DDR3-SDRAM/DDR3L-SDRAM Initialization
The initialization sequence is generated by software. The DDR3-SDRAM devices are initialized by the following sequence:

1. Program the memory device type in the Memory Device register (MPDDRC_MD).

2. Program features of the DDR3-SDRAM device in the Configuration register (MPDDRC_CR) (number of columns, rows, banks, CAS
latency and output driver impedance control) and in the Timing Parameter O register/Timing Parameter 1 register
(MPDDRC_TPRO0/1) (asynchronous timing - TRC, TRAS, etc.).

3. A NOP command is issued to the DDR3-SDRAM. Program the NOP command in the Mode register (MPDDRC_MR). The applica-
tion must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler
instruction just after the read. Perform a write access to any DDR3-SDRAM address to acknowledge this command. The clocks
which drive the DDR3-SDRAM device are now enabled.

4. A pause of at least 500 ps must be observed before a signal toggle.

5. A NOP command is issued to the DDR3-SDRAM. Program the NOP command in the MPDDRC_MR. The application must config-
ure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to any DDR3-SDRAM address to acknowledge this command. CKE is now driven high.
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6. An Extended Mode Register Set (EMRS2) cycle is issued to choose between commercial or high temperature operations. The
application must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler
instruction just after the read. Perform a write access to the DDR3-SDRAM to acknowledge this command. The write address must
be chosen so that signal BA[2] is set to 0, BA[1] is set to 1 and signal BA[Q] is set to 0. For example: with a 16-bit, 1-Gbit, DDR3-
SDRAM (14 rows, 10 columns, 8 banks), the DDR3-SDRAM write access should be done at the address: BASE_ADDRESS_DDR
+ 0x040000000; with a 32-bit, 1-Gbit, DDR3-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at
the address: BASE_ADDRESS_DDR + 0x08000000.

Note:  This address is given as an example only. The real address depends on the implementation in the product.

7. An Extended Mode Register Set (EMRS3) cycle is issued to set the Extended Mode register to 0. The application must configure
the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the
read. Perform a write access to the DDR3-SDRAM to acknowledge this command. The write address must be chosen so that signal
BA[2] is set to 0, BA[1] is set to 1 and signal BA[Q] is set to 1. For example: with a 16-bit, 1-Gbit, DDR3-SDRAM (14 rows,
10 columns, 8 banks), the DDR3-SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x06000000;
with a 32-bit, 1-Gbit, DDR3-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x0C000000.

8. An Extended Mode Register Set (EMRS1) cycle is issued to disable and to program ODS (output drive strength). The application
must configure the MODE field to 5 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction
just after the read. Perform a write access to the DDR3-SDRAM to acknowledge this command. The write address must be chosen
so that signal BA[2:1] is set to 0 and signal BA[0] is set to 1. For example: with a 16-bit, 1-Gbit, DDR3-SDRAM (14 rows, 10columns,
8 banks), the DDR3-SDRAM write access should be done at the address: BASE_ADDRESS_DDR + 0x02000000; with a 32-bit, 1-
Gbit, DDR3-SDRAM (14 rows, 10 columns, 8 banks), the SDRAM write access should be done at the address:
BASE_ADDRESS_DDR + 0x04000000.

9. Write a ‘1’ to the DLL bit (enable DLL reset) in the Configuration register (MPDDRC_CR).

10. A Mode Register Set (MRS) cycle is issued to reset DLL. The application must configure the MODE field to 3 in the MPDDRC_MR.
Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access to the DDR3-
SDRAM to acknowledge this command. The write address must be chosen so that signals BA[2:0] are set to 0. For example, the
SDRAM write access should be done at the address: BASE_ADDRESS_DDR.

11. A Calibration command (MRS) is issued to calibrate RTT and RON values for the Process Voltage Temperature (PVT). The appli-
cation must configure the MODE field to 6 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler
instruction just after the read. Perform a write access to the DDR3-SDRAM to acknowledge this command. The write address must
be chosen so that signals BA[2:0] are set to 0. For example, the SDRAM write access should be done at the address:
BASE_ADDRESS_DDR.

12. A Normal Mode command is provided. Program the Normal mode in the MPDDRC_MR. Read the MPDDRC_MR and add a mem-
ory barrier assembler instruction just after the read. Perform a write access to any DDR3-SDRAM address to acknowledge this
command.

13. Write the refresh rate into the COUNT field in the Refresh Timer register (MPDDRC_RTR). To compute the value, refer to Section
37.7.2 “MPDDRC Refresh Timer Register”.

After initialization, the DDR3-SDRAM devices are fully functional.

37.4.5 Low-power DDR3-SDRAM Initialization
The initialization sequence is generated by software. The low-power DDR3-SDRAM devices are initialized by the following sequence:

1. Program the memory device type in the Memory Device register (MPDDRC_MD).

2. Program features of the low-power DDR3-SDRAM device into and in the Configuration register (MPDDRC_CR) (number of col-
umns, rows, banks, CAS latency and output drive strength) and in the Timing Parameter O register/Timing Parameter O register
(MPDDRC_TPRO0/1) (asynchronous timing, TRC, TRAS, etc.).

3. A NOP command is issued to the low-power DDR3-SDRAM. Program the NOP command in the Mode Reregistergister
(MPDDRC_MR). The application must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a
memory barrier assembler instruction just after the read. Perform a write access to any low-power DDR3-SDRAM address to
acknowledge this command. The clocks which drive the low-power DDR3-SDRAM devices are now enabled.

4. A pause of at least 100 ns must be observed before a signal toggle.

5. A NOP command is issued to the low-power DDR3-SDRAM. Program the NOP command in the MPDDRC_MR. The application
must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier assembler instruction
just after the read. Perform a write access to any low-power DDR3-SDRAM address to acknowledge this command. CKE is now
driven high.

6. A pause of at least 200 ps must be observed before issuing a Reset command.

7. A Reset command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and the MRS field

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 501



SAMASD27C AUTO

to 63. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access to any
low-power DDR3-SDRAM address to acknowledge this command. The Reset command is now issued.

8. A pause of at least t)\;t5 must be observed before issuing any commands.

9. A Calibration command is issued to the low-power DDR3-SDRAM. Program the type of calibration in the Configuration register
(MPDDRC_CR): set the zZQ field to 3. In MPDDRC_MR, configure the MODE field to 7 and the MRS field to 10. Read the
MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access to any low-power DDR3-
SDRAM address to acknowledge this command. The ZQ Calibration command is now issued. Program the type of calibration in
the MPDDRC_CR: set the ZQ field to 2.

10. A Mode register Write command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 1. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write
access to any low-power DDR3-SDRAM address to acknowledge this command. The Mode register Write command is now issued.

11. A Mode register Write command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 2. The Mode register Write command cycle is issued to program parameters of the low-power DDR3-SDRAM
device, in particular CAS Latency. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read.
Perform a write access to any low-power DDR3-SDRAM address to acknowledge this command. The Mode register Write com-
mand is now issued.

12. A Mode register Write command is issued to the low-power DDR3-SDRAM. In the MPDDRC_MR, configure the MODE field 7 and
the MRS field to 3. The Mode register Write command cycle is issued to program parameters of the low-power DDR3-SDRAM
device, in particular Drive Strength and Slew Rate. Read the MPDDRC_MR and add a memory barrier assembler instruction just
after the read. Perform a write access to any low-power DDR3-SDRAM address to acknowledge this command. The Mode register
Write command is now issued.

13. A Mode register Write command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 16. The Mode register Write command cycle is issued to program parameters of the low-power DDR3-SDRAM
device, in particular Partial Array Self Refresh (PASR). Read the MPDDRC_MR and add a memory barrier assembler instruction
just after the read. Perform a write access to any low-power DDR3-SDRAM address to acknowledge this command. The Mode
register Write command is now issued.

14. In the DDR Configuration register (SFR_DDRCFG), the application must write a ‘1’ to bits 17 and 16 to open the input buffers.

15. A NOP command is issued to the low-power DDR3-SDRAM. Program the NOP command in the Mode register (MPDDRC_MR).
The application must configure the MODE field to 1 in the MPDDRC_MR. Read the MPDDRC_MR and add a memory barrier
assembler instruction just after the read. Perform a write access to any low-power DDR3-SDRAM address to acknowledge this
command.

16. A Mode register Read command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 5. The Mode register Read command cycle is used to read the LPDDR3 Manufacturer ID from the low-power
DDR3-SDRAM mode registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Per-
form a write access to any low-power DDR3-SDRAM address to acknowledge this command. The Mode register Read command
is now issued. The LPDDR3 Manufacturer ID is set in register MPDDRC_MD. See Section 37.7.8 “MPDDRC Memory Device Reg-
ister”.

17. A Mode register Read command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 6. The Mode register Read command cycle is used to read the Revision ID1 from the low-power DDR3-SDRAM
mode registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Perform a write access
to any low-power DDR3-SDRAM address to acknowledge this command. The Mode register Read command is now issued. Revi-
sion ID1 is set in register MPDDRC_MD. See Section 37.7.8 “MPDDRC Memory Device Register”.

18. A Mode register Read command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 8. The Mode register Read command cycle is used to read memory organization (/O width, Density, Type) from
the low-power DDR3-SDRAM mode registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just after
the read. Perform a write access to any low-power DDR3-SDRAM address to acknowledge this command. The Mode register Read
command is now issued. Memory organization is set in register MPDDRC_MD. See Section 37.7.8 “MPDDRC Memory Device
Register”.

19. A Mode register Read command is issued to the low-power DDR3-SDRAM. In MPDDRC_MR, configure the MODE field to 7 and
the MRS field to 0. The Mode register Read command cycle is used to read the device information (RZQI, DAI) from the low-power
DDR3-SDRAM mode registers. Read the MPDDRC_MR and add a memory barrier assembler instruction just after the read. Per-
form a write access to any low-power DDR3-SDRAM address to acknowledge this command. The Mode register Read command
is now issued. Device information RZQI is set in register Timing Calibration (see Section 37.7.11 “MPDDRC Low-power DDR2 Low-
power DDR3 and DDR3 Timing Calibration Register”) and DAl is set in Mode register (see Section 37.7.1 “MPDDRC Mode Reg-
ister”).

20. A Normal Mode command is provided. Program the Normal mode in the MPDDRC_MR. Read the MPDDRC_MR and add a mem-
ory barrier assembler instruction just after the read. Perform a write access to any low-power DDR3-SDRAM address to acknowl-
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edge this command.

21. In the DDR Configuration register (SFR_DDRCCFG), the application must write a ‘0’ to bits 17 and 16 to close the input buffers.
The buffers are then driven by the HMPDDRC controller.

22. Write the refresh rate into the COUNT field in the Refresh Timer register (MPDDRC_RTR). To compute the value, refer to Section
37.7.2 “MPDDRC Refresh Timer Register”.

After initialization, the low-power DDR3-SDRAM devices are fully functional.
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37.5 Functional Description

37.5.1 DDR-SDRAM Controller Write Cycle

The MPDDRC provides burst access or single access in Normal mode (MPDDRC_MR.MODE = 0). Whatever the access type, the MPD-
DRC keeps track of the active row in each bank, thus maximizing performance.

The DDR-SDRAM device is programmed with a burst length (bl) equal to 8. This determines the length of a sequential data input by the
write command that is set to 8. The latency from write command to data input depends on the memory type, as shown in Table 37-1.

Table 37-1: CAS Write Latency

Memory Devices CAS Write Latency (CWL)
Low-power DDR1-SDRAM 1
Low-power DDR2-SDRAM 1
DDR2-SDRAM 2
Low-power DDR3-SDRAM 1/3
DDR3-SDRAM (DLL Off) 6

Note: Inthe case of low-power DDR3-SDRAM, the CAS Write Latency (CWL) of 1 is optional. The MPDDRC supports this feature.
Refer to the low-power DDR3-SDRAM datasheet for details.

To initiate a single access, the MPDDRC checks if the page access is already open. If row/bank addresses match with the previous row/
bank addresses, the controller generates a write command. If the bank addresses are not identical or if bank addresses are identical but
the row addresses are not identical, the controller generates a precharge command, activates the new row and initiates a write command.
To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted between precharge/active (tgp) commands and
active/write (tgcp) command. As the burst length is set to 8, in case of single access, it has to stop the burst, otherwise seven invalid values
may be written. In case of the DDR-SDRAM device, the burst stop command is not supported for the burst write operation. Thus, in order
to interrupt the write operation, the DM (data mask) input signal must be set to 1 to mask invalid data (see Figure 37-2 and Figure 37-4),
and DQS must continue to toggle.

To initiate a burst access, the MPDDRC uses the transfer type signal provided by the master requesting the access. If the next access is
a sequential write access, writing to the DDR-SDRAM device is carried out. If the next access is a write non-sequential access, then an
automatic access break is inserted, the MPDDRC generates a precharge command, activates the new row and initiates a write command.
To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted between precharge/active (tgp) commands and
active/write (tgcp) commands.

For the definition of timing parameters, refer to Section 37.7.4 “MPDDRC Timing Parameter 0 Register”.

Write accesses to the DDR-SDRAM device are burst oriented and the burst length is programmed to 8. It determines the maximum number
of column locations that can be accessed for a given write command. When the write command is issued, eight columns are selected. All
accesses for that burst take place within these eight columns, thus the burst wraps within these eight columns if a boundary is reached.
These eight columns are selected by addr[13:3]. addr[2:0] is used to select the starting location within the block.

In case of incrementing burst (INCR/INCR4/INCR8/INCR16), the addresses can cross the 16-byte boundary of the DDR-SDRAM device.
For example, when a transfer (INCR4) starts at address 0x0C, the next access is 0x10, but since the burst length is programmed to 8, the
next access is at 0x00. Since the boundary is reached, the burst is wrapped. The MPDDRC takes this feature of the DDR-SDRAM device
into account. In case of a transfer starting at address 0x04/0x08/0x0C or starting at address 0x10/0x14/0x18/0x1C, two write commands
are issued to avoid wrapping when the boundary is reached. The last write command is subject to DM input logic level. If DM is registered
high, the corresponding data input is ignored and the write access is not done. This avoids additional writing.
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Figure 37-2:
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Figure 37-4: Burst Write Access, Row Closed, DDR-SDRAM Devices
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Figure 37-5: Burst Write Access, Row Closed, DDR2-SDRAM Devices
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A write command can be followed by a read command. To avoid breaking the current write burst, tytr/twrp (bI/2 + 2 = 6 cycles) should

be met. See Figure 37-6.

Figure 37-6: Write Command Followed by a Read Command without Burst Write Interrupt, DDR-SDRAM
Devices

DDRCK

1
A[12:0] [ e ! | | cola | |
1 ! !
I ! !
COMMAND NOP |WR‘|ITE | NOP : |RIAD | BST | NOP
BAI1:0]

DQS[1:0] ——

DM[1:0]

lo

DATA 4|

pa| pb|pe |pd [pe [of [pg |oh |

tyeo =bI2+2=82+2=6

I
T
3
I
I
I
I
I
I
I
I
I
I
I
I

t

WR

Da| Db

In case of a single write access, write operation should be interrupted by a read access but DM must be input 1 cycle prior to the read
command to avoid writing invalid data. See Figure 37-7.

Figure 37-7: SINGLE Write Access Followed by a Read Access, DDR-SDRAM Devices
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Data masked

Figure 37-8: SINGLE Write Access Followed by a Read Access, DDR2-SDRAM Devices
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37.5.2 DDR-SDRAM Controller Read Cycle

The MPDDRC provides burst access or single access in Normal mode (MPDDRC_MR.MODE = 0). Whatever the access type, the MPD-
DRC keeps track of the active row in each bank, thus maximizing performance of the MPDDRC.

The DDR-SDRAM devices are programmed with a burst length equal to 8 which determines the length of a sequential data output by the
read command that is set to 8. The latency from read command to data output depends on the memory type, as shown in Table 37-2. This
value is programmed during the initialization phase (see Section 37.4 “Product Dependencies, Initialization Sequence”).

Table 37-2: CAS Read Latency

Memory Devices CAS Read Latency
Low-power DDR1-SDRAM 2/3
Low-power DDR2-SDRAM 3

DDR2-SDRAM 3
Low-power DDR3-SDRAM 3/6
DDR3-SDRAM (DLL Off) 5/6

Note: In the case of low-power DDR3-SDRAM, the CAS Read Latency (CRL) of 3 is optional. The MPDDRC supports this feature.
Refer to the low-power DDR3-SDRAM datasheet for details.

To initiate a single access, the MPDDRC checks if the page access is already open. If row/bank addresses match with the previous row/
bank addresses, the controller generates a read command. If the bank addresses are not identical or if bank addresses are identical but
the row addresses are not identical, the controller generates a precharge command, activates the new row and initiates a read command.
To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted between precharge/active (tgp) commands and
active/read (tgcp) command. After a read command, additional wait states are generated to comply with CAS latency. The MPDDRC sup-
ports a CAS latency of two to three (2 to 3 clock cycle delay). As the burst length is set to 8, in case of a single access or a burst access
inferior to 8 data requests, it has to stop the burst, otherwise an additional seven or X values could be read. The Burst Stop command
(BST) is used to stop output during a burst read. If the DDR2-SDRAM Burst Stop command is not supported by the JEDEC standard, in
a single read access, an additional seven unwanted data will be read.

To initiate a burst access, the MPDDRC checks the transfer type signal. If the next accesses are sequential read accesses, reading to the
SDRAM device is carried out. If the next access is a read non-sequential access, then an automatic page break can be inserted. If the
bank addresses are not identical or if bank addresses are identical but the row addresses are not identical, the controller generates a
precharge command, activates the new row and initiates a read command. If page access is already open, a read command is generated.

To comply with DDR-SDRAM timing parameters, additional clock cycles are inserted between precharge/active (tgp) commands and
active/read (tgcp) commands. The MPDDRC supports a CAS latency of two to three (2 to 3 clocks delay). During this delay, the controller
uses internal signals to anticipate the next access and improve the performance of the controller. Depending on the latency, the MPDDRC
anticipates two to three read accesses. In case of burst of specified length, accesses are not anticipated, but if the burst is broken (border,
Busy mode, etc.), the next access is treated as an incrementing burst of unspecified length, and depending on the latency, the MPDDRC
anticipates two to three read accesses.
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For the definition of timing parameters, refer to Section 37.7.3 “MPDDRC Configuration Register”.

Read accesses to the DDR-SDRAM are burst oriented and the burst length is programmed to 8. The burst length determines the maximum
number of column locations that can be accessed for a given read command. When the read command is issued, eight columns are
selected. All accesses for that burst take place within these eight columns, meaning that the burst wraps within these eight columns if the
boundary is reached. These eight columns are selected by addr[13:3]; addr[2:0] is used to select the starting location within the block.

In case of incrementing burst (INCR/INCR4/INCR8/INCR16), the addresses can cross the 16-byte boundary of the DDR-SDRAM device.
For example, when a transfer (INCR4) starts at address 0x0C, the next access is 0x10, but since the burst length is programmed to 8, the
next access is 0x00. Since the boundary is reached, the burst wraps. The MPDDRC takes into account this feature of the SDRAM device.
In case of the DDR-SDRAM device, transfers start at address 0x04/0x08/0x0C. Two read commands are issued to avoid wrapping when
the boundary is reached. The last read command may generate additional reading (1 read cmd = 4 DDR words).

To avoid additional reading, it is possible to use the burst stop command to truncate the read burst and to decrease power consumption.
The DDR2-SDRAM devices do not support the burst stop command.

Figure 37-9: Single Read Access, Row Closed, Latency = 2, DDR-SDRAM Devices
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Figure 37-10: Single Read Access, Row Closed, Latency = 3, DDR2-SDRAM Devices
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Figure 37-11: Burst Read Access, Latency = 2, DDR-SDRAM Devices
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Figure 37-12: Burst Read Access, Latency = 3, DDR2-SDRAM Devices
DDRCKN

N
DDRCK J \_,

A[12:0] [ com
|

COMMAND  NOP
BA[1:0]

DQS[1:0]

DM[1:0]

D[15:0]

pa | ob | pc | g | e | of [ g | on F——

Latency =3

37.5.2.1 All Banks Autorefresh

The All Banks Autorefresh command performs a refresh operation on all banks. An autorefresh command is used to refresh the external
device. Refresh addresses are generated internally by the DDR-SDRAM device and incremented after each autorefresh automatically.
The MPDDRC generates these autorefresh commands periodically. A timer is loaded in the MPDDRC_RTR with the value that indicates
the number of clock cycles between refresh cycles (see Section 37.7.2 “MPDDRC Refresh Timer Register”). When the MPDDRC initiates
a refresh of the DDR-SDRAM device, internal memory accesses are not delayed. However, if the CPU tries to access the DDR-SDRAM
device, the slave indicates that the device is busy. A refresh request does not interrupt a burst transfer in progress. This feature is activated
by setting Per-bank Refresh bit (REF_PB) to 0 in the MPDDRC_RTR (see Section 37.7.2 “MPDDRC Refresh Timer Register”).

375.2.2 Per-bank Autorefresh

The low-power DDR2-SDRAM and low-power DDR3-SDRAM embeds a new Per-bank Refresh command which performs a refresh oper-
ation on the bank scheduled by the bank counter in the memory device. The Per-bank Refresh command is executed in a fixed sequence
order of round-robin type: “0-1-2-3-4-5-6-7-0-1-...". The bank counter is automatically cleared upon issuing a RESET command or when
exiting from Self-refresh mode, in order to ensure the synchronism between SDRAM memory device and the MPDDRC. The bank
addressing for the Per-bank Refresh count is the same as established in the Single-bank Precharge command. This feature is activated
by setting the Per-bank Refresh bit (REF_PB) to 1 in the MPDDRC_RTR (see Section 37.7.2 “MPDDRC Refresh Timer Register”). This
feature masks the latency due to the refresh procedure. The target bank is inaccessible during the Per-bank Refresh cycle period (trrcph),
however other banks within the device are accessible and may be addressed during the “Per-bank Refresh” cycle. During the REFpb oper-
ation, any bank other than the one being refreshed can be maintained in active state or accessed by a read or a write command. When
the “Per-bank Refresh” cycle is completed, the affected bank will be in idle state.
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37.5.2.3 Adjust Autorefresh Rate

The low-power DDR2-SDRAM and low-power DDR3-SDRAM embeds an internal register, Mode register 19 (Refresh mode). The content
of this register allows to adjust the interval of autorefresh operations according to temperature variation. This feature is activated by setting
the Adjust Refresh bit [ADJ_REF] to 1 in the MPDDRC_RTR (see Section 37.7.2 “MPDDRC Refresh Timer Register”). When this feature
is enabled, a Mode Register Read (MRR) command is performed every 16 X trer (average time between REFRESH commands).
Depending on the read value, the autorefresh interval will be modified. In case of high temperature, the interval is reduced and in case of
low temperature, the interval is increased.

37.5.3 Power Management

37531 Self-refresh Mode
This mode is activated by configuring the Low-power Command bit (LPCB) to 1 in the MPDDRC Low-Power Register (MPDDRC_LPR).

Self-refresh mode is used in Powerdown mode, i.e., when no access to the DDR-SDRAM device is possible. In this case, power consump-
tion is very low. In Self-refresh mode, the DDR-SDRAM device retains data without external clocking and provides its own internal clocking,
thus performing its own autorefresh cycles. During the self-refresh period, CKE is driven low. As soon as the DDR-SDRAM device is
selected, the MPDDRC provides a sequence of commands and exits Self-refresh mode.

The MPDDRC reenables Self-refresh mode as soon as the DDR-SDRAM device is not selected. It is possible to define when Self-refresh
mode is to be enabled by configuring the TIMEOUT field in the MPDDRC_LPR:

0: Self-refresh mode is enabled as soon as the DDR-SDRAM device is not selected.
1: Self-refresh mode is enabled 64 clock cycles after completion of the last access.
2: Self-refresh mode is enabled 128 clock cycles after completion of the last access.

This controller also interfaces the low-power DDR-SDRAM. To optimize power consumption, the Low Power DDR SDRAM provides pro-
grammable self-refresh options comprised of Partial Array Self Refresh (full, half, quarter and 1/8 and 1/16 array).

Disabled banks are not refreshed in Self-refresh mode. This feature permits to reduce the self-refresh current. In case of low-power DDR1-
SDRAM, the Extended Mode register controls this feature. It includes Temperature Compensated Self-refresh (TSCR) and Partial Array
Self-refresh (PASR) parameters and the drive strength (DS) (see Section 37.7.7 “MPDDRC Low-Power Register”). In case of low-power
DDR2-SDRAM and low-power DDR3-SDRAM, the Mode Registers 16 and 17 control this feature, including PASR Bank Mask (BK_MASK)
and PASR Segment Mask (SEG_MASK) parameters and drives strength (DS) (see Section 37.7.9 “MPDDRC Low-power DDR2 Low-
power DDR3 Low-power Register”). These parameters are set during the initialization phase. After initialization, as soon as the PASR/DS/
TCSR fields or BK_MASK/SEG_MASK/DS are modified, the memory device Extended Mode register or Mode registers 3/16/17 are auto-
matically accessed. Thus if MPDDRC does not share an external bus with another controller, PASR/DS/TCSR and BK_MASK/
SEG_MASK/DS bits are updated before entering Self-refresh mode or during a refresh command. If MPDDRC does share an external
bus with another controller, PASR/DS/TCSR and BK_MASK/SEG_MASK/DS bits are also updated during a pending read or write access.
This type of update depends on the UPD_MR bit (see Section 37.7.7 “MPDDRC Low-Power Register”).

The low-power DDR1-SDRAM must remain in Self-refresh mode during the minimum of TRFC periods (see Section 37.7.5 “MPDDRC
Timing Parameter 1 Register”), and may remain in Self-refresh mode for an indefinite period.

The DDR2-SDRAM must remain in Self-refresh mode during the minimum of tckg periods (see the memory device datasheet), and may
remain in Self-refresh mode for an indefinite period.

The low-power DDR2-SDRAM and low-power DDR3-SDRAM must remain in Self-refresh mode for the minimum of tcxesg periods (see
the memory device datasheet) and may remain in Self-refresh mode for an indefinite period.

The DDR3-SDRAM must remain in Self-refresh mode for the minimum of tckesr periods (see the memory device datasheet) and may
remain in Self-refresh mode for an indefinite period.
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Figure 37-13: Self-refresh Mode Entry, TIMEOUT =0
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Figure 37-14: Self-refresh Mode Entry, TIMEOUT =1 or 2
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37.5.3.2 Powerdown Mode
This mode is activated by configuring the Low-power Command bit (LPCB) to 2 in the MPDDRC Low-Power Register (MPDDRC_LPR).

Powerdown mode is used when no access to the DDR-SDRAM device is possible. In this mode, power consumption is greater than in
Self-refresh mode. This state is similar to Normal mode (no Low-power mode/no Self-refresh mode), but the CKE pin is low and the input
and output buffers are deactivated as soon the DDR-SDRAM device is no longer accessible. In contrast to Self-refresh mode, the DDR-
SDRAM device cannot remain in Low-power mode longer than one refresh period (64 ms/32 ms). As no autorefresh operations are per-
formed in this mode, the MPDDRC carries out the refresh operation. For the low-power DDR-SDRAM devices, a NOP command must be
generated for a minimum period defined in the TXP field of the Timing Parameter 1 register (MPDDRC_TPR1). For DDR-SDRAM devices,
a NOP command must be generated for a minimum period defined in the TXP field of MPDDRC_TPR1 (see Section 37.7.5 “MPDDRC
Timing Parameter 1 Register”) and in the TXARD and TXARDS fields of MPDDRC_TPR2 (see Section 37.7.6 “MPDDRC Timing Param-
eter 2 Register”) for DDR2_SDRAM devices. In addition, low-power DDR-SDRAM and DDR-SDRAM must remain in Powerdown mode
for a minimum period corresponding to tckg, tpp, €tc. (see the memory device datasheet).

The exit procedure is faster than in Self-refresh mode. See Figure 37-16. The MPDDRC returns to Powerdown mode as soon as the DDR-
SDRAM device is not selected. It is possible to define when Powerdown mode is enabled by configuring the TIMEOUT field in the
MPDDRC_LPR:

0: Powerdown mode is enabled as soon as the DDR-SDRAM device is not selected.
1: Powerdown mode is enabled 64 clock cycles after completion of the last access.
2: Powerdown mode is enabled 128 clock cycles after completion of the last access.

Figure 37-16: Powerdown Entry/Exit, TIMEOUT =0
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37533 Deep Powerdown Mode

The Deep Powerdown mode is a feature of low-power DDR-SDRAM. When this mode is activated, all internal voltage generators inside
the device are stopped and all data is lost.

Deep Powerdown mode is activated by configuring the Low-power Command bit (LPCB) to 3 in the MPDDRC Low-Power Register
(MPDDRC_LPR). When this mode is enabled, the MPDDRC leaves Normal mode (MPDDRC_MR.MODE = 0) and the controller is frozen.
The clock can be stopped during Deep Powerdown mode by setting the CLK_FR field to 1.

Before enabling this mode, the user must make sure there is no access in progress. To exit Deep Powerdown mode, the Low-power Com-
mand bit (LPCB) and Clock Frozen bit (CLK_FR) must be 0 and the initialization sequence must be generated by software. See Section
37.4.1 “Low-power DDR1-SDRAM Initialization” or Section 37.4.3 “Low-power DDR2-SDRAM Initialization” or Section 37.4.5 “Low-power
DDR3-SDRAM Initialization”.
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Figure 37-17: Deep Powerdown Mode Entry
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37.5.34 Change Frequency During Self-Refresh Mode with Low-power DDR-SDRAM Devices and DDR3-SDRAM

To change frequency, Self-refresh mode must be activated. This is done by configuring the Low-power Command bit (LPCB) to 1 and
writing a ‘1’ to the Change Frequency Command bit (CHG_FR) in the Low-power register (MPDDRC_LPR).

Once the low-power DDR-SDRAM is in Self-refresh mode, the user must make sure there is no access in progress. Then, the user can
change the clock frequency. The device input clock frequency changes only within minimum and maximum operating frequencies as spec-
ified by the low-power DDR-SDRAM and DDR3-SDRAM providers. Once the input clock frequency is changed, new stable clocks must
be provided to the device before exiting from Self-refresh mode.

To exit from Self-refresh mode, the DDR-SDRAM device must be selected. The MPDDRC provides a sequence of commands and exits
Self-refresh mode.

During a change frequency procedure, the Change Frequency Command bit (CHG_FR) is set to 0 automatically. The Enable Read Mea-
sure feature is not supported during a change frequency procedure (see “ENRDM: Enable Read Measure™).

It is not possible to change the frequency with DDR2-SDRAM devices.

37.5.35 Reset Mode

The Reset mode is a feature of DDR2-SDRAM. This mode is activated by configuring the Low-power Command bit (LPCB) to 3 and writing
a ‘1’ to the Clock Frozen Command bit (CLK_FR) in the Low-power register (MPDDRC_LPR).

When this mode is enabled, the MPDDRC leaves Normal mode (MPDDRC_MR.MODE = 0) and the controller is frozen. Before enabling
this mode, the user must make sure there is no access in progress.

To exit Reset mode, the Low-power Command bit (LPCB) must be configured to 0, the Clock Frozen Command bit (CLK_FR) must be
written to ‘0’ and the initialization sequence must be generated by software (see Section 37.4.2 “DDR2-SDRAM Initialization”).

3754 Multiport Functionality

The DDR-SDRAM protocol imposes a check of timings prior to performing a read or a write access, thus decreasing system performance.
An access to DDR-SDRAM is performed if banks and rows are open (or active). To activate a row in a particular bank, the last open row
must be deactivated and a new row must be open. Two DDR-SDRAM commands must be performed to open a bank: Precharge command
and Activate command with respect to tgp timing. Before performing a read or write command, tgcp timing must be checked.

This operation generates a significant bandwidth loss (see Figure 37-18).
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Figure 37-18: trp and tgcp Timings
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The multiport controller is designed to mask these timings and thus improve the bandwidth of the system.

The MPDDRC is a multiport controller whereby eight masters can simultaneously reach the controller. This feature improves the band-
width of the system because it can detect eight requests on the AHB slave inputs and thus anticipate the commands that follow, Precharge
and Activate command in bank X during the current access in bank Y. This masks tgp and tgcp timings (see Figure 37-19). In the best
case, all accesses are done as if the banks and rows were already open. The best condition is met when the eight masters work in different
banks. In case of eight simultaneous read accesses, when the four or eight banks and associated rows are open, the controller reads with
a continuous flow and masks the CAS latency for each access. To allow a continuous flow, the read command must be set at 2 or 3 cycles
(CAS latency) before the end of the current access. This requires that the scheme of arbitration changes since arbitration cannot be
respected. If the controller anticipates a read access, and thus a master with a high priority arises before the end of the current access,
then this master will not be serviced.

| t |
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Figure 37-19: Anticipate Precharge/Activate Command in Bank 2 during Read Access in Bank 1
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Read Access in Bank 1

MPDDRC is a multiport controller that embeds three arbitration mechanisms based on round -robin arbitration which allows to share the
external device between different masters when two or more masters try to access the DDR-SDRAM device at the same time.

The three arbitration types are round-robin arbitration and two weighted round-robin arbitrations. For weighted round-robin arbitrations,
the priority can be given either depending on the number of requests or words per port, or depending on the required bandwidth per port.
The type of arbitration can be chosen by setting the ARB field in the Configuration Arbiter register (MPDDRC_CONF_ARBITER) (see Sec-
tion 37.7.16 “MPDDRC Configuration Arbiter Register”).
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375.4.1 Round-robin Arbitration

Round-robin arbitration is used when the ARB field is set to 0 (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”). This algo-
rithm dispatches the requests from different masters to the DDR-SDRAM device in a round-robin manner. If two or more master requests
arise at the same time, the master with the lowest number is serviced first, then the others are serviced in a round-robin manner.

To avoid burst breaking and to provide the maximum throughput for the DDR-SDRAM device, arbitration must only take place during the
following cycles:
1. Idle cycles: when no master is connected to the DDR-SDRAM device.
2. Single cycles: when a slave is currently doing a single access.
3. End of Burst cycles: when the current cycle is the last cycle of a burst transfer:
- For bursts of defined length, predicted end of burst matches the size of the transfer.
- For bursts of undefined length, predicted end of burst is generated at the end of each four-beat boundary inside the INCR transfer.

4. Anticipated Access: when an anticipated read access is done while the current access is not complete, the arbitration scheme can
be changed if the anticipated access is not the next access serviced by the arbitration scheme.

37.5.4.2 Request-word Weighted Round-robin Arbitration
In request-word weighted round-robin arbitration, the weight is the number of requests or the number of words per port.

This arbitration scheme is enabled by configuring the ARB field to 1 (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”). This
algorithm grants a port for XY consecutive first transfer (htrans = NON SEQUENTIAL) of a burst or X single transfer, or for X word trans-
fers. It is possible to chose between an arbitration scheme by request or by word per port by setting the RQ_WD_Px field (see Section
37.7.16 “MPDDRC Configuration Arbiter Register”).

Note 1. Xis an integer value provided by some master modules to the arbiter.

It is also possible for the user to provide the number of requests or words (by overwriting the information provided by a master) on master
basis by configuring the MA_PR_Px field. Depending on the application, it is possible to reduce or increase the number of these requests
or words by configuring the NRD_NWD_BDW_Px fields (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”).

The TIMEOUT_Px field defines the delay between two accesses on the same port in number of cycles before to arbitrate and to give the
hand to another port. This field allows to avoid a timeout on the system because some masters have the particularity to add idle cycles
between two consecutive accesses (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”).

This algorithm dispatches the requests from different masters to the DDR-SDRAM device in a round-robin manner. If two or more master
requests arise at the same time, the master with the lowest number is serviced first, then the others are serviced in a round-robin manner
when the number of requests or words is reached or when the timeout value is reached.

To avoid burst breaking and to provide the maximum throughput for the DDR-SDRAM device, arbitration must only take place during the
following cycles:

1. Timeout is reached: the delay between two accesses is equal to TIMEOUT_Px.
2. Number of requests or words is reached: when the current cycle is the last cycle of a transfer.

37.5.4.3 Bandwidth Weighted Round-robin Arbitration
In bandwidth weighted round-robin arbitration, a minimum bandwidth is guaranteed per port.
This arbitration scheme is enabled when the ARB field is set to 2 (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”).

This algorithm grants to each port a percentage of the bandwidth. The NRD_NWD_BDW_Px field defines the percentage allocated to each
port.

The percentage of the bandwidth is programmed with the NRD_NWD_BDW_Px fields (see Section 37.7.16 “MPDDRC Configuration Arbi-
ter Register”).

The TIMEOUT_Px field defines the delay between two accesses on the same port in number of cycles before to arbitrate and to give the
hand to another port. This field allows to avoid a timeout on the system because some masters have the particularity to add idle cycles
between two consecutive accesses (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”).

This algorithm dispatches the requests from different masters to the DDR-SDRAM device in a round-robin manner. If two or more master
requests arise at the same time, the master with the lowest number is serviced first, then the others are serviced in a round-robin manner
when the allocated bandwidth is reached or when the timeout value is reached.

The BDW_BURST field allows to arbitrate either when the current master reaches exactly the programmed bandwidth, or when the current
master reaches exactly the programmed bandwidth and the current access is ended (see Section 37.7.16 “MPDDRC Configuration Arbiter
Register”).

To provide the maximum throughput for the DDR-SDRAM device, arbitration must only take place during the following cycles:
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1. Timeout is reached: the delay between two accesses is equal to TIMEOUT_Px.
2. Allocated Bandwidth is reach although the current cycle is not ended.
3. Allocated Bandwidth is reach and the current cycle is the last cycle of a transfer

3755 Scrambling/Unscrambling Function

The external data bus can be scrambled in order to prevent intellectual property data located in off-chip memories from being easily recov-
ered by analyzing data at the package pin level of either the microcontroller or the memory device.

The scrambling and unscrambling are performed on-the-fly without additional wait states.

The scrambling method depends on two user-configurable key registers, MPDDRC_KEY1 in the “MPDDRC OCMS KEY1 Register” and
MPDDRC_KEY?2 in the “MPDDRC OCMS KEY2 Register” . These key registers are only accessible in Write mode.

The key must be securely stored in a reliable non-volatile memory in order to recover data from the off-chip memory. Any data scrambled
with a given key cannot be recovered if the key is lost.

The scrambling/unscrambling function can be enabled or disabled by programming the “MPDDRC OCMS Register” .
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37.5.6 Register Write Protection

To prevent any single software error from corrupting MPDDRC behavior, certain registers in the address space can be write-protected by
setting the WPEN bit in the MPDDRC Write Protection Mode Register (MPDDRC_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the MPDDRC Write Protection Status Register
(MPDDRC_WPSR) is set and the field WPVSRC indicates the register in which the write access has been attempted.

The WPVS bit is automatically cleared after reading the MPDDRC_WPSR.
The following registers can be write-protected:

< MPDDRC Mode Register

« MPDDRC Refresh Timer Register

« MPDDRC Configuration Register

« MPDDRC Timing Parameter O Register

« MPDDRC Timing Parameter 1 Register

« MPDDRC Memory Device Register

« MPDDRC Low-power DDR2 Low-power DDR3 and DDR3 Calibration and MR4 Register
« MPDDRC OCMS Register

« MPDDRC OCMS KEY1 Register

« MPDDRC OCMS KEY2 Register

DS60001532A-page 518 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

37.6 Software Interface/SDRAM Organization, Address Mapping

The DDR-SDRAM address space is organized into banks, rows and columns. The MPDDRC maps different memory types depending on
values set in the Configuration register (MPDDRC_CR) (see Section 37.7.3 “MPDDRC Configuration Register”). The tables that follow
illustrate the relation between CPU addresses and columns, rows and banks addresses for 16-bit memory data bus widths and 32-bit
memory data bus widths.

The MPDDRC supports address mapping in Linear mode.
Sequential mode is a method for address mapping where banks alternate at each last DDR-SDRAM page of the current bank.
Interleaved mode is a method for address mapping where banks alternate at each DDR-SDRAM end of page of the current bank.

The MPDDRC makes the DDR-SDRAM device access protocol transparent to the user. The tables that follow illustrate the DDR-SDRAM
device memory mapping seen by the user in correlation with the device structure. Various configurations are illustrated.
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37.6.1 DDR-SDRAM Address Mapping for 16-bit Memory Data Bus Width

Table 37-3: Sequential Mapping for DDR-SDRAM Configuration, 2K Rows, 256/512/1024/2048/4096 Columns, 4

banks

CPU Address Line
27 126 | 25|24 |23 |22 21‘20 19‘18‘17‘16‘15‘14‘13‘12‘11‘10‘9 8‘7‘6‘5‘4‘3‘2‘1 0
BK[1:0] Row[10:0] Column[7:0] MO
Bk[1:0] ‘ Row[10:0] ‘ Column[8:0] MO
BK[1:0] ‘ Row[10:0] ‘ Column[9:0] MO
Bk[1:0] ‘ Row[10:0] ‘ Column[10:0] MO
BK[1:0] ‘ Row[10:0] ‘ Column[11:0] MO

Table 37-4: Interleaved Mapping for DDR-SDRAM Configuration, 2K Rows, 256/512/1024/2048/4096 Columns, 4

banks

CPU Address Line
27 126 | 25|24 23|22 |21 20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10‘9 8‘7‘6‘5‘4‘3‘2‘1 0
Row[10:0] BKk[1:0] Column[7:0] MO
Row[10:0] ‘ BKk[1:0] ‘ Column[8:0] MO
Row[10:0] ‘ Bk[1:0] ‘ Column[9:0] MO
Row[10:0] ‘ Bk[1:0] ‘ Column[10:0] MO
RoW[10:0] | BK10] | Column[11:0] MO

Table 37-5: Sequential Mapping for DDR-SDRAM Configuration: 4K Rows, 256/512/1024/2048/4096 Columns, 4

banks

CPU Address Line
27 |26 | 25| 24| 23 22‘21 20‘19‘18‘17‘16‘15‘14‘13‘12‘11‘10‘9 8‘7‘6‘5‘4‘3‘2‘1 0
Bk[1:0] Row[11:0] Column([7:0] MO
BK[1:0] ‘ Row[11:0] ‘ Column[8:0] MO
Bk[1:0] ‘ Row[11:0] ‘ Column[9:0] MO
BK[L:0] | Row[11:0] | Column[10:0] MO
Bk[1:0] ‘ Row[11:0] Column[11:0] MO

Table 37-6: Interleaved Mapping for DDR-SDRAM Configuration: 4K Rows, 256/512/1024/2048/4096 Columns, 4

banks

CPU Address Line
27 |26 | 25|24 | 23| 22 21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10‘9 8‘7‘6‘5‘4‘3‘2‘1 0
Row[11:0] Bk[1:0] Column[7:0] MO
Row[11:0] ‘ BK[1:0] ‘ Column[8:0] MO
Row[11:0] | BK[LO] | Column[9:0] MO
Row[11:0] | BILO] Column[10:0] MO
Row[11:0] ‘ Bk[1:0] ‘ Column[11:0] MO
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Table 37-7: Sequential Mapping for DDR-SDRAM Configuration: 8K Rows, 512/1024/2048/4096 Columns, 4
banks

CPU Address Line

27 | 26 | 25 24‘23 22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11‘10 9‘8‘7‘6‘5‘4‘3‘2‘1 0
BKk[1:0] Row[12:0] Column[8:0] MO

BK[L:0] | Row[12:0] | Column[9:0] MO

Bk[1:0] ‘ Row[12:0] ‘ Column[10:0] MO
BKk[1:0] ‘ Row[12:0] ‘ Column[11:0] MO

Table 37-8: Interleaved Mapping for DDR-SDRAM Configuration: 8K Rows, 512/1024/2048/4096 Columns, 4

banks
CPU Address Line
27 |26 | 25 24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12 11‘10 9‘8‘7‘6‘5‘4‘3‘2‘1 0
Row[12:0] BKk[1:0] Column[8:0] MO
RoW[12:0] | BK(LO] | Column[9:0] MO
Row[12:0] ‘ Bk[1:0] ‘ Column[10:0] MO
Row[12:0] ‘ Bk[1:0] ‘ Column[11:0] MO

Table 37-9: Sequential Mapping for DDR-SDRAM Configuration: 16K Rows, 512/1024/2048 Columns, 4 banks
CPU Address Line

27 | 26 25‘24 23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11‘10 9‘8‘7‘6‘5‘4‘3‘2‘1 0
BKk[1:0] Row[13:0] Column[8:0] MO

BK[L:0] | ROW[13:0] | Column[9:0] MO
BKk[1:0] ‘ Row[13:0] ‘ Column[10:0] MO

Table 37-10:  Interleaved Mapping for DDR-SDRAM Configuration: 16K Rows, 512/1024/2048 Columns, 4 banks
CPU Address Line

27 | 26 25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12 11‘10 9‘8‘7‘6‘5‘4‘3‘2‘1 0
Row[13:0] BKk[1:0] Column[8:0] MO

Row[13:0] ‘ Bk[1:0] ‘ Column[9:0] MO

ROW[13:0] | BKL0] Column[10:0] MO

Table 37-11:  Sequential Mapping for DDR-SDRAM Configuration: 8K Rows,1024/ Columns, 8 banks

CPU Address Line
27 26‘25‘24 23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10‘ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 2 ‘ 1|0
Bk[2:0] Row[12:0] Column[9:0] MO

Table 37-12:  Interleaved Mapping for DDR-SDRAM Configuration: 8K Rows,1024/ Columns, 8 banks

CPU Address Line
27 26‘25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14 13‘12‘11 10‘9‘8‘7‘6‘5‘4‘3‘2‘1 0
Row([12:0] Bk[2:0] Column[9:0] MO
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Table 37-13:  Sequential Mapping for DDR-SDRAM Configuration: 16K Rows,1024/ Columns, 8 banks
CPU Address Line

27‘26‘25 24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10‘9‘8‘7‘6‘5‘4‘3‘2 ‘ 1,0
Bk[2:0] Row[13:0] Column[9:0] MO

Table 37-14:  Interleaved Mapping for DDR-SDRAM Configuration: 16K Rows,1024/ Columns, 8 banks
CPU Address Line

27‘26‘25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14 13‘12‘11 10‘9‘8‘7‘6‘5‘4‘3‘2 ‘ 1,0
Row[13:0] Bk[2:0] Column[9:0] MO
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37.6.2 DDR-SDRAM Address Mapping for 32-bit Memory Data Bus Width
Table 37-15:  Sequential Mapping DDR-SDRAM Configuration Mapping: 2K Rows, 512/1024/2048 Columns, 4
banks
CPU Address Line
2827|2625 |24 23‘22 21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10‘9‘8‘7‘6‘5‘4‘3‘2 1‘0
BKk[1:0] Row[10:0] Column[8:0] M[1:0]
Bk[1:0] ‘ Row[10:0] ‘ Column[9:0] M[1:0]
Bk[1:0] ‘ Row[10:0] ‘ Column[10:0] M[1:0]
Table 37-16: Interleaved Mapping DDR-SDRAM Configuration Mapping: 2K Rows, 512/1024/2048 Columns, 4
banks
CPU Address Line
28 | 27|26 |25 |24 23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13 12‘11 10‘9‘8‘7‘6‘5‘4‘3‘2 1‘0
Row[10:0] BKk[1:0] Column[8:0] M[1:0]
Row[10:0] ‘ BKk[1:0] ‘ Column[9:0] M[1:0]
Row[10:0] ‘ BKk[1:0] ‘ Column[10:0] M[1:0]
Table 37-17:  Sequential Mapping DDR-SDRAM Configuration Mapping: 4K Rows, 256/512/1024/2048 Columns, 4
banks
CPU Address Line
28 |27 (26|25 |24 23‘22 21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11‘10 9‘8‘7‘6‘5‘4‘3‘2 1‘0
BKk[1:0] Row[11:0] Column([7:0] M[1:0]
BK(1:0] | Row[11:0] | Column[8:0] M[1:0]
BK[1:0] ‘ Row[11:0] ‘ Column[9:0] M[1:0]
BKk[1:0] ‘ Row([11:0] ‘ Column[10:0] M[1:0]
Table 37-18: Interleaved Mapping DDR-SDRAM Configuration Mapping: 4K Rows, 256/512/1024/2048 Columns, 4
banks
CPU Address Line
28 127|126 |25 |24 23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12 11‘10 9‘8‘7‘6‘5‘4‘3‘2 1‘0
Row[11:0] BK[1:0] Column[7:0] M[1:0]
Row[11:0] | BK[LO] | Column[8:0] M[1:0]
Row[11:0] ‘ BKk[1:0] ‘ Column[9:0] M[1:0]
Row[11:0] ‘ BKk[1:0] ‘ Column[10:0] M[1:0]
Table 37-19:  Sequential Mapping DDR-SDRAM Configuration Mapping: 8K Rows, 512/1024/2048 Columns, 4
banks
CPU Address Line
28 | 27 | 26 25‘24 23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10‘9‘8‘7‘6‘5‘4‘3‘2 1‘0
Bk[1:0] Row[12:0] Column[8:0] M[1:0]
BK(1:0] RoW[12:0] | Column[9:0] M[1:0]
BK(1:0] | RoW[12:0] | Column[10:0] M[1:0]
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Table 37-20: Interleaved Mapping DDR-SDRAM Configuration Mapping: 8K Rows /512/1024/2048 Columns, 4
banks
CPU Address Line
28 | 27|26 25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13 12‘11 10‘ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 21 ‘ 0
Row[13:0] BKk[1:0] Column[8:0] M[1:0]
RoW[13:0] | BK[LO] | Column[9:0] M[1:0]
Row[13:0] ‘ BKk[1:0] ‘ Column[10:0] M[1:0]
Table 37-21:  Sequential Mapping DDR-SDRAM Configuration Mapping: 8K Rows /1024 Columns, 8 banks
CPU Address Line
28 27‘26‘25 24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12 11‘10‘ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 2|11 ‘ 0
Bk[2:0] Row[12:0] Column[9:0] M[1:0]
Table 37-22:  Interleaved Mapping DDR-SDRAM Configuration Mapping: 8K Rows /1024 Columns, 8 banks
CPU Address Line
28 27‘26‘25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15 14‘13‘12 11‘10‘ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 21 ‘ 0
Row[12:0] BKk[2:0] Column[9:0] M[1:0]
Table 37-23:  Sequential Mapping DDR-SDRAM Configuration Mapping: 16K Rows /1024 Columns, 4 banks
CPU Address Line
28 27‘26 25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12 11‘10‘ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 211 ‘ 0
Bk[1:0] Row[13:0] Column[9:0] M[1:0]
Table 37-24:  Interleaved Mapping DDR-SDRAM Configuration Mapping: 16K Rows /1024 Columns, 4 banks
CPU Address Line
28 27‘26‘25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14 13‘12 11‘10‘ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 211 ‘ 0
Row[13:0] Bk[1:0] Column[9:0] M[1:0]
Table 37-25:  Sequential Mapping DDR-SDRAM Configuration Mapping: 16K Rows /1024 Columns, 8 banks
CPU Address Line
28‘27‘26 25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15‘14‘13‘12 11‘10‘ 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 211 ‘ 0
Bk[2:0] Row[13:0] Column[9:0] M[1:0]
Table 37-26:  Interleaved Mapping DDR-SDRAM Configuration Mapping: 16K Rows /1024 Columns, 8 banks

CPU Address Line

28‘27‘26‘25‘24‘23‘22‘21‘20‘19‘18‘17‘16‘15

14‘13‘12

aw[e a7 s]s]4]2]2

To

Row[13:0]

BK[2:0]

Column[9:0]

M[1:0]
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37.6.3 DDR-SDRAM Address Mapping for Low-cost Memories

Table 37-27:  Sequential Mapping for DDR-SDRAM Configuration, 2K Rows, 512 Columns, 2 banks, 16 bits
CPU Address Line
27126 25|24 |23 |22|21 20‘19‘18‘17‘16‘15‘14‘13‘12‘11‘10 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 2 ‘ 110
Bk Row[10:0] Column[8:0] MO
Table 37-28:  Interleaved Mapping for DDR-SDRAM Configuration, 2K Rows, 512 Columns, 2 banks, 16 bits
CPU Address Line
27 |26 | 25|24 | 23| 22 21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10| 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 2 ‘ 1|0
Row[10:0] Bk Column[8:0] MO
Table 37-29:  Sequential Mapping for DDR-SDRAM Configuration: 4K Rows, 256 Columns, 2 banks, 32 bits
CPU Address Line
27126 25|24 |23 |22|21 20‘19‘18‘17‘16‘15‘14‘13‘12‘11‘10 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 211 ‘ 0
Bk |Row[11:0] Column|[7:0] M[1:0]
Table 37-30:  Interleaved Mapping for DDR-SDRAM Configuration: 4K Rows, 256 Columns, 2 banks, 32 bits
CPU Address Line
27 |26 | 25|24 | 23| 22 21‘20‘19‘18‘17‘16‘15‘14‘13‘12‘11 10| 9 ‘ 8 ‘ 7 ‘ 6 ‘ 5 ‘ 4 ‘ 3 ‘ 211 ‘ 0
Row[11:0] Bk Column[7:0] M[1:0]

Note 1: M[1:0] is the byte address inside a 32-bit word.
2: BK[2] = BA2, Bk[1] = BAL, BK[0] = BAO
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37.7 AHB Multiport DDR-SDRAM Controller (MPDDRC) User Interface

The User Interface is connected to the APB bus. The MPDDRC is programmed using the registers listed in Table 37-31.

Table 37-31:  Register Mapping

Offset Register Name Access Reset
0x00 Mode Register MPDDRC_MR Read/Write | 0x00000000
0x04 Refresh Timer Register MPDDRC_RTR Read/Write | 0x03000000
0x08 Configuration Register MPDDRC_CR Read/Write | 0x00207024
0x0C Timing Parameter O Register MPDDRC_TPRO Read/Write | 0x20227225
0x10 Timing Parameter 1 Register MPDDRC_TPR1 Read/Write | 0x3C80808
0x14 Timing Parameter 2 Register MPDDRC_TPR2 Read/Write | 0x00042062
0x18 Reserved - - -
0x1C Low-Power Register MPDDRC_LPR Read/Write | 0x00010000
0x20 Memory Device Register MPDDRC_MD Read/Write 0x13
0x24 Reserved - - -
0x28 ;‘;‘gi’;(;‘:"er DDR? Low-power DDR3 Low-power | \\nhhpe | pppr23 LPR Read/Write | 0x00000000
ac | Lowouer DOR2 Lovpoue DOR AN DORS | PODRCLPOORZ LPODRSD g o0
) | LowtonerDOR2 Lowgouer DORS O3 | NPODRC LPOORZ LPODRS.D | e | s
0x34 1/0O Calibration Register MPDDRC _10_CALIBR Read/Write | 0x00870000
0x38 OCMS Register MPDDRC_OCMS Read/Write | 0x00000000
0x3C OCMS KEY1 Register MPDDRC_OCMS_KEY1 Write-only -
0x40 OCMS KEY2 Register MPDDRC_OCMS_KEY2 Write-only -
0x44 Configuration Arbiter Register MPDDRC_CONF_ARBITER Read/Write | 0x00000000
0x48 Timeout Register MPDDRC_TIMEOUT Read/Write | 0x00000000
0x4C Request Port 0-1-2-3 Register MPDDRC_REQ PORT 0123 Read/Write | 0x00000000
0x50 Request Port 4-5-6-7 Register MPDDRC_REQ PORT_ 4567 Read/Write | 0x00000000
0x54 gggies:‘:r'v'a"im“m Bandwidth Port 0-1-2-3 MPDDRC_BDW_PORT_0123 | Read-only | 0x00000000
0x58 gggii?:r'v'a"im“m Bandwidth Port 4-5-6-7 MPDDRC_BDW_PORT_4567 Read-only | 0x00000000
0x5C Read Data Path Register MPDDRC_RD_DATA PATH Read/Write | 0x00000000
0x60 Monitor Configuration Register MPDDRC_MCFGR Read/Write | 0x00000000
0x64 Monitor Address High/Low Port 0 Register MPDDRC_MADDRO Read/Write | 0x00000000
0x68 Monitor Address High/Low Port 1 Register MPDDRC_MADDRL1 Read/Write | 0x00000000
0x6C Monitor Address High/Low Port 2 Register MPDDRC_MADDR2 Read/Write | 0x00000000
0x70 Monitor Address High/Low Port 3 Register MPDDRC_MADDR3 Read/Write | 0x00000000
0x74 Monitor Address High/Low Port 4 Register MPDDRC_MADDRA4 Read/Write | 0x00000000
0x78 Monitor Address High/Low Port 5 Register MPDDRC_MADDR5 Read/Write | 0x00000000
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Table 37-31: Register Mapping (Continued)

Offset Register Name Access Reset
0x7C Monitor Address High/Low Port 6 Register MPDDRC_MADDRG6 Read/Write | 0x00000000
0x80 Monitor Address High/Low Port 7 Register MPDDRC_MADDR7 Read/Write | 0x00000000
0x84 Monitor Information Port O Register MPDDRC_MINFOO Read-only | 0x00000000
0x88 Monitor Information Port 1 Register MPDDRC_MINFO1 Read-only | 0x00000000
0x8C Monitor Information Port 2 Register MPDDRC_MINFO2 Read-only | 0x00000000
0x90 Monitor Information Port 3 Register MPDDRC_MINFO3 Read-only | 0x00000000
0x94 Monitor Information Port 4 Register MPDDRC_MINFO4 Read-only | 0x00000000
0x98 Monitor Information Port 5 Register MPDDRC_MINFO5 Read-only | 0x00000000
0x9C Monitor Information Port 6 Register MPDDRC_MINFO6 Read-only | 0x00000000
OxAO0 Monitor Information Port 7 Register MPDDRC_MINFO7 Read-only | 0x00000000
0xA4—0xEOQ Reserved - - -
OxE4 Write Protection Mode Register MPDDRC_WPMR Read/Write | 0x00000000
OxE8 Write Protection Status Register MPDDRC_WPSR Read-only | 0x00000000
OXEC-0x1FC Reserved - - -
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37.7.1 MPDDRC Mode Register

Name: MPDDRC_MR

Address: 0xF000C000

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - I - |
15 14 13 12 11 10 9 8

| MRS |
7 6 5 4 3 2 1 0

| — - - DAI - MODE |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

MODE: MPDDRC Command Mode

This field defines the command issued by the MPDDRC when the SDRAM device is accessed. This register is used to initialize the SDRAM
device and to activate Deep Powerdown mode.

Value

Name

Description

0

NORMAL_CMD

Normal Mode. Any access to the MPDDRC is decoded normally. To activate this mode, the
command must be followed by a write to the DDR-SDRAM.

NOP_CMD

The MPDDRC issues a NOP command when the DDR-SDRAM device is accessed regardless
of the cycle. To activate this mode, the command must be followed by a write to the DDR-
SDRAM.

PRCGALL_CMD

The MPDDRC issues the All Banks Precharge command when the DDR-SDRAM device is
accessed regardless of the cycle. To activate this mode, the command must be followed by a
write to the SDRAM.

LMR_CMD

The MPDDRC issues a Load Mode Register command when the DDR-SDRAM device is
accessed regardless of the cycle. To activate this mode, the command must be followed by a
write to the DDR-SDRAM.

RFSH_CMD

The MPDDRC issues an Autorefresh command when the DDR-SDRAM device is accessed
regardless of the cycle. Previously, an All Banks Precharge command must be issued. To
activate this mode, the command must be followed by a write to the DDR-SDRAM.

EXT_LMR_CMD

The MPDDRC issues an Extended Load Mode Register command when the SDRAM device is
accessed regardless of the cycle. To activate this mode, the command must be followed by a
write to the DDR-SDRAM. The write in the DDR-SDRAM must be done in the appropriate bank.

DEEP_CALIB_MD

Deep Power mode: Access to Deep Powerdown mode

Calibration command: to calibrate RTT and RON values for the Process Voltage Temperature
(PVT) (DDR3-SDRAM device)

LPDDR2_LPDDR3_CMD

The MPDDRC issues an LPDDR2/LPDDR3 Mode Register command when the device is
accessed regardless of the cycle. To activate this mode, the Mode Register command must be
followed by a write to the low-power DDR2-SDRAM or to the low-power DDR3-SDRAM.

DAI: Device Autoinitialization Status (read-only)

Reset value is 1.
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This field reports when the device autoinitialization is complete.

Value | Name Description
0 DAI_COMPLETE DAI complete
1 DAI_IN_PROGESSS DA still in progress

MRS: Mode Register Select LPDDR2/LPDDR3

Configure this 8-bit field to program all mode registers included in the low-power DDR2-SDRAM device. This field is unique to the low-
power DDR2-SDRAM devices and low-power DDR3-SDRAM devices.
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37.7.2 MPDDRC Refresh Timer Register
Name: MPDDRC_RTR

Address: 0xFO00C004

Access: Read/Write

31 30 29 28 27 26 25 24

I - S I RN R R
23 22 21 20 19 18 17 16

| — | MR4_VALUE | — | — | REF_PB | ADJ_REF |
15 14 13 12 1 10 9 8

| — | — - — | COUNT |
7 6 5 4 3 2 1 0

| COUNT |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

COUNT: MPDDRC Refresh Timer Count

This 12-bit field is loaded into a timer which generates the refresh pulse. Each time the refresh pulse is generated, a refresh sequence is
initiated.

The SDRAM requires Auto-refresh cycles at an average periodic interval of T,. The value to be loaded depends on the MPDDRC clock
frequency MCK (Master Clock) and average periodic interval of T

For example, for an SDRAM with T, = 7.8 ps and a 133 MHz (7.5 ns) Master clock, the value of the COUNT field is configured: ((7.8 x 10
6) / (7.5 x 1079)) = 1040 or 0x0410.

Low-power DDR2-SDRAM and low-power DDR3-SDRAM devices support Per Bank Refresh operation. In this configuration, average time
between refresh command is 0.975 ps. The value of the COUNT field is configured depending on this value. For example, the value of a
133 MHz Master clock refresh timer is 130 or 0x82.

ADJ_REF: Adjust Refresh Rate

Reset value is 0.

0: Adjust refresh rate is not enabled.

1: Adjust refresh rate is enabled.

This mode is unique to the low-power DDR2-SDRAM devices and low-power DDR3-SDRAM devices.

REF_PB: Refresh Per Bank

Reset value is 0.

0: Refresh all banks during autorefresh operation.

1: Refresh the scheduled bank by the bank counter in the memory interface.

This mode is unique to the low-power DDR2-SDRAM devices and low-power DDR3-SDRAM devices.

MR4_VALUE: Content of MR4 Register (read-only)
Reset value is 3.

This field gives the content of MR4 register. This field is updated when MRR command is generated and Adjust Refresh Rate bit is enabled.
Update is done when read value is different from MR4_VALUE.

LPDDR2 and LPDDR3 JEDEC memory standards impose derating LPDDR2/LPDDR3 AC timings (trcps tres tras, trp @nd trrp) When
the value of MR4 is equal to 6. If the application needs to work in extreme conditions, the derating value must be added to AC timings
before the power up sequence.

This mode is unique to the low-power DDR2-SDRAM devices and low-power DDR3-SDRAM devices.
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37.7.3 MPDDRC Configuration Register

Name: MPDDRC_CR

Address: 0xF000C008

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - I - |
23 22 21 20 19 18 17 16

| UNAL | DECOD | NDQS | NB | LC_LPDDR1 | - | ENRDM | DQMS |
15 14 13 12 11 10 9 8

| - [ OCD [ ZQ [ DiIsDLL | DICDS |
7 6 5 4 3 2 1 0

| DLL | CAS | NR | NC |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

NC: Number of Column Bits
Reset value is 0 (9/8 column bits).

Value

Name Description

9 bits to define the column number, up to 512 columns, for DDR2-SDRAM/DDR3-SDRAM/
DDR9 MDDR8 COL_BITS LPDDR2-SDRAM/LPDDR3-SDRAM
8 bits to define the column number, up to 256 columns, for LPDDR1-SDRAM

10 bits to define the column number, up to 1024 columns, for DDR2-SDRAM/DDR3-
DDR10_MDDR9_COL_BITS SDRAM/LPDDR2-SDRAM/LPDDR3-SDRAM
9 bits to define the column number, up to 512 columns, for LPDDR1-SDRAM

11 bits to define the column number, up to 2048 columns, for DDR2-SDRAM/DDR3-
DDR11 _MDDR10 COL BITS | SDRAM/LPDDR2-SDRAM/LPDDR3-SDRAM
10 bits to define the column number, up to 1024 columns, for LPDDR1-SDRAM

12 bits to define the column number, up to 4096 columns, for DDR2-SDRAM/DDR3-
DDR12_MDDR11_COL_BITS | SDRAM/LPDDR2-SDRAM/LPDDR3-SDRAM
11 bits to define the column number, up to 2048 columns, for LPDDR1-SDRAM

NR: Number of Row Bits

Reset value is 1 (12 row bits).

Value | Name Description
0 11_ROW_BITS | 11 bits to define the row number, up to 2048 rows
1 12 ROW_BITS | 12 bits to define the row number, up to 4096 rows
2 13 ROW_BITS | 13 bits to define the row number, up to 8192 rows
3 14 ROW_BITS | 14 bits to define the row number, up to 16384 rows
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CAS: CAS Latency
Reset value is 2 (2 cycles).

Value | Name Description
2 DDR_CAS?2 LPDDR1 CAS Latency 2
3 DDR_CAS3 LPDDR3/DDR2/LPDDR2/LPDDR1 CAS Latency 3
5 DDR_CAS5 DDR3 CAS Latency 5
6 DDR_CAS6 DDR3LPDDR3 CAS Latency 6

In the case of DDR3-SDRAM devices, the CAS field must be set to 5 and the SHIFT_SAMPLING field must be set to 2. See
“SHIFT_SAMPLING: Shift Sampling Point of Data” . This field is not used to set the DDR3-SDRAM. In the case of DDR3-SDRAM devices,
the DLL Off mode sets the CAS Read Latency (CRL) and the CAS Write Latency (CWL) to 6. The latency is automatically set by the con-
troller.

DLL: Reset DLL

Reset value is 0.

This bit defines the value of Reset DLL.

Value | Name Description
0 RESET_DISABLED Disable DLL reset
1 RESET_ENABLED Enable DLL reset

This value is used during the powerup sequence.
This bit is found only in the DDR2-SDRAM devices and DDR3-SDRAM devices.

DIC_DS: Output Driver Impedance Control (Drive Strength)
Reset value is 0.

This bit name is described as “DS” in some memory datasheets. It defines the output drive strength. This value is used during the powerup
sequence. For DDR3-SDRAM devices, this field is equivalent to ODS, Output Drive Strength.

Value | Name Description
0 DDR2_NORMALSTRENGTH_DDR3_RZQ/6 | Normal drive strength (DDR2) - RZQ/6 (40 [NOM], DDR3)
1 DDR2_WEAKSTRENGTH_DDR3_RZQ/7 Weak drive strength (DDR2) - RZQ/7 (34 [NOM], DDR3)

This bit is found only in the DDR2-SDRAM devices and DDR3-SDRAM devices.

DIS_DLL: DISABLE DLL
Reset value is 0.

0: Enable DLL.

1: Disable DLL.

This value is used during the powerup sequence. Itis only found in the DDR2-SDRAM devices and DDR3-SDRAM devices and low-power
DDR3-SDRAM devices.
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ZQ: ZQ Calibration
Reset value is 0.

Value | Name Description
0 INIT Calibration command after initialization
1 LONG Long calibration
2 SHORT Short calibration
3 RESET ZQ Reset

This parameter is used to calibrate DRAM On resistance (Ron) values over PVT.
This field is found only in the low-power DDR2-SDRAM devices and low-power DDR3-SDRAM devices.

OCD: Off-chip Driver
Reset value is 7.

Note:  SDRAM Controller supports only two values for OCD (default calibration and exit from calibration). These values MUST always
be programmed during the initialization sequence. The default calibration must be programmed first, after which the exit cali-
bration and maintain settings must be programmed.

This field is found only in the DDR2-SDRAM devices.

Value | Name Description
0 DDR2_EXITCALIB Exit from OCD Calibration mode and maintain settings
7 EDRZ—DEFAULT—CALI OCD calibration default

DQMS: Mask Data is Shared
Reset value is 0.

Value | Name Description
0 NOT_SHARED DQM is not shared with another controller
1 SHARED DQM is shared with another controller

ENRDM: Enable Read Measure
Reset value is 0.

Value | Name Description
0 OFF DQS/DDR_DATA phase error correction is disabled
1 ON DQS/DDR_DATA phase error correction is enabled

This feature is not supported during a change frequency. See “CHG_FRQ: Change Clock Frequency During Self-refresh Mode” .
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LC_LPDDR1: Low-cost Low-power DDR1
Reset value is 0.

Value | Name Description

0 NOT_2_BANKS Any type of memory devices except of low cost, low density Low Power DDR1.

Low-cost and low-density low-power DDR1. These devices have a density of 32 Mbits and are
organized as two internal banks. To use this feature, the user has to define the type of memory and
the data bus width (see Section 37.7.8 “MPDDRC Memory Device Register”).

The 16-bit memory device is organized as 2 banks, 9 columns and 11 rows.

1 2_BANKS_LPDDR1 ) o .
The 32-bit memory device is organized as 2 banks, 8 columns and 11 rows.

It is impossible to use two 16-bit memory devices (2 x 32 Mbits) for creating one 32-bit memory
device (64 Mbits). In this case, it is recommended to use one 32-bit memory device which embeds
four internal banks.

NB: Number of Banks
Reset value is 0 (4 banks). If LC_LPDDR1 is set to 1, NB is not relevant.

Value | Name Description

0 4 BANKS 4-bank memory devices

8 banks. Only possible when using the DDR2-SDRAM and low-power DDR2-SDRAM and DDR3-
SDRAM and low-power DDR3-SDRAM devices.

1 | 8_BANKS

NDQS: Not DQS
Reset value is 1 (Not DQS is disabled).

Value | Name Description
0 ENABLED Not DQS is enabled
1 DISABLED Not DQS is disabled

This bit is found only in the DDR2-SDRAM devices.

DECOD: Type of Decoding
Reset value is 0.

Value | Name Description

0 SEQUENTIAL Method for address mapping where banks alternate at each last DDR-SDRAM page of the current bank.

Method for address mapping where banks alternate at each DDR-SDRAM end of page of the current

1 INTERLEAVED
bank.

UNAL: Support Unaligned Access
Reset value is 0 (unaligned access is not supported).

Value | Name Description

0 UNSUPPORTED | Unaligned access is not supported.

1 SUPPORTED Unaligned access is supported.

This mode is enabled with masters which have an AXI interface.
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37.7.4 MPDDRC Timing Parameter 0 Register
Name: MPDDRC_TPRO

Address: 0xF000CO00C

Access: Read/Write

31 30 29 28 27 26 25 24

| TMRD | TWTR |
23 22 21 20 19 18 17 16

| TRRD | TRP |
15 14 13 12 11 10 9 8

| TRC | TWR |
7 6 5 4 3 2 1 0

| TRCD | TRAS |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

TRAS: Active to Precharge Delay

Reset value is 5 DDRCK™ clock cycles.

This field defines the delay between an Activate command and a Precharge command in number of DDRCK™ clock cycles. The number
of cycles is between 0 and 15.

TRCD: Row to Column Delay

Reset value is 2 DDRCK™ clock cycles.

This field defines the delay between an Activate command and a Read/Write command in number of DDRCK™ clock cycles. The number
of cycles is between 0 and 15.

TWR: Write Recovery Delay

Reset value is 2 DDRCK™ clock cycles.

This field defines the Write Recovery Time in number of DDRCK™ clock cycles. The number of cycles is between 1 and 15.

TRC: Row Cycle Delay

Reset value is 7 DDRCK™ clock cycles.

This field defines the delay between an Activate command and a Refresh command in number of DDRCK™ clock cycles. The number of
cycles is between 0 and 15.

TRP: Row Precharge Delay

Reset value is 2 DDRCK™ clock cycles.

This field defines the delay between a Precharge command and another command in number of DDRCK™ clock cycles. The number of
cycles is between 0 and 15.

TRRD: Active BankA to Active BankB

Reset value is 2 DDRCK™ clock cycles.

This field defines the delay between an Activate command in BankA and an Activate command in BankB in number of DDRCK™ clock
cycles. The number of cycles is between 1 and 15.

TWTR: Internal Write to Read Delay

Reset value is 0.

This field defines the internal Write to Read command time in number of DDRCK® clock cycles. The number of cycles is between 1 and 7.

TMRD: Load Mode Register Command to Activate or Refresh Command
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Reset value is 2 DDRCK™ clock cycles.

This field defines the delay between a Load mode register command and an Activate or Refresh command in number of DDRCK™ clock
cycles. The number of cycles is between 0 and 15. For low-power DDR2-SDRAM and low-power DDR3-SDRAM, this field is equivalent

Note 1: DDRCK is the clock that drives the SDRAM device.
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37.75 MPDDRC Timing Parameter 1 Register
Name: MPDDRC_TPR1

Address: 0xF000C010

Access: Read/Write

31 30 29 28 27 26 25 24

| = - = = TXP |
23 22 21 20 19 18 17 16

| TXSRD |
15 14 13 12 11 10 9 8

| TXSNR |
7 6 5 4 3 2 1 0

| - TRFC |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

TRFC: Row Cycle Delay
Reset value is 8 DDRCK™ clock cycles.

This field defines the delay between a Refresh command or a Refresh and Activate command in number of DDRCK™ clock cycles. The
number of cycles is between 0 and 127.

In case of low-power DDR2-SDRAM and low-power DDR3-SDRAM, this field is equivalent to trecqp. If the user enables the function
“Refresh Per Bank” (see “REF_PB: Refresh Per Bank”), this field is equivalent to trrcpp.

TXSNR: Exit Self-refresh Delay to Non-Read Command

Reset value is 8 DDRCK™® clock cycles.

This field defines the delay between CKE set high and a Non Read command in number of DDRCK™ clock cycles. The number of cycles
is between 0 and 255. This field is used by the DDR-SDRAM devices. In case of low-power DDR-SDRAM, this field is equivalent to tygg.
In case of DDR3-SDRAM, this field is equivalent to tys.

TXSRD: Exit Self-refresh Delay to Read Command

Reset value is 200 DDRCK™ clock cycles.

This field defines the delay between CKE set high and a Read command in number of DDRCK™ clock cycles. The number of cycles is
between 0 and 255.

This field is found only in DDR2-SDRAM and DDR3-SDRAM devices.
In case of DDR3-SDRAM, this field is equivalent to tygp, | . In DLL Off mode, this timing is not used. The field must be set to 0.

TXP: Exit Powerdown Delay to First Command
Reset value is 3 DDRCK™ clock cycles.

This field defines the delay between CKE set high and a valid command in number of DDRCK™ clock cycles. The number of cycles is
between 0 and 15.

Note 1: DDRCK is the clock that drives the SDRAM device.
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37.7.6 MPDDRC Timing Parameter 2 Register
Name: MPDDRC_TPR2

Address: 0xF000C014

Access: Read/Write

31 30 29 28 27 26 25 24
I R I S S : - ]
23 22 21 20 19 18 17 16
I I B T |
15 14 13 12 1 10 9 8
| - | TRTP | TRPA |
7 6 5 4 3 2 1 0
| TXARDS | TXARD |

TXARD: Exit Active Power Down Delay to Read Command in Mode “Fast Exit”
Reset value is 2 DDRCK™® clock cycles.

This field defines the delay between CKE set high and a Read command in number of DDRCK™) clock cycles. The number of cycles is
between 0 and 15.

This field is found only in the DDR2-SDRAM devices.

TXARDS: Exit Active Power Down Delay to Read Command in Mode “Slow Exit”
Reset value is 6 DDRCK™ clock cycles.

This field defines the delay between CKE set high and a Read command in number of DDRCK™ clock cycles. The number of cycles is
between 0 and 15.

This field is found only in the DDR2-SDRAM devices.

TRPA: Row Precharge All Delay
Reset value is 0 DDRCK™® clock cycles.

This field defines the delay between a Precharge All Banks command and another command in number of DDRCK ) clock cycles. The
number of cycles is between 0 and 15.

This field is found only in the DDR2-SDRAM devices.
In the case of LPDDR2-SDRAM and LPDDR3-SDRAM, this field is equivalent to tgpag.

TRTP: Read to Precharge

Reset value is 2 DDRCK™® clock cycles.

1)

This field defines the delay between a Read command and a Precharge command in number of DDRCK™ clock cycles.

The number of cycles is between 0 and 7.
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TFAW: Four Active Windows
Reset value is 4 DDRCK™) clock cycles.

DDR2 and DDR3 devices with eight banks (1 Gbit or larger) have an additional requirement concerning tgayy timing. This requires that no
more than four Activate commands may be issued in any given tgay (MIN) period.

The number of cycles is between 0 and 15.
This field is found only in DDR2-SDRAM and LPDDR2-SDRAM and DDR3-SDRAM and LPDDR3-SDRAM devices.
Note 1: DDRCK is the clock that drives the SDRAM device.
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37.7.7 MPDDRC Low-Power Register
Name: MPDDRC_LPR
Address: 0xF000C01C
Access: Read/Write
31 30 29 28 27 26 25 24
| - | - - - | - | - | SELF_DONE | CHG_FRQ |
23 22 21 20 19 18 17 16
| - | - UPD_MR | - | - | - | APDE |
15 14 13 12 11 10 9 8
| - | - TIMEOUT | - | DS |
7 6 5 4 3 2 1 0
LPDDR2_LPDD
- PASR R3_PWOFF CLK_FR LPCB
LPCB: Low-power Command Bit
Reset value is 0.
Value | Name Description
Low-power feature is inhibited. No Powerdown, Self-refresh and Deep power modes are issued to
0 NOLOWPOWER the DDR-SDRAM device.
The MPDDRC issues a self-refresh command to the DDR-SDRAM device, the clock(s) is/are
1 SELFREFRESH deactivated and the CKE signal is set low. The DDR-SDRAM device leaves the Self-refresh mode
when accessed and reenters it after the access.
The MPDDRC issues a Powerdown command to the DDR-SDRAM device after each access, the
2 POWERDOWN CKE signal is set low. The DDR-SDRAM device leaves the Powerdown mode when accessed and
reenters it after the access.
3 EEEPPOWERDOW The MPDDRC issues a Deep Powerdown command to the low-power DDR-SDRAM device.

CLK_FR: Clock Frozen Command Bit
Reset value is 0.

This field sets the clock low during Powerdown mode. Some DDR-SDRAM devices do not support freezing the clock during Powerdown
mode. Refer to the relevant DDR-SDRAM device datasheet for details.

Value | Name Description
0 DISABLED Clock(s) isf/are not frozen.
1 ENABLED Clock(s) is/are frozen.
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LPDDR2_LPDDR3_PWOFF: LPDDR2 - LPDDR3 Power Off Bit
Reset value is 0.

LPDDR2/LPDDR3 power off sequence must be controlled to preserve the LPDDR2/LPDDR3 device. The power failure is handled at sys-
tem level (IRQ or FIQ) and the LPDDR2/LPDDR3 power off sequence is applied using the LPDDR2_LPDDR3_PWOFF bit.

LPDDR2_LPDDR3_PWOFF bit is used to impose CKE low before a power off sequence. Uncontrolled power off sequence can be applied
only up to 400 times in the life of a LPDDR2/LPDDR3 device.

Value | Name Description
0 DISABLED No power-off sequence applied to LPDDR2/LPDDRS3.
1 ENABLED A power-off sequence is applied to the LPDDR2/LPDDR3 device. CKE is forced low.

PASR: Partial Array Self-refresh
Reset value is 0.

This field is unique to low-power DDR1-SDRAM. It is used to specify whether only one-quarter, one-half or all banks of the DDR-SDRAM
array are enabled. Disabled banks are not refreshed in Self-refresh mode.

The values of this field are dependent on the low-power DDR-SDRAM devices.

After the initialization sequence, as soon as the PASR field is modified, the Extended Mode Register in the external device memory is
accessed automatically and PASR bits are updated. Depending on the UPD_MR bit, update is done before entering Self-refresh mode or
during a refresh command and a pending read or write access.

DS: Drive Strength

Reset value is 0.

This field is unique to low-power DDR1-SDRAM. It selects the output drive strength.

Value | Name Description
0 DS_FULL Full drive strength
1 DS_HALF Half drive strength

2 DS _QUARTER Quatrter drive strength
3 DS_OCTANT Octant drive strength
4-7 | — Reserved

After the initialization sequence, as soon as the DS field is modified, the Extended Mode Register is accessed automatically and DS bits
are updated. Depending on the UPD_MR bit, update is done before entering self-refresh mode or during a refresh command and a pending
read or write access.

TIMEOUT: Time Between Last Transfer and Low-Power Mode

Reset value is 0.

This field defines when Low-power mode is activated.

Value | Name Description

0 NONE SDRAM Low-power mode is activated immediately after the end of the last transfer.

DELAY_64_CLK SDRAM Low-power mode is activated 64 clock cycles after the end of the last transfer.

1
2 DELAY_128 CLK | SDRAM Low-power mode is activated 128 clock cycles after the end of the last transfer.
3

- Reserved

APDE: Active Power Down Exit Time
Reset value is 1.
This mode is unique to the DDR2-SDRAM and DDR3-SDRAM devices.
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This mode manages the active Powerdown mode which determines performance versus power saving.

Value | Name Description

0 DDR2_FAST_EXIT Fast Exit from Power Down. DDR2-SDRAM and DDR3-SDRAM devices only.

1 DDR2_SLOW_EXIT | Slow Exit from Power Down. DDR2-SDRAM and DDR3-SDRAM devices only.

After the initialization sequence, as soon as the APDE field is modified, the Extended Mode Register (located in the memory of the external
device) is accessed automatically and APDE bits are updated. Depending on the UPD_MR bit, update is done before entering Self-refresh
mode or during a refresh command and a pending read or write access

UPD_MR: Update Load Mode Register and Extended Mode Register
Reset value is 0.

This bit is used to enable or disable automatic update of the Load Mode Register and Extended Mode Register. This update depends on
the MPDDRC integration in a system. MPDDRC can either share or not an external bus with another controller.

Value | Name Description

0 NO_UPDATE Update of Load Mode and Extended Mode registers is disabled.

MPDDRC shares an external bus. Automatic update is done during a refresh command and a

! UPDATE_SHAREDBUS pending read or write access in the SDRAM device.

MPDDRC does not share an external bus. Automatic update is done before entering Self-

2 UPDATE_NOSHAREDBUS
— refresh mode.

3 - Reserved

CHG_FRQ: Change Clock Frequency During Self-refresh Mode

Reset value is 0.

This mode allows to change the Low-power DDR-DRAM input clock frequency. This mode is unique to the Low-power DDR-DRAM
devices.

SELF_DONE: Self-refresh is done (read-only)

Reset value is 0.

This bit indicates that external device is in Self-refresh mode.
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37.7.8 MPDDRC Memory Device Register

Name: MPDDRC_MD

Address: 0xF000C020

Access: Read/Write
31 30 29 28 27 26 25 24

| 10_WIDTH DENSITY TYPE |
23 22 21 20 19 18 17 16

| REV_ID |
15 14 13 12 11 10 9 8

| MANU_ID |
7 6 5 4 3 2 1 0

| RL3 WL - DBW - MD |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

MD: Memory Device

Indicates the type of memory used.
Reset value is that for the DDR-SDRAM device.

Value | Name Description
3 LPDDR_SDRAM Low-power DDR1-SDRAM
4 DDR3_SDRAM DDR3-SDRAM
5 LPDDR3_SDRAM | Low-power DDR3-SDRAM
6 DDR2_SDRAM DDR2-SDRAM
7 LPDDR2_SDRAM | Low-power DDR2-SDRAM

DBW: Data Bus Width

Value | Name Description
0 DBW_32 BITS Data bus width is 32 bits
1 DBW_16_BITS Data bus width is 16 bits.

WL: Write Latency (read-only)

Reset value is 0.

This field gives the write latency supported by the memory device. This field is unique to low-power DDR3-SDRAM.

Value | Name Description
0 WL_SETA Write Latency Set A
1 WL_SETB Write Latency Set B
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RL3: Read Latency 3 Option Support (read-only)
Reset value is 0.

This field gives information concerning the read latency supported. Read latency 3 has been defined per Jedec for frequency < 166 MHz.
This feature is optional. If the LPDDR3 device does not support this feature, a CAS latency of 6 is used. This field is unique to low-power
DDR3-SDRAM.

Value | Name Description

0 RL3_SUPPORT Read latency of 3 is supported
1 RL3_NOT_SUPPORTED | Read latency Of 3 is not supported

MANU_ID: Manufacturer Identification (read-only)

Reset value is 0.

This field gives information concerning the Manufacturer ID. For more information concerning the Manufacturer ID, see document JC-42.6
“Manufacturer Identification (ID) Code for Low Power Memories”. This field is unique to low-power DDR2-SDRAM and low-power DDR3-
SDRAM.

REV_ID: Revision Identification (read-only)

Reset value is 0.

This field gives the revision ID. This field is unique to low-power DDR2-SDRAM and low-power DDR3-SDRAM.

TYPE: DRAM Architecture (read-only)
Reset value is 0.
This field gives the DRAM architecture. This field is unique to low-power DDR2-SDRAM and low-power DDR3-SDRAM.

Value | Name Description
0 S4_SDRAM 4n prefetch architecture
1 S2_SDRAM 2n prefetch architecture
2 NVM Non-volatile device
3 S8_SDRAM 8n prefetch architecture

DENSITY: Density of Memory (read-only)
Reset value is 0.
This field is unique to low-power DDR2-SDRAM and low-power DDR3-SDRAM. This field gives the density of the memory.

Value | Name Description
0 DENSITY_64MBITS The device density is 64 Mbits.
1 DENSITY_128MBITS The device density is 128 Mbits.
2 DENSITY_256MBITS The device density is 256 Mbits.
3 DENSITY_512MBITS The device density is 512 Mbits.
4 DENSITY_1GBITS The device density is 1 Ghit.
5 DENSITY_2GBITS The device density is 2 Ghits.
6 DENSITY_4GBITS The device density is 4 Gbits.
7 DENSITY_8GBITS The device density is 8 Gbits.
8 DENSITY_16GBITS The device density is 16 Gbits.
9 DENSITY_32GBITS The device density is 32 Gbits.

IO0_WIDTH: Width of Memory (read-only)
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Reset value is 0.
This field gives the width of the memory. This field is unique to low-power DDR2-SDRAM and low-power DDR3-SDRAM.

Value | Name Description
0 WIDTH_32 The data bus width is 32 bits.
1 WIDTH_16 The data bus width is 16 bits.
2 WIDTH_8 The data bus width is 8 bits.
3 NOT_USED -
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37.7.9 MPDDRC Low-power DDR2 Low-power DDR3 Low-power Register
Name: MPDDRC_LPDDR23_LPR

Address: 0xF000C028

Access: Read/Write

31 30 29 28 27 26 25 24
- - - - o |
23 22 21 20 19 18 17 16
| SEG_MASK |
15 14 13 12 11 10 9 8
| SEG_MASK |
7 6 5 4 3 2 1 0

| BK_MASK_PASR |

BK_MASK_PASR: Bank Mask Bit/PASR
Partial Array Self-Refresh (low-power DDR2-SDRAM-S4 devices and low-power DDR3-SDRAM only)
Reset value is 0.

After the initialization sequence, as soon as the BK_MASK_PASR field is modified, Mode Register 16 is accessed automatically and
BK_MASK_PASR bits are updated. Depending on the UPD_MR bit, update is done before entering Self-refresh mode or during a refresh
command and a pending read or write access.

0: Refresh is enabled (= unmasked).
1: Refresh is disabled (= masked).

This mode is unique to the low-power DDR2-SDRAM-S4 and low-power DDR3-SDRAM devices. In Self-refresh mode, each bank of
LPDDR2/LPDDR3 can be independently configured whether a self-refresh operation is taking place or not.

After the initialization sequence, as soon as the BK_MASK_PASR field is modified, the Extended Mode Register is accessed automatically
and BK_MASK_PASR bits are updated. Depending on the UPD_MR bit, update is done before entering Self-refresh mode or during a
refresh command and a pending read or write access.

SEG_MASK: Segment Mask Bit

Reset value is 0.

After the initialization sequence, as soon as the SEG_MASK field is modified, Mode Register 17 is accessed automatically and
SEG_MASK bits are updated. Depending on the UPD_MR bit, update is done before entering Self-refresh mode or during a refresh com-
mand and a pending read or write access.

0: Segment is refreshed (= unmasked).
1: Segment is not refreshed (= masked).

This mode is unique to the low-power DDR2-SDRAM-S4 and low-power DDR3-SDRAM devices. The number of Segment Mask bits differs
with the density. For 1 Gbit density, 8 segments are used. In Self-refresh mode, when the Segment Mask bit is configured, the refresh
operation is masked in the segment.
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DS: Drive Strength
Reset value is 2.

After the initialization sequence, as soon as the DS field is modified, Mode Register 3 is accessed automatically and DS bits are updated.
Depending on the UPD_MR bit, update is done before entering Self-refresh mode or during a refresh command and a pending read or
write access.

This field is unique to low-power DDR2-SDRAM and low-power DDR3-SDRAM. It selects the 1/O drive strength:

Value Name Description
0 - Reserved
1 DS 34 3 34.3 ohm typical
2 DS 40 40 ohm typical (default)
3 DS 48 48 ohm typical
4 DS _60 60 ohm typical
5 - Reserved
6 DS_80 80 ohm typical
7 DS_120 120 ohm typical
8-15 - Reserved

In case of low-power DDR2-SDRAM or low-power DDR3-SDRAM, the RDIV field in the MPDDRC_IO_CALIBR register must be set to
same value of DS field.
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37.7.10 MPDDRC Low-power DDR2 Low-power DDR3 and DDR3 Calibration and MR4 Register
Name: MPDDRC_LPDDR2_LPDDR3_DDR3_CAL_MR4

Address: 0xF000C02C

Access: Read/Write

31 30 29 28 27 26 25 24
| MR4_READ |
23 22 21 20 19 18 17 16
| MR4_READ |
15 14 13 12 11 10 9 8
| COUNT_CAL |
7 6 5 4 3 2 1 0
| COUNT_CAL |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

COUNT_CAL: LPDDR2 LPDDR3 and DDR3 Calibration Timer Count

This 16-bit field is loaded into a timer which generates the calibration pulse. Each time the calibration pulse is generated, a ZQCS calibra-
tion sequence is initiated.

The ZQCS Calibration command is used to calibrate DRAM Ron values over PVT.
One ZQCS command can effectively correct at least 1.5% of output impedance errors within T,qcs.

One method for calculating the interval between ZQCS commands gives the temperature (Tgyifrate) @nd voltage (Vyyisrate) drift rates to
which the SDRAM is subject in the application. The interval could be defined by the following formula:

ZQCorrection/((Tsens X Tarittrate) + (Vsens X Variftrate))
where Tggns = Max(dRONTM) and Vgens = max(dRONdVM) define the SDRAM temperature and voltage sensitivities.

For example, if Tgens = 0.75%/C, Vgens = 0.2%/mMV, T gifirate = 1C/sec and Vgsisrate = 15 MV/S, then the interval between ZQCS commands
is calculated as:

1.5/((0.75 x 1) + (0.2 x 15)) = 0.4s

In this example, the devices require a calibration every 0.4s. The value to be loaded depends on average time between REFRESH com-
mands, tree

For example, for a device with the time between refresh of 7.8 ps, the value of the Calibration Timer Count field is programmed: (0.4/7.8
x 1076) = 0xC852.

Tsens and Vgens are given by the manufacturer (Output Driver Sensitivity definition). Tgyitrate @Nd Vyrifirate @r€ defined by the end user .

MR4_READ: Mode Register 4 Read Interval

MR4_READ defines the time period between MR4 reads (for LPDDR2-SDRAM). The formula is (MR4_READ+1) X tgrgr The value to be
loaded depends on the average time between REFRESH commands, tger. For example, for an LPDDR2-SDRAM with the time between
refresh of 7.8 us, if the MR4_READ value is 2, the time period between MR4 reads is 23.4 ps.

The LPDDR2-SDRAM and LPDDR3-SDRAM devices feature a temperature sensor whose status can be read from MR4 register. This
sensor can be used to determine an appropriate refresh rate. Temperature sensor data may be read from MR4 register using the Mode
Register Read protocol. The Adjust Refresh Rate bit (ADJ_REF) in the Refresh Timer Register (MPDDRC_RTR) must be written to a one
to activate these reads.

37.7.11 MPDDRC Low-power DDR2 Low-power DDR3 and DDR3 Timing Calibration Register
Name: MPDDRC_LPDDR2_LPDDR3_DDR3_TIM_CAL
Address: 0xF000C030
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Access: Read/Write

31 30 29 28 27 26 25 24

. - rr - r - r - r - 1 - | - | - /]
23 22 21 20 19 18 17 16

. - r - r - r - 1 - [ - /] RZQ |
15 14 13 12 11 10 9 8

. - r - r - r - r - 1 - 1T - [ - /]
7 6 5 4 3 2 1 0

| ZQCSs |

ZQCS: ZQ Calibration Short

Reset value is 6 DDRCK™ clock cycles.

This field defines the delay between the ZQ Calibration command and any valid command in number of DDRCK™ clock cycles.
The number of cycles is between 0 and 255. This field applies to LPDDR2, LPDDR3 and DDR3 devices.

RZQI: Built-in Self-Test for RZQ Information (read-only)

Reset value is 0.

This field indicates whether the device has detected a resistor connection to the ZQ pin.
This mode is unique to low-power DDR3-SDRAM devices.

Value | Name Description
0 RZQ _NOT_SUPPORTED RZQ self test not supported
1 ZQ VDDCA_FLOAT The ZQ pin can be connected to VDDCA or left floating.
2 ZQ_SHORTED_GROUND | The ZQ pin can be shorted to ground.
3 ZQ_SELF_TEST_OK ZQ pin self test complete; no error condition detected

Note 1: DDRCK is the clock that drives the SDRAM device.
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37.7.12 MPDDRC I/O Calibration Register
Name: MPDDRC_I0_CALIBR

Address: 0xF000C034

Access: Read/Write

31 30 29 28 27 26 25 24
- - - — 1 - - - ]
23 22 21 20 19 18 17 16
| CALCODEN [ CALCODEP |
15 14 13 12 11 10 9 8
| - [ TZQIO |
7 6 5 4 3 2 1 0
| - [ = = EN_CALIB | = [ RDIV |

RDIV: Resistor Divider, Output Driver Impedance
Reset value is 0.

With the LPDDR2-SDRAM device, the RDIV field must be equal to the DS (Drive Strength) field of the MPDDRC Low-power DDR2 Low-
power DDR3 Low-power Register.

RDIV is used with the external precision resistor RZQ to define the output driver impedance. The value of RZQ is either 24K ohms
(LPDDR2/LPDDR3 device) or 23K ohms (DDRS3L device) or 22K ohms (DDR3 device) or 21K ohms (DDR2/LPDDRL1 device).

Value | Name Description
LPDDR?2 serial impedance line = 34.3 ohms,

1 RZQ 34 o . .
DDR2/LPDDR1 serial impedance line: Not applicable

LPDDR?2 serial impedance line = 40 ochms,
LPDDRS3 serial impedance line = 38 ohms,
2 RZQ_40_RzQ_38_RZQ_37_RzZQ_35 o .
DDR3 serial impedance line = 37 ohms,

DDR2/LPDDR1 serial impedance line = 35 ohms

LPDDR?2 serial impedance line = 48 ohms,

LPDDRS3 serial impedance line = 46 ohms,
3 RZQ_48_RZQ_46_RZQ _44 RZQ 43 o )
DDR3 serial impedance line = 44 ohms,

DDR2/LPDDR1 serial impedance line = 43 ohms

LPDDR?2 serial impedance line = 60 ohms,

LPDDRS3 serial impedance line = 57 ohms,
4 RZQ_60_RzZQ_57_RZQ_55 RzQ 52 o .
DDR3 serial impedance line = 55 ohms,

DDR2/LPDDR1 serial impedance line = 52 ohms

LPDDR?2 serial impedance line = 80 ohms,

LPDDRS3 serial impedance line = 77 ohms,
6 RZQ_80_RzZQ_77_RZQ _73 RZQ 70 o .
DDR3 serial impedance line = 73 ohms,

DDR2/LPDDR1 serial impedance line = 70 ohms

LPDDR?2 serial impedance line = 120 ohms,

LPDDRS3 serial impedance line = 115 ohms,
7 RZQ 120 RzZQ 115 RZQ 110 RZQ_105 o )
DDR3 serial impedance line = 110 ohms,

DDR2/LPDDR1 serial impedance line = 105 ohms
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TZQIO: IO Calibration

This field defines the delay between the start up of the amplifier and the beginning of the calibration in number of DDRCK™ clock cycles.
The value of this field must be set to 600 ns.

The number of cycles is between 0 and 127.

The TZQIO configuration code must be set correctly depending on the clock frequency using the following formula:
TZQIO = (DDRCK x 600e-9) + 1

where DDRCK frequency is in Hz.

For example, for a frequency of 176 MHz, the value of the TZQIO field is configured (176 x 10e6) x (600e-9) + 1.

EN_CALIB: Enable Calibration
Reset value is 0.

This field enables calibration for the LPDDR1 and DDR2 devices. When the calibration is enabled, it is recommended to define the
COUNT_CAL field (see “COUNT_CAL: LPDDR2 LPDDR3 and DDR3 Calibration Timer Count” ).

This 16-bit field is loaded into a timer which generates the calibration pulse. Each time the calibration pulse is generated, a calibration
sequence is initiated.

Value | Name Description

DISABLE_CALIBRATIO
N

0 Calibration is disabled.

1 ENABLE_CALIBRATION | Calibration is enabled.

CALCODEP: Number of Transistor P (read-only)

Reset value is 7.

This value gives the number of transistor P to perform the calibration.
CALCODEN: Number of Transistor N (read-only)

Reset value is 8.

This value gives the number of transistor N to perform the calibration.

Note 1: DDRCK is the clock that drives the SDRAM device.
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37.7.13 MPDDRC OCMS Register

Name: MPDDRC_OCMS

Address: 0xF000C038

Access: Read/Write
31 30 29 28 27 26 25 24

I - I - I - I - I - I - I - - |
23 22 21 20 19 18 17 16

I - I - I - I - I - I - I - - |
15 14 13 12 11 10 9 8

I - I - I - I - I - I - I - - |
7 6 5 4 3 2 1 0

- I - I - I - I - I - SCREN |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

SCR_EN: Scrambling Enable
0: Disables “Off-chip” scrambling for SDRAM access.
1: Enables “Off-chip” scrambling for SDRAM access.
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37.7.14 MPDDRC OCMS KEY1 Register

Name: MPDDRC_OCMS_KEY1

Address: 0xF000C03C

Access: Write once
31 30 29 28 27 26 25 24

| KEY1 |
23 22 21 20 19 18 17 16

| KEY1 |
15 14 13 12 11 10 9 8

| KEY1 |
7 6 5 4 3 2 1 0

| KEY1

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

KEY1: Off-chip Memory Scrambling (OCMS) Key Part 1
When Off-chip Memory Scrambling is enabled, the data scrambling depends on KEY1 and KEY2 values.
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37.7.15 MPDDRC OCMS KEY2 Register

Name: MPDDRC_OCMS_KEY2

Address: 0xF000C040

Access: Write once
31 30 29 28 27 26 25 24

| KEY?2 |
23 22 21 20 19 18 17 16

| KEY?2 |
15 14 13 12 11 10 9 8

| KEY?2 |
7 6 5 4 3 2 1 0

| KEY?2 |

This register can only be written if the WPEN bit is cleared in the MPDDRC Write Protection Mode Register.

KEY2: Off-chip Memory Scrambling (OCMS) Key Part 2

When Off-chip Memory Scrambling is enabled, the data scrambling depends on KEY1 and KEY2 values.
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37.7.16 MPDDRC Configuration Arbiter Register
Name: MPDDRC_CONF_ARBITER

Address: 0xF000C044

Access: Read/Write

31 30 29 28 27 26 25 24
|BDW_BURST_P7|BDW_BURST_P6|BDW_BURST_P5|BDW_BURST_P4|BDW_BU RST_P3|BDW_BURST_P2| BDW_BURST_P1|BDW_BURST_PO|

23 22 21 20 19 18 17 16
[ MALPR.P7 | MAPRP6 | MAPRP5 | MAPR P4 | MAPRP3 | MAPRP2 | MAPRPL | MAPRPO |

15 14 13 12 11 10 9 8
[ RQ_WD_P7 | RQ_WD_P6 | RQ_WD_P5 | RQ_WD_P4 | RQ_WD_P3 | RQ_WD_P2 | RQ_WD_P1 | RQ_WD_PO |

7 6 5 4 3 2 1 0
| — | — | — | — | BDW_MAX_CUR | — | ARB |

ARB: Type of Arbitration
Reset value is 0.
This field allows to choose the type of arbitration: round-robin, number of requests per port or bandwidth per port.

Value | Name Description
0 ROUND Round Robin

NB_REQUEST | Request Policy

1
2 BANDWIDTH Bandwidth Policy
3

- Reserved

RQ_WD_Px: Request or Word from Port X
Reset value is 0.

0: Number of requests is selected.

1: Number of words is selected.

BDW_BURST_Px: Bandwidth is Reached or Bandwidth and Current Burst Access is Ended on port X
Reset value is 0.

0: The arbitration is done when bandwidth is reached and burst access is ended.

1: The arbitration is done when bandwidth is reached.

BDW_MAX_CUR: Bandwidth Max or Current
This field displays the maximum of the bandwidth or the current bandwidth for each port.
The maximum of the bandwidth is computed when at least two ports of MPDDRC are used.

That information is given in Section 37.7.20 “MPDDRC Current/Maximum Bandwidth Port 0-1-2-3 Register” and Section 37.7.21 “MPD-
DRC Current/Maximum Bandwidth Port 4-5-6-7 Register”.

Reset value is 0.
0: Current bandwidth is displayed.
1: Maximum of the bandwidth is displayed.

MA_PR_Px: Master or Software Provide Information
Reset value is 0.
0: Number of requests or words is provided by the master, if the master supports this feature.
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1: Number of requests or words is provided by software, see “NRQ_NWD_BDW_Px: Number of Requests, Number of Words or Bandwidth
Allocation from Port 0-1-2-3" .
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37.7.17 MPDDRC Timeout Register
Name: MPDDRC_TIMEOUT

Address: 0xF000C048

Access: Read/Write

31 30 29 28 27 26 25 24
| TIMEOUT_P7 TIMEOUT_P6

23 22 21 20 19 18 17 16
| TIMEOUT_P5 TIMEOUT_P4

15 14 13 12 11 10 9 8
| TIMEOUT_P3 TIMEOUT_P2

7 6 5 4 3 2 1 0
| TIMEOUT_P1 TIMEOUT_PO

TIMEOUT_Px: Timeout for Ports 0,1, 2, 3,4, 5,6 and 7

Reset value is 0.

Some masters have the particularity to insert idle state between two accesses. This field defines the delay between two accesses on the
same port in number of DDRCK™ clock cycles before arbitration and handling the access over to another port.

This field is not used with round-robin and bandwidth arbitrations.

The number of cycles is between 1 and 15.

Note 1: DDRCK is the clock that drives the SDRAM device.
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37.7.18 MPDDRC Request Port 0-1-2-3 Register
Name: MPDDRC_REQ_PORT_0123

Address: 0xF000C04C

Access: Read/Write

31 30 29 28 27 26 25 24
| NRQ_NWD_BDW_P3 |

23 22 21 20 19 18 17 16
| NRQ_NWD_BDW_P2 |

15 14 13 12 11 10 9 8
| NRQ_NWD_BDW_P1 |

7 6 5 4 3 2 1 0
| NRQ_NWD_BDW_PO |

NRQ_NWD_BDW_Px: Number of Requests, Number of Words or Bandwidth Allocation from Port 0-1-2-3
Reset value is 0.

The number of requests corresponds to the number of start transfers. For example, setting this field to 2 performs two burst accesses
regardless of the burst type (INCR4, INCRS, etc.). The number of words corresponds exactly to the number of accesses; setting this field
to 2 performs two accesses. In this example, burst accesses will be broken.

These values depend on scheme arbitration (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”).

In case of round-robin arbitration, this field is not used. In case of “bandwidth arbitration”, this field corresponds to percentage allocated
for each port. In case of “request” arbitration, this field corresponds to number of start transfers or to number of accesses allocated for
each port.
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37.7.19 MPDDRC Request Port 4-5-6-7 Register

Name: MPDDRC_REQ_PORT_4567

Address: 0xF000C050

Access: Read/Write
31 30 29 28 27 26 25 24

| NRQ_NWD_BDW_P7 |
23 22 21 20 19 18 17 16

| NRQ_NWD_BDW_P6 |
15 14 13 12 11 10 9 8

| NRQ_NWD_BDW_P5 |
7 6 5 4 3 2 1 0

NRQ_NWD_BDW_P4

NRQ_NWD_BDW_Px: Number of Requests, Number of Words or Bandwidth allocation from port 4-5-6-7

Reset value is 0.

The number of requests corresponds to the number of start transfers. For example, setting this field to 2 performs two burst accesses
regardless of the burst type (INCR4, INCRS8,etc.). The number of words corresponds exactly to the number of accesses; setting this field
to 2 performs two accesses. In this example, burst accesses will be broken.

These values depend on scheme arbitration (see Section 37.7.16 “MPDDRC Configuration Arbiter Register”).

In case of round-robin arbitration, this field is not used. In case of “bandwidth arbitration”, this field corresponds to percentage allocated
for each port. In case of “request” arbitration, this field corresponds to number of start transfers or to number of accesses allocated for

each port.
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37.7.20 MPDDRC Current/Maximum Bandwidth Port 0-1-2-3 Register
Name: MPDDRC_BDW_PORT_0123

Address: 0xF000C054

Access: Read-only

31 30 29 28 27 26 25 24
| - [ BDW_P3

23 22 21 20 19 18 17 16
| — [ BDW_P2

15 14 13 12 11 10 9 8
| - [ BDW_P1

7 6 5 4 3 2 1 0

| - [ BDW_PO

BDW_Px: Current/Maximum Bandwidth from Port 0-1-2-3
Reset value is 0.

This field displays the current bandwidth or the maximum bandwidth for each port. This information is given in the “BDW_MAX_CUR:
Bandwidth Max or Current” field description.
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37.7.21 MPDDRC Current/Maximum Bandwidth Port 4-5-6-7 Register

Name: MPDDRC_BDW_PORT_4567

Address: O0xF000C058

Access: Read-only
31 30 29 28 27 26 25 24

| - | BDW_P7 |
23 22 21 20 19 18 17 16

| - | BDW_P6 |
15 14 13 12 11 10 9 8

| - [ BDW_P5 |
7 6 5 4 3 2 1 0

[ BDW_P4

BDW_Px: Current/Maximum Bandwidth from Port 4-5-6-7
Reset value is 0.

This field displays the current bandwidth or the maximum bandwidth for each port.

Bandwidth Max or Current” field description.

This information is given in the “BDW_MAX_CUR:
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37.7.22 MPDDRC Read Data Path Register
Name: MPDDRC_RD_DATA_PATH

Address: 0xFO00CO5C

Access: Read/Write

31 30 29 28 27 26 25 24
. - r - r - r - r - 1 - 1 - [ - /]
23 22 21 20 19 18 17 16
. - r - r - r - r - 1 - 1T - [ - /]
15 14 13 12 11 10 9 8
. - rr - r - r - r - 1 - [T - [ - /]
7 6 5 4 3 2 1 0

| - [ — [ - [ - [ - [ — [ SHIFT_SAMPLING |

SHIFT_SAMPLING: Shift Sampling Point of Data
Reset value is 0.

This field shifts the sampling point of data that comes from the memory device. This sampling point depends on the external bus frequency.
The higher the frequency, the more the sampling point will be shifted.

Value | Name Description
0 NO_SHIFT Initial sampling point.
1 SHIFT_ONE_CYCLE Sampling point is shifted by one cycle.

2 SHIFT_TWO_CYCLES Sampling point is shifted by two cycles.

Sampling point is shifted by three cycles, unique for LPDDR2 and DDR3 and LPDDRS.
Not applicable for DDR2 and LPDDR1 devices.

3 SHIFT_THREE_CYCLES

In the case of DDR3-SDRAM devices, the field SHIFT_SAMPLING must be set to 2, and the field CAS must be set to 5. See “CAS: CAS
Latency” .

DS60001532A-page 562 Datasheet © 2018 Microchip Technology Inc.



SAMASD27C AUTO

37.7.23 MPDDRC Monitor Configuration Register
Name: MPDDRC_MCFGR
Address: 0xFO00C060
Access: Read/Write
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
| - | - | - | INFO | REFR_CALIB | READ_WRITE |
7 6 5 4 3 2 1 0
| - | - | - | RUN - | - | SOFT_RESET EN_MONI |
EN_MONI: Enable Monitor
0: Monitor is disabled.
1: Monitor is enabled.
SOFT_RESET: Soft Reset
0: Soft reset is not performed.
1: Soft reset is performed.
RUN: Control Monitor
0: Monitoring is halted. All counters are stopped.
1: Monitoring is launched.
READ_WRITE: Read/Write Access
This field is used to monitor different types of access.
Value | Name Description
0 TRIG_RD_WR Read and Write accesses are triggered.
1 TRIG_WR Only Write accesses are triggered.
2 TRIG_RD Only Read accesses are triggered.
3 - Reserved
REFR_CALIB: Refresh Calibration
0: Monitoring depends on the refresh and calibration impact.
1: Monitoring depends on the refresh and calibration impact.
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INFO: Information Type
This field reports information such as latency and the number of transfers monitored on port x [x = 0..7].

Value Name Description
0 MAX_WAIT Information concerning the transfer with the longest waiting time
1 NB_TRANSFERS Number of transfers on the port
2 TOTAL_LATENCY Total latency on the port
3 - Reserved

37.7.24 MPDDRC Monitor Address High/Low Port x Register
Name: MPDDRC_MADDRX [x = 0..7]

Address: 0xF000C064 [0] .. 0OXFO00CO080 [7]

Access: Read/Write

31 30 29 28 27 26 25 24
| ADDR_HIGH_PORTX |

23 22 21 20 19 18 17 16
| ADDR_HIGH_PORTX |

15 14 13 12 11 10 9 8
| ADDR_LOW_PORTX |

7 6 5 4 3 2 1 0
| ADDR_LOW_PORTX |

ADDR_LOW_PORTXx: Address Low on Port x [x =0..7]

Address low which defines the interval to be monitored on port x [x = 0..7]. This address must be programmed according to the memory
mapping of the product.

ADDR_HIGH_PORTx: Address High on Port x [x =0..7]

Address high which defines the interval to be monitored on port x [x = 0..7]. This address must be programmed according to the memory
mapping of the product.
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37.7.25 MPDDRC Monitor Information Port x Register (MAX_WAIT)
Name: MPDDRC_MINFOX [x = 0..7] (MAX_WAIT)

Address: 0xF000C084 [0] .. 0OXFOOOCOAO [7]

Access: Read-only

31 30 29 28 27 26 25 24

| - | - | - | - | - | - - READ_WRITE |
23 22 21 20 19 18 17 16

| - | SIZE | - | BURST |
15 14 13 12 11 10 9 8

| MAX_PORTx_WAITING |

7 6 5 4 3 2 1 0
| MAX_PORTx_WAITING |

The following fields can be read if the INFO field in the MPDDRC Monitor Configuration register is set to 0.

MAX_PORTx_WAITING: Address High on Port x [x =0..7]
This field reports the maximum waiting time and the associated type of transfer (burst, size, read or write).

BURST: Type of Burst on Port x [x =0..7]

This field reports the type of burst for the maximum waiting time.

Value | Name Description
0 SINGLE Single transfer
1 INCR Incrementing burst of unspecified length
2 WRAP4 4-beat wrapping burst
3 INCR4 4-beat incrementing burst
4 WRAP8 8-beat wrapping burst
5 INCR8 8-beat incrementing burst
6 WRAP16 16-beat wrapping burst
7 INCR16 16-beat incrementing burst

SIZE: Transfer Size on Port x [x =0..7]
This field reports the size of the transfer for the maximum waiting time.

Value | Name Description
0 8BITS Byte transfer
1 16BITS Halfword transfer
2 32BITS Word transfer
3 64BITS Dword transfer
4-7 | — Reserved
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READ_WRITE: Read or Write Access on Port x [x = 0..7]
This field reports the transfer direction for the maximum waiting time.

0: Read transfer.
1: Write transfer.

37.7.26 MPDDRC Monitor Information Port x Register (NB_TRANSFERS)

Name:  MPDDRC_MINFOX [x = 0..7] (NB_TRANSFERS)

Address: 0xF000C084 [0] .. 0XFOOOCOAO [7]

Access: Read-only

31 30 29 28 27 26 25 24
| Px_NB_TRANSFERS |
23 22 21 20 19 18 17 16
| Px_NB_TRANSFERS |
15 14 13 12 11 10 9 8
| Px_NB_TRANSFERS |
7 6 5 4 3 2 1 0

Px_NB_TRANSFERS

Px_NB_TRANSFERS: Number of Transfers on Port x [x = 0..7]

This field can be read if the INFO field is set to 1. This field reports the number of transfers

(ADDR_HIGH_PORT and ADDR_LOW_PORT) when the port is used.

performed within an interval
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37.7.27 MPDDRC Monitor Information Port x Register (TOTAL_LATENCY)
Name: MPDDRC_MINFOX [x = 0..7] (TOTAL_LATENCY)

Address: 0xF000C084 [0] .. 0OXFOOOCOAO [7]

Access: Read-only

31 30 29 28 27 26 25 24
| Px_TOTAL_LATENCY |

23 22 21 20 19 18 17 16
| Px_TOTAL_LATENCY |

15 14 13 12 11 10 9 8
| Px_TOTAL_LATENCY |

7 6 5 4 3 2 1 0
| PX_TOTAL_LATENCY |

Px_TOTAL_LATENCY: Total Latency on Port x [x =0..7]

This field can be read if the INFO field is set to 2. This field reports the total latency within an interval (ADDR_HIGH_PORT and
ADDR_LOW_PORT) when the port is used.
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37.7.28 MPDDRC Write Protection Mode Register
Name: MPDDRC_WPMR
Address: 0xFOOOCOE4
Access: Read/Write

31 30 29 28 27 26 25 24
| WPKEY

23 22 21 20 19 18 17 16
| WPKEY

15 14 13 12 11 10 9 8
| WPKEY

7 6 5 4 3 2 1 0
| - - - - [ - [ - - WPEN

WPEN: Write Protection Enable

0: Disables the write protection if WPKEY corresponds to 0x444452 (“DDR” in ASCII).
1: Enables the write protection if WPKEY corresponds to 0x444452 (“DDR” in ASCII).
See Section 37.7 “AHB Multiport DDR-SDRAM Controller (MPDDRC) User Interface” for the list of registers that can be protected.

WPKEY: Write Protection Key

Value Name Description
Writing any other value in this field aborts the write operation of the WPEN bit.
0x444452 | PASSWD
Always reads as O.
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37.7.29 MPDDRC Write Protection Status Register

Name: MPDDRC_WPSR

Address: 0xFOOOCOES8

Access: Read-only
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16

| WPVSRC |
15 14 13 12 11 10 9 8

| WPVSRC |
7 6 5 4 3 2 1 0

- - - T - — T - WPvS |

WPVS: Write Protection Enable

0: No write protection violation occurred since the last read of this register (MPDDRC_WPSR).

1: A write protection violation occurred since the last read of this register (MPDDRC_WPSR). If this violation is an unauthorized attempt

to write a control register, the associated violation is reported into the WPVSRC field.

WPVSRC: Write Protection Violation Source

When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.
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38.  Static Memory Controller (SMC)

38.1 Description

This Static Memory Controller (SMC) is capable of handling several types of external memory and peripheral devices, such as SRAM,
PSRAM, PROM, EPROM, EEPROM, LCD Module, NOR Flash and NAND Flash.

The SMC generates the signals that control the access to external memory devices or peripheral devices. It has 4 Chip Selects and a 26-
bit address bus. The 16-bit data bus can be configured to interface with 8- or 16-bit external devices. Separate read and write control
signals allow for direct memory and peripheral interfacing. Read and write signal waveforms are fully parametrizable.

The SMC can manage wait requests from external devices to extend the current access. The SMC is provided with an automatic Slow
Clock mode. In Slow Clock mode, it switches from user-programmed waveforms to slow-rate specific waveforms on read and write signals.

The SMC embeds a NAND Flash Controller (NFC). The NFC can handle automatic transfers, sending the commands and address cycles
to the NAND Flash and transferring the contents of the page (for read and write) to the NFC SRAM. It minimizes the CPU overhead.

The SMC includes programmable hardware error correcting code with one-bit error correction capability and supports two-bit error detec-
tion. In order to improve the overall system performance, the DATA phase of the transfer can be DMA-assisted.

The External Data Bus can be scrambled/unscrambled by means of user keys.
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38.2 Embedded Characteristics

64-Mbyte Address Space per Chip Select

8- or 16-bit Data Bus

Word, Halfword, Byte Transfers

Byte Write or Byte Select Lines

Programmable Setup, Pulse and Hold Time for Read Signals per Chip Select

Programmable Setup, Pulse and Hold Time for Write Signals per Chip Select

Programmable Data Float Time per Chip Select

External Data Bus Scrambling/Unscrambling Function

External Wait Request

Automatic Switch to Slow Clock Mode

Hardware Configurable Number of Chip Selects from 1 to 4

Programmable Timing on a per Chip Select Basis

NAND Flash Controller Supporting NAND Flash with Multiplexed Data/Address Buses
Supports SLC and MLC NAND Flash Technology

Supports NAND Flash Devices with 8 or 16-bit Data Paths

Multibit Error Correcting Code (ECC) supporting NAND Flash devices with 8-bit only Data Path
ECC Algorithm Based on Binary Shortened Bose, Chaudhuri and Hocquenghem (BCH) Codes
Programmable Error Correcting Capability: 2, 4, 8, 12, 24 and 32 bits of Errors per Block

9 Kbytes NFC SRAM

Programmable Block Size: 512 bytes or 1024 bytes

Programmable Number of Block per Page: 1, 2, 4 or 8 Blocks of Data per Page

Programmable Spare Area Size up to 512 bytes

Supports Spare Area ECC Protection

Supports 8 Kbytes Page Size Using 1024 bytes/block and 4 Kbytes Page Size Using 512 bytes/block
Multibit Error Detection Is Interrupt Driven

Provides Hardware Acceleration for Determining Roots of Polynomials Defined over a Finite Field
Programmable Finite Field GF(2"13) or GF(2"14)

Finds Roots of Error-locator Polynomial

Programmable Number of Roots

Register Write Protection

38.3 Block Diagram

Figure 38-1: Block Diagram
A <€) D[15:0]
> = ——— A[0J/NBSO
SMC @
AHB AHB % € SMC —pp A[20:1]
Interface > NAND Flash —> Arbiter [€] n S €| |nterface L A21/NANDALE
4 Controller (NFC) @ —> A22/NANDCLE
) A[25:23]
» NCS[3:0]
ECC| |—— NRD
NWRO/NWE
SRAM = User Interface —> NWR1/NBS1
(0]
S5 ——— NANDOE
AHB > E NFC Internal SRAM Control _& Status NANDWE
Interface g Registers
a <—— NANDRDY
<« NWAIT
D e

APB Interface
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38.4 /O Lines Description

Table 38-1: I/O Line Description

Name Description Type Active Level
NCS[3:0] Static Memory Controller Chip Select Lines Output Low
NRD Read Signal Output Low
NWRO/NWE Write O/Write Enable Signal Output Low
AO/NBSO Address Bit 0/Byte 0 Select Signal Output Low
NWR1/NBS1 Write 1/Byte 1 Select Signal Output Low
A[25:1] Address Bus Output -
D[15:0] Data Bus I/O -
NWAIT External Wait Signal Input Low
NANDRDY NAND Flash Ready/Busy Input -
NANDWE NAND Flash Write Enable Output Low
NANDOE NAND Flash Output Enable Output Low
NANDALE NAND Flash Address Latch Enable Output -
NANDCLE NAND Flash Command Latch Enable Output -

38.5 Multiplexed Signals

Table 38-2: Static Memory Controller (SMC) Multiplexed Signals
Multiplexed Signals Related Function
NWRO NWE Byte-write or %yte-select access, see Section 38.9.2.1 “Byte Write Access” and Section 38.9.2.2 “Byte
Select Access
AO NBSO 8-bit or 16-bit data bus, see Section 38.9.1 “Data Bus Width”
A22 NANDCLE | NAND Flash Command Latch Enable
A21 NANDALE | NAND Flash Address Latch Enable
NWR1 NBS1 Byte-write or Eiyte-select access, see Section 38.9.2.1 “Byte Write Access” and Section 38.9.2.2 “Byte
Select Access
8-/16-bit data bus, see Section 38.9.1 “Data Bus Width”
Al - Byte-write or Byte-select access, see Section 38.9.2.1 “Byte Write Access” and Section 38.9.2.2 “Byte
Select Access”
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38.6 Application Example

38.6.1 Hardware Interface

Figure 38-2: SMC Connections to Static Memory Devices
D0-D15 )
AO0/NBSO
e N 128K x 8 128K x 8
NWR1/NBS1——— D0 D7 SRAM D8-D15 SRAM
Al —\ DO-D7 D0-D7
N (&) CS
AO-At6 [A2-AT8 A0 - A16 |A2-A18
NRD OE NRD oF
mggg NWRO/NWE WE NWR1/NBS1 WE
NCS2 ®
NCS3 N
A2 - A23
Static Memory
Controller
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38.7 Product Dependencies

38.7.1 I/O Lines

The pins used for interfacing the Static Memory Controller are multiplexed with the P10 lines. The programmer must first program the PIO
controller to assign the Static Memory Controller pins to their peripheral function. If 1/O lines of the SMC are not used by the application,
they can be used for other purposes by the PI1O controller.

38.7.2 Power Management

The SMC is clocked through the Power Management Controller (PMC), thus the programmer must first configure the PMC to enable the
SMC clock.

38.7.3 Interrupt Sources

The SMC has an interrupt line connected to the interrupt controller. Handling the SMC interrupt requires programming the interrupt con-
troller before configuring the SMC.

Table 38-3: Peripheral IDs

Instance ID

HSMC 17

38.8 External Memory Mapping
The SMC provides up to 26 address lines, A[25:0]. This allows each chip select line to address up to 64 Mbytes of memory.

If the physical memory device connected on one chip select is smaller than 64 Mbytes, it wraps around and appears to be repeated within
this space. The SMC correctly handles any valid access to the memory device within the page (see Figure 38-3).

A[25:0] is only significant for 8-bit memory; A[25:1] is used for 16-bit memory.

Figure 38-3: Memory Connections for External Devices
NCSI0] - NCSI[3]
NRD
sMe NWE NCS3 |
| Memory Enable
A[2520] NCS2 I
| Memory Enable
D[15:0] NCS1 |
| Memory Enable
NCSO0
Memory Enable
Output Enable
Write Enable _—
A[25:0] -
8or16 D[15:0] or D[7:0] |
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38.9 Connection to External Devices

38.9.1 Data Bus Width

A data bus width of 8 or 16 bits can be selected for each chip select. This option is controlled by the bit DBW in the SMC Mode Register
(HSMC_MODE) for the corresponding chip select.

Figure 38-4 shows how to connect a 512 KB x 8-bit memory on NCS2. Figure 38-5 shows how to connect a 512 KB x 16-bit memory on
NCS2.

Figure 38-4: Memory Connection for an 8-bit Data Bus
D[7:0] D[7:0]
Al18:2] A[18:2]
A1 A1
SMC A0 AQ
NWE Write Enable
NRD Output Enable
NCSI[2] Memory Enable
Figure 38-5: Memory Connection for a 16-bit Data Bus
D[15:0] D[15:0]
A[19:2] A[18:1]
A1 A[0]
SMC NBSO Low Byte Enable
NBS1 High Byte Enable
NWE Write Enable
NRD Output Enable
NCS[2] Memory Enable

38.9.2 Byte Write or Byte Select Access

Each chip select with a 16-bit data bus can operate with one of two different types of write access: Byte Write or Byte Select. This is con-
trolled by the BAT bit of the HSMC_MODE register for the corresponding chip select.

38.9.2.1 Byte Write Access

Byte Write Access is used to connect 2 x 8-bit devices as a 16-bit memory, and supports one write signal per byte of the data bus and a
single read signal.

Note that the SMC does not allow boot in Byte Write Access mode.

For 16-bit devices, the SMC provides NWRO and NWR1 write signals for respectively ByteO (lower byte) and Bytel (upper byte) of a 16-
bit bus. One single read signal (NRD) is provided.

38.9.2.2 Byte Select Access

Byte Select Access is used to connect one 16-bit device. In this mode, read/write operations can be enabled/disabled at Byte level. One
Byte-select line per byte of the data bus is provided. One NRD and one NWE signal control read and write.

For 16-bit devices, the SMC provides NBSO and NBS1 selection signals for respectively ByteO (lower byte) and Bytel (upper byte) of a
16-bit bus.
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Figure 38-6: Connection of 2 x 8-bit Devices on a 16-bit Bus: Byte Write Option
DI[7:0] D[7:0]
D[15:8] —
A[24:2] A[23:1]
SMC A1 A[0]
NWRO Write Enable
NWR1
NRD Read Enable
NCS[3] Memory Enable
D[15:8]
A[23:1]
A[0]
Write Enable
Read Enable
L1 Memory Enable
38.9.2.3 Signal Multiplexing

Depending on the Byte Access Type (BAT), only the write signals or the byte select signals are used. To save 10s at the external bus
interface, control signals at the SMC interface are multiplexed. Table 38-4 shows signal multiplexing depending on the data bus width and
the Byte Access Type.

For 16-bit devices, bit AO of address is unused. When Byte Select Option is selected, NWR1 is unused. When Byte Write option is selected,

NBSO is unused.

Table 38-4: SMC Multiplexed Signal Translation
Signal Name
16-bit Bus 8-bit Bus
Device Type 1 x 16-bit 2 x 8-bit 1 x 8-bit
Byte Access Type (BAT) Byte Select Byte Write -
NBSO_AO NBSO - A0
NWE_NWRO NWE NWRO NWE
NBS1_NWR1 NBS1 NWR1 -
Al Al Al Al
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38.10 Standard Read and Write Protocols

In the following sections, the Byte Access Type is not considered. Byte select lines (NBSO to NBS1) always have the same timing as the
A address bus. NWE represents either the NWE signal in byte select access type or one of the byte write lines (NWRO0 to NWR1) in byte
write access type. NWRO to NWR1 have the same timings and protocol as NWE. In the same way, NCS represents one of the NCSJ[0..3]
chip select lines.
38.10.1 Read Waveforms
The read cycle is shown on Figure 38-7.
The read cycle starts with the address setting on the memory address bus, i.e.,:

{A[25:2], A1, A0} for 8-bit devices

{A[25:2], A1} for 16-bit devices

Figure 38-7: Standard Read Cycle

MCK ! |
I
|
A[25:2] '
|

|
NBSO,NBS1, j <
A0, A1

|
|
|
1
NRD !
|
|

|
|
1
|
|
|
|
| |
| |
| |
| .
NCS I 1\ | |
| | + 1
| | 1 |
| | | |
' ! ' [ T\ '
D[15:0] i ; | I
I | I 7 :
| | |
| NRD_:SETUP | NRD_PULSE | NRD_HOLD I
«— e e 5l
: | I | |
| | |
NCS_RD_SETUP : NCS_RD_PULSE I NCS_RD _HOLD
le——>'< >'<—>:_
|
| NRD_CYCLE |

| € >

38.10.1.1 NRD Waveform
The NRD signal is characterized by a setup timing, a pulse width and a hold timing:

1. NRD_SETUP: The NRD setup time is defined as the setup of address before the NRD falling edge.
2. NRD_PULSE: The NRD pulse length is the time between NRD falling edge and NRD rising edge.
3. NRD_HOLD: The NRD hold time is defined as the hold time of address after the NRD rising edge.

38.10.1.2 NCS Waveform

Similar to the NRD signal, the NCS signal can be divided into a setup time, pulse length and hold time:

« NCS_RD_SETUP: The NCS setup time is defined as the setup time of address before the NCS falling edge.
¢ NCS_RD_PULSE: The NCS pulse length is the time between NCS falling edge and NCS rising edge.
« NCS_RD_HOLD: The NCS hold time is defined as the hold time of address after the NCS rising edge.

38.10.1.3 Read Cycle

The NRD_CYCLE time is defined as the total duration of the read cycle, that is, from the time where address is set on the address bus to
the point where address may change. The total read cycle time is defined as:
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NRD_CYCLE = NRD_SETUP + NRD_PULSE + NRD_HOLD,
as well as
NRD_CYCLE = NCS_RD_SETUP + NCS_RD_PULSE + NCS_RD_HOLD

All NRD and NCS timings are defined separately for each chip select as an integer number of Master Clock cycles. The NRD_CYCLE field
is common to both the NRD and NCS signals, thus the timing period is of the same duration.

NRD_CYCLE, NRD_SETUP, and NRD_PULSE implicitly define the NRD_HOLD value as:
NRD_HOLD = NRD_CYCLE - NRD SETUP - NRD PULSE

NRD_CYCLE, NCS_RD_SETUP, and NCS_RD_PULSE implicitly define the NCS_RD_HOLD value as:
NCS_RD_HOLD = NRD_CYCLE - NCS_RD_SETUP - NCS_RD_PULSE

38.10.2 Read Mode

As NCS and NRD waveforms are defined independently of one another, the SMC needs to know when the read data is available on the
data bus. The SMC does not compare NCS and NRD timings to know which signal rises first. The READ_MODE parameter in the
HSMC_MODE register of the corresponding chip select indicates which signal of NRD and NCS controls the read operation.

38.10.2.1 Read is Controlled by NRD (READ_MODE = 1)

Figure 38-8 shows the waveforms of a read operation of a typical asynchronous RAM. The read data is available tppcc after the falling
edge of NRD, and turns to ‘Z’ after the rising edge of NRD. In this case, the READ_MODE must be set to 1 (read is controlled by NRD),
to indicate that data is available with the rising edge of NRD. The SMC samples the read data internally on the rising edge of the Master
Clock that generates the rising edge of NRD, whatever the programmed waveform of NCS.

Figure 38-8: READ_MODE = 1: Data is Sampled by SMC before the Rising Edge of NRD

w1
l
|

X
X

A[25:2] X
I
I
NBSO,NBST, |
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|
|
|
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|
|

:\
I
:
I
NCS : 1\ |
| | | | L
| ! I teace A
| | |
. X \
D[15:0] . ; . . \
I

Data Sampling

38.10.2.2 Read is Controlled by NCS (READ_MODE = 0)

Figure 38-9 shows the typical read cycle. The read data is valid tppcc after the falling edge of the NCS signal and remains valid until the
rising edge of NCS. Data must be sampled when NCS is raised. In that case, the READ_MODE must be configured to O (read is controlled
by NCS): the SMC internally samples the data on the rising edge of the Master Clock that generates the rising edge of NCS, whatever the
programmed waveform of NRD.
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Figure 38-9: READ_MODE = 0: Data is Sampled by SMC before the Rising Edge of NCS

i T
l
|

X
X

NBSO,NBS1, }<
A0, A1

I
|
|
I
I
I
|
]
|
I
I
I
! |
I T
| | |
| | |
t T |
NCS | | :\ !
| !
| | |
! : "' tpacc A
D[15:0] ! ! ! T\
, /
|

Data Sampling

© 2018 Microchip Technology Inc. Datasheet DS60001532A-page 579



SAMA5SD27C AUTO

38.10.3 Write Waveforms

The write protocol is similar to the read protocol. It is depicted in Figure 38-10. The write cycle starts with the address setting on the mem-
ory address bus.

38.10.3.1 NWE Waveforms

The NWE signal is characterized by a setup timing, a pulse width and a hold timing:

« NWE_SETUP: The NWE setup time is defined as the setup of address and data before the NWE falling edge.
« NWE_PULSE: The NWE pulse length is the time between NWE falling edge and NWE rising edge.
« NWE_HOLD: The NWE hold time is defined as the hold time of address and data after the NWE rising edge.

The NWE waveforms apply to all byte-write lines in Byte Write Access mode: NWRO to NWR3.
38.10.3.2 NCS Waveforms

The NCS signal waveforms in write operations are not the same as those applied in read operations, but are separately defined:

« NCS_WR_SETUP: The NCS setup time is defined as the setup time of address before the NCS falling edge.
« NCS_WR_PULSE: The NCS pulse length is the time between NCS falling edge and NCS rising edge.
* NCS_WR_HOLD: The NCS hold time is defined as the hold time of address after the NCS rising edge.

Figure 38-10: Write Cycle
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